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Introduction 

Background 

1. The Investigatory Powers Bill will receive its Second Reading in the House of Lords on Monday 

27 June 2016. Liberty has called for a new surveillance legal framework for almost a decade and 

fully supports the use of targeted, proportionate and necessary surveillance powers to prevent 

serious crime and other human rights violations. However we are gravely concerned that this Bill 

is rushed and contains a significant number of measures that breach human rights standards. 

Following publication of the Draft Bill in November 2015, parliamentary committees, experts, and 

tech companies all called on the Government to make significant reforms. Instead, the 

Government took no time to reflect and shortly after pre-legislative scrutiny returned to Parliament 

a Bill containing even more expansive powers than contained in its draft. Subject to the insertion 

of the word “privacy” in the title of Part 1 of the Bill, the safeguards remained resolutely 

inadequate to the task of protecting privacy. 

 

Developments in the Commons  

 

2. Despite coming under significant criticism and challenge during the Bill’s Second Reading and 

Committee Stages in the House of Commons, where over 1000 amendments were tabled, at 

Report Stage minimal amendment was made to the Bill. These included: a new overarching 

privacy clause;
1
 clarification that trade union activity is not sufficient to establish grounds for 

interception;
2
 a requirement that when reviewing the Secretary of State’s decision to issue an 

intercept warrant Judicial Commissioners must have regard to the privacy clause;
3
 a requirement 

that the Prime Minister must authorise warrants to intercept or hack MPs and other 

parliamentarians;
4
 changes to the process for the modification of warrants;

5
 a requirement to state 

on a specific bulk personal dataset warrant that certain health records are sought or may be 

included in the information sought;
6
 and requiring Judicial Commissioners to review the issue of a 

National Security Notice and Technical Capability Notice.
7
  

 

Review of the Operational Case 

 

3. Throughout the course of the IP Bill’s parliamentary scrutiny process, one of the main criticisms 

levelled at the Government has been its failure to justify the powers in the Bill permitting bulk 

surveillance. Back in February, the Joint Committee reporting on the Bill called on the 

Government to produce evidence to support its claim that the powers are needed and demanded 

                                                           
1
 Investigatory Powers Bill, Clause 2. 

2
 Clause 20. 

3
 Clause 23. 

4
 Clauses 26 and 105. 

5
 Clauses 32-37; 110-113; 172. 

6
 Clause 187. 

7
 Clauses 225-228. 
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an assessment of the Government’s case by an independent body.
8
 When the Bill had its Second 

Reading in the House of Commons, the Shadow Home Secretary Andy Burnham was critical of 

the evidence produced by the Government, stating: “the operational case for the individual bulk 

powers was published by the Government alongside the Bill, but it is fair to say that the detail has 

failed to convince everyone. It is still for the Government to convince people that the powers are 

needed.”
9
 Joanna Cherry for the SNP added: “Such operational cases as have been produced 

are anecdotal and hypothetical and do not constitute independent evaluation of the utility of bulk 

powers.”
10

 Alistair Carmichael of the Liberal Democrats agreed: “The operational case that they 

have published has been vague, to be kind to it, and it has certainly been lacking in any 

persuasiveness.”
11

 There was broad consensus that the case studies given by the Government 

did not stand up to scrutiny.  

4. Prior to Report Stage, the Government conceded to demands from the Opposition to permit an 

external review of the necessity of the bulk powers (interception, equipment interference, 

acquisition of communications data, and bulk personal datasets) contained in the Bill. It 

announced that this review would be conducted by David Anderson QC, the Government’s 

Reviewer of Terrorism Legislation and the terms of reference set by the Government state that it 

must be completed in time to assist the House of Lords scrutiny of Parts 6 and 7 of the Bill.  

 

5. Liberty cautiously welcomed the announcement of a Review that we have been calling for since 

the scale of mass surveillance was first revealed. However, we are concerned that as constituted 

the Review does not guarantee impartial, independent and expert analysis of the available 

evidence. The timeline also precludes proper scrutiny of the wealth of information that must be 

interrogated. Our proposals for how this Review should be conducted – and the shortcomings of 

the existing review - are annexed to this document.  

 

Overarching Privacy Clause  

 

6. The privacy clause requires that when exercising powers to issue, renew, cancel or modify a 

warrant or other authorisation under the Bill, the public authorities involved must have regard, so 

far as relevant, to whether what is sought to be achieved could be achieved by a less intrusive 

means, public interest in the integrity and security of telecommunications systems and postal 

services, and other aspects of the public interest in the protection of privacy. It adds that this 

requirement is subject to the need to have regard to other considerations, which may include the 

interests of national security or of the economic well-being of the UK, the public interest in 

preventing or detecting serious crime, other considerations relevant to necessity and 

proportionality, the Human Rights Act, and other requirements of public law,  

                                                           
8
 Joint Committee on the Investigatory Powers Bill, recommendation 23. 

9
 House of Commons Hansard, 15 March 2016, column 833. 

10
 House of Commons Hansard, 15 March 2916, column 840. 

11
 House of Commons Hansard, 7 June 2016, Column 1076. 
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7. It has been claimed that this new clause ensures that privacy is the backbone of the IP Bill. This 

claim is misleading while suspicionless bulk and thematic powers remain on the face of the Bill. In 

practice the clause itself is repetitive, contradictory and if anything in practice offers less 

protection of privacy rather than more. For example, the clause requires that “whether what is 

sought to be achieved…could reasonably be achieved by other less intrusive means”, which is 

what is often referred to as a proportionality assessment. The clause later goes on to state that 

“whether the conduct is proportionate” is something that “may” be relevant. In fact, under the 

Human Rights Act intrusions into privacy must be proportionate in any case. Yet the clause states 

that the HRA and “other requirements of public law” are only “considerations” which “may” be 

taken into account, despite the fact that they are the law of the land and must be applied. While 

Liberty does not object to the clause as such, we strenuously disagree with the assertion that it 

adds substantive privacy protections to the Bill.  

Legal cases 

8. Liberty is currently representing David Davis MP and Tom Watson MP in their legal challenge to 

the Data Retention and Investigatory Powers Act 2014. The Opinion of the Advocate General of 

the CJEU is expected on 19 July and the subsequent judgement is expected to have significant 

implications for the contents of this Bill.  

 

9. Liberty, Privacy International, Amnesty International and a number of partner human rights bodies 

from across the world are also challenging mass interception conducted under section 8(4) of the 

Regulation of Investigatory Powers Act 2000 at the European Court of Human Rights in 

Strasbourg. This bulk power is replicated – and duplicated to cover other investigatory techniques 

- in this Bill.  

 

10. Recent Strasbourg judgments, handed down since the publication of the IP Bill, make clear that “a 

measure of secret surveillance can be found as being in compliance with the Convention only if it 

is strictly necessary, as a general consideration for the safeguarding the democratic institutions 

and moreover if it is strictly necessary as a particular consideration, for the obtaining of vital 

intelligence in an individual operation.”
12

 In circumstances where a measure is strictly necessary 

“in view of the risk that a system of secret surveillance set up to protect national security may 

undermine or even destroy democracy under the cloak of defending it, the Court must be satisfied 

that there are adequate and effective guarantees against abuse.”
13

 The minimum safeguards laid 

down by Strasbourg include (i) the nature of offences which may give rise to a surveillance order 

and the definition of the categories of people liable to have their communications surveilled
14

 (ii) 

verifiable reasonable suspicion thresholds for the authorisation of investigatory powers
15

 (iii) the 

                                                           
12

 Szabo and Vissy v Hungary, 12 January 2016, para 73. 
13

 Szabo and Vissy v Hungary, 12 January 2016, para 57. 
14

 Szabo and Vissy v Hungary, 12 January 2016, para 56. 
15

 Zakharov v Russia, 4 December 2015, ECHR, para 260. 
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independent and substantive judicial authorisation of warrants (and a rejection of political 

authorisation)
16

 and a presumption in favour of post-notification to those subjected to such 

powers.
17

 None of these safeguards are present in this Bill. Government has not yet explained 

how it believes the Bill will meet our international human rights obligations following the decisions 

in Zakharov v Russia and Szabo and Vissy v Hungary.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

                                                           
16

 Szabo and Vissy v Hungary, 12 January 2016, para 75. 
17

 Szabo and Vissy v Hungary, para 86. 
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The Bill’s authorisation process for investigatory powers  

 

11. The Bill retains the power for the Secretary of State to issue interception warrants and provides 

new powers for the Secretary of State to issue hacking warrants and a range of bulk warrants. 

The Secretary of State Secretary may also issue National Security Notices and Technical 

Capability Notices to telecommunications or other relevant operators under Part 9 of the Bill.  Bulk 

and targeted warrants of all types are issued by the Secretary of State, on application from the 

three intelligence agencies, where she considers it necessary and proportionate on the basis of 

three broad grounds.
18

 The Secretary of State can also issue targeted interception and targeted 

hacking warrants to a range of law enforcement bodies. Chief constables are granted the power 

to issue targeted hacking warrants on application from police constables.  

 

The process for issuing warrants is similar to the present process for issuing interception warrants 

subject to a new requirement for a judicial commissioner (JC) to review a warrant before it is 

issued.
19

 The Bill stresses that the decision to issue a warrant is taken personally by the relevant 

Minister or, in urgent cases, by a designated senior civil servant.
20

 The Bill states in terms that a 

“judicial commissioner” is restricted to reviewing a minister’s conclusions by “applying the same 

principles as would be applied by a court on application for judicial review.”
21

 If a JC decides to 

refuse to approve a decision to issue a warrant he/she must give reasons and the Minister issuing 

the warrant can make a fresh application to the Investigatory Powers Commissioner (IPCr).
22

 The 

new privacy clause applies to decisions made by the Secretary of State and reviews by the 

Judicial Commissioner. At Report Stage in the House of Commons the Government tabled and 

had accepted a manuscript amendment restating that Judicial Commissioners must conduct their 

review of intercept warrants “with a sufficient degree of care” as to ensure that the Judicial 

Commissioner complies with the requirements of new clause 2, the privacy clause. 
23

  

 

12. Warrants can last for 6 months and be renewed indefinitely. Surprisingly, the Bill provides for 

many types of warrant to be retrospectively modified without judicial authorisation. Modifications 

                                                           
18

 In the interests of national security; for the purpose of preventing or detecting serious crime; and in 
the economic interests of the UK, so far as those interests relate to national security. 
19

 Part 8 of the Bill provides for the creation of the IPCr and the JCs who will be appointed directly by 
the Prime Minister, for three year renewable terms, following consultation with the Lord Chief Justice 
of England and Wales, the Lord President of the Court of Session, the Lord Chief Justice of Northern 
Ireland, Scottish Ministers and the First Minister and deputy First Minister in NI.  The Commissioners’ 
functions are twofold: to review surveillance warrants issued by Ministers and to undertake the 
oversight functions currently carried out by a plethora of different surveillance commissioners. The 
Secretary of State is responsible for providing the Judicial Commissioners with such staff, 
accommodation, equipment and other facilities as she considers necessary for carrying their 
functions. By clause 214 she is able to modify the functions of the JCs by regulations. 
20

 Clauses 28, 99, 132, 148, 168, 191. 
21

 For example clause 23. See also 102, 131, 147, 165, 188, 227. 
22

 For example clause 23(5). 
23

 Clause 23(2). 
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can relate to the names, premises, organisations etc. to be targeted. Warrants that are no longer 

considered justified are to be cancelled by Ministers rather than JCs.
24

  

 

13. In urgent cases warrants can be issued without the authorisation of a JC, but the JC must give ex 

post facto authorisation within 3 working days.
25

  However, a 48-hour timeframe for authorisation 

would be the maximum to harmonise the process with recent case law from Strasbourg, as 

Zakharov included a complaint that urgent interception could occur without judicial authorisation 

for up to 48 hours.
26

 There is no reason that we should allow a longer period for unapproved 

surveillance than Russia. Following scrutiny of the Draft Bill, the Joint Committee recommended 

that urgent warrants should be reviewed by a Judicial Commissioner within 24 hours 

(Recommendation 36), whilst the Intelligence and Security Committee recommended review 

within 48 hours (Recommendation v). Should material be obtained under an urgent warrant later 

unapproved by a JC, a JC may, but is not required to, order the destruction of the material 

obtained. There is no requirement for JCs to notify those subjected to surveillance after the 

surveillance has ceased.  

 

Shortcomings of the judicial review model 

14. Liberty has long called for judicial authorisation for all public authority requests to conduct 

surveillance. It is the proper constitutional function of the independent judiciary to act as a check 

on the use of intrusive and coercive powers by State bodies and to oversee the application of the 

law to individuals. Additionally, judges are professionally best equipped to apply the legal tests of 

necessity and proportionality to ensure that surveillance is conducted lawfully. English law has 

long recognised the need for a specific judicial warrant before a person’s home can be searched 

by police when serious crime is suspected, but sadly the process for authorising electronic 

surveillance has lagged behind. Liberty was therefore delighted when the Government’s own 

Reviewer of Terrorism legislation, David Anderson QC, recommended judicial authorisation for 

intrusive surveillance, following the most comprehensive review of investigatory powers 

undertaken in a generation.  As the Reviewer observed, making judges responsible for issuing 

warrants would improve public trust and confidence in the system of surveillance.  

15. Regrettably the Government has rejected David Anderson’s recommendation. Liberty believes 

that the authorisation system laid out in the Bill is wholly inadequate for the UK to fulfil its human 

                                                           
24

 In the House of Commons, and in the face of arguments that the system for modification 
undermines the entire point of establishing the purported safeguard of judicial review, the Government 
introduced some small changes. Modifications can no longer be made to warrants targeted at a single 
suspect to expand its scope to more than one suspect; modifications that involve the correspondence 
of MPs of LPP must be subject to approval by a Judicial Commissioner; and major modifications must 
be notified to a judicial commissioner.

24
 

25
 Clause 24(3) 

26
 Roman Zakharov v. Russia, 4

th
 December 2015. 
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rights obligations and to provide a ‘world leading oversight regime’.
27

 The JC powers are so 

circumscribed that the Bill risks creating the illusion of judicial control over surveillance while 

achieving little change from the status quo. Parliamentarians who would like to see a substantive 

role for the judiciary in authorising surveillance warrants should support a straightforward one-

stage process that gives the task to a JC and removes Ministers’ involvement. 

16. The Government has sought to portray the authorisation process as a “double lock” implying that 

both the Minister and the judge have a substantive role in issuing warrants. This is highly 

misleading.  The Bill sets out that the judicial review standard should be applied when JCs 

consider warrants issued by the Secretary of State. In conducting judicial review of Executive 

decisions the courts apply a varying standard of review that is highly dependent on the context of 

the matter before it. At one end of the spectrum is a strict “Wednesbury” standard of review which 

will only interfere with an Executive decision that is manifestly unreasonable. At the other end of 

the spectrum is a more intense standard of review that will substantively assess the 

proportionality of the Executive decision. 

 

17. It has been argued that, in the context of the authorisation process in the Bill, the more intensive 

standard of review could be triggered. The point has been made that in a case concerning control 

orders, MB, the Court of Appeal stated that judges applying a judicial review test must consider 

the merits and decide whether the measure is indeed necessary and proportionate. It is true that 

the courts have taken a more substantive approach to judicial review in relation to control order 

and TPIMs cases. But these types of cases, which deal with severe infringements on liberty, do 

not set a general rule for the standard of judicial review. In fact, the intensity of the review to be 

applied in loss of liberty cases will likely be at the highest end of the spectrum. This is because 

the liberty of the individual is one of the more tightly protected freedoms in the HRA and in 

common law; while it is not absolute, it can only be limited in six tightly defined circumstances and 

for no longer than is necessary.  

 

18. By contrast, the Supreme Court held in Tariq in 2011 that in civil proceedings not related to any 

deprivation of liberty, the requirements of MB and related cases could be watered down.
28

 This 

case concerned an immigration officer who had his security clearance revoked by the Home 

Office which resulted in his suspension. He claimed the Home Office had unlawfully discriminated 

against him on grounds of his religion and ethnicity. Lord Mance, speaking for the majority, said 

that TPIMs “impinge directly on personal freedom and liberty in a way to which Mr Tariq cannot be 

said to be exposed”
29

 and made clear that in cases not concerning the liberty of the individual the 

standard of review will be different. If the Supreme Court felt unable to apply an intensive 

standard of review in Tariq, in circumstances where a man had lost his job and feared 

                                                           
27

 Secretary of State for the Home Office the Right Honourable Theresa May, Oral Statement to 
Parliament on 4 November 2015.  
28 Home Office v Tariq, [2011] UKSC 35. 
29 Home Office v Tariq, paragraph 27. 
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discrimination on the part of his employer, then it is highly unlikely that a JC will invoke an 

intensive standard of review in the context of a privacy intrusion where the practical and tangible 

consequences of infringement can be said to be much less immediate and obvious. The standard 

of review will be further influenced by the extreme deference that will be shown to those warrants 

that concern national security.
30

 JCs may therefore consider themselves unable to refuse a 

warrant unless it is so manifestly unreasonable that no reasonable Minister could have decided to 

issue it. 

 

19. During the Bill Committee’s evidence sessions, Lord Judge, Chief Surveillance Commissioner and 

former Lord Chief Justice, was clear about the lack of clarity of the standard of review: 

 

“I think “judicial review” is a very easy phrase to use. It sounds convincing, but it means 

different things to different people. People say, “Wednesbury unreasonableness”—that was a 

case decided by the Court of Appeal in 1948 or 1947, and it has evolved. Personally, I think 

that when Parliament is creating structures such as these, it should define what it means by 

“judicial review”. What test will be applied by the judicial—I call him that—commissioner, so 

that he knows what his function is, the Secretary of State knows what the areas of 

responsibility are and the public know exactly who decides what and in what circumstances? I 

myself do not think that judicial review is a sufficient indication of those matters.”
31

 

 

20. A merits review is also made practically impossible by the two-stage model in the Bill. The issuing 

authority will be the body with the practical ability to probe and test the requesting agency or law 

enforcement body as to the necessity and proportionality of a warrant. The secondary role given 

to JCs under the model in the Bill will mean that JCs are restricted to considering ministerial 

decisions to issue warrants on the papers, in secret, with no opportunity to question the 

requesting agency, nor to probe as to whether less intrusive methods or capabilities could be 

deployed or ask for further material to justify the request. A further problem, highlighted by Joanna 

Cherry MP during the passage of the Bill, is that judicial review is a process which normally allows 

a review of a decision and reasons given by a Minister. In this context, where the Secretary of 

State does not give reasons, it is difficult to understand how even a Wednesbury style review can 

take place at all.
32

  In order to ensure that JCs have a substantive role in issuing warrants, they 

must receive applications directly from requesting bodies and be provided with expert technical 

support to ensure a substantive assessment of warrants.
33

  

                                                           
30 Home Office v Rehman [2001] UKHL 47. 
31

 Investigatory Powers Bill Committee, Hansard, 24 March 2016, column 68.  
32

 Investigatory Powers Bill Report Stage in the House of Commons, 6 June 2016, column 886. 
33

 The explanatory notes say that Government will make tech expertise available to the IPC but there 
are no details and no particular obligations are provided on the face of the Bill. Explanatory Notes, p. 
8, para. 13: The Investigatory Powers Commissioner will be able to draw on extensive legal and 
technical expertise. Guide to powers, p.31, para. 75: The IPC will oversee how the agencies use bulk 
personal datasets: “Supported by a team of Judicial Commissioners and technical and legal experts, 
the Commissioner will audit how the agencies use them and they will report publicly on what they 
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21. The amendment made to the Bill in the House of Commons requiring that Judicial Commissioners 

exercise their review function with regard to the obligations set out in the privacy clause fails to 

remedy these problems. In addition, as outlined above, clause 2 itself adds nothing of substance 

to the considerations that must already be taken into account when reaching decisions under the 

Bill, and certainly does not make clear that a robust, merits-based scrutiny must be conducted in 

each and every case.  

Independent authorisation is required by human rights law 

22. The ECtHR has stressed the importance of effective supervision of State surveillance by an 

independent judiciary. In Klass v Germany the Court made clear that, in an area where abuse is 

easy in individual cases and abuses have such harmful consequences for democratic society as a 

whole, it is desirable to entrust supervisory control to a judge: “The rule of law implies, inter alia, 

that an interference by the executive authorities with an individual’s rights should be subject to an 

effective control which should normally be assured by the judiciary, at least in the last resort, 

judicial control offering the best guarantees of independence, impartiality and proper procedure”.
34

 

Most recently and most pertinently the ECtHR ruled in Szabo and Vissy v Hungary that the 

Hungarian system of interception violated Article 8 of the Convention. The court commented 

extensively on the fact that “The measures are authorised by the Minister in charge of justice 

upon a proposal from the executives of the relevant security services…For the Court this 

supervision, eminently political,,,. Is incapable of ensuring the requisite assessment of strict 

necessity with regard to the aims and means at stake”. The Court rejected the Government’s 

argument that a Government minister is better positioned than a judge to authorise measures of 

secret surveillance and instead held that “the political nature of the authorisation and supervision 

increases the risk of abusive measures” concluding that “For the Court supervision by a politically 

responsible member of the executive, such as the Minister of Justice, does not provide the 

necessary guarantees”.
35

 

A two-stage authorisation is unnecessary and risks delay.  

 

23. This apparently and understandably concerns the Agencies. David Anderson reported, “There 

was some resistance on the part of intercepting authorities to the idea of double authorisation, 

which was perceived as unnecessarily time-consuming.” He further reported, “Most intercepting 

                                                                                                                                                                                     
find”. 176: On how the JCs will be funded, and the Sec of State will provide staff, accommodation, 
equipment and ‘other facilities’ as necessary, after consultation with the IPC.  
In the explanatory notes on 176 (p. 54, para 409): “It is intended that the resources afforded to the 
Investigatory Powers Commissioner will ensure that the office is fully staffed with judicial, official, legal 
and technical support to ensure that the Commissioners are fully able to perform their oversight and 
authorisation functions and to hold those that use investigatory powers to account”. 
34

 Klass and others v Federal Republic of Germany, European Court of Human Rights, 2 EHRR 214, 
6 September 1978. 
35

 Szabo and Vissy v Hungary, paras 75-77. 
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authorities did not mind whether their warrants were issued by the Secretary of State or by a 

judge, so long as a quick turnaround could be achieved and urgency procedures were in place”.
36

  

 

The sheer volume of investigatory powers warrants - set to increase under the expanded 

powers in the Bill – is unsuitable for small number of Cabinet ministers.  

 

24. This was the primary reason given by David Anderson for recommending judicial authorisation. 

He cited the “remarkable fact (at least to an outsider) that the Home Secretary routinely signs 

thousands of warrants per year, most of them concerned with serious and organised crime and 

the remainder with national security.”
37

 In 2014, the Home Secretary personally authorised 2345 

interception and property warrants and renewals i.e. about 10 per working day. Liberty shares the 

Reviewer’s concerns that this may not be the best use of the Home Secretary’s time given her 

responsibility for a huge department of State. Removing primary responsibility from one individual 

who already bears huge responsibility for policing, immigration and other services, is supported 

by the reflections of a former Home Secretary, David Blunkett, who has written of his time as 

Home Secretary “my whole world was collapsing around me. I was under the most horrendous 

pressure. I was barely sleeping, and yet I was being asked to sign Government warrants in the 

middle of the night. My physical and emotional health had cracked.”
38

  Further, during an oral 

evidence session with the Intelligence and Security Committee in 2014, Phillip Hammond MP, the 

Secretary of State for Foreign and Commonwealth Affairs, appeared to misunderstand a number 

of key RIPA terms – in particular the distinction between internal and external communications – 

and appeared confused about how the warrant system for surveillance operates.
39

 This is a cause 

for concern, given his huge, current, responsibility for authorising 8(4) RIPA warrants. 

 

Arguments concerning Ministers’ democratic or political accountability for investigatory 

powers are misconceived and misplaced.  

 

25. In its March 2015 report, the ISC concluded that Ministers should retain responsibility for 

authorising warrants: “ministers, not judges, who should (and do) justify their decisions to the 

public”.
40

 The Reviewer responded to this argument in his report in June by righty observing that 

ministers are not currently democratically accountable for their role in issuing warrants as 

disclosure of the existence of a warrant is criminalised and will remain under clause 54 and 

similar provisions in the Bill.
41

   

                                                           
36

 David Anderson QC, A Question of Trust, paragraph 14.54 
37

 David Anderson QC, A Question of Trust, paragraph 14.49. 
38

 Blunkett: How I cracked under the strain of scandal, The Guardian, 7 October 2007, available at: 
http://www.guardian.co.uk/politics/2006/oct/07/uk.davidblunkett.  

39
 See, for example: http://www.theguardian.com/politics/2014/dec/11/philip-hammond-powers-

warrants-understanding  
40

 Paragraph 203GG. 
41

 Clauses 54 & 56 of the Bill criminalise the disclosure of the existence of an interception warrant 
without authorisation to do so. 

http://www.guardian.co.uk/politics/2006/oct/07/uk.davidblunkett
http://www.theguardian.com/politics/2014/dec/11/philip-hammond-powers-warrants-understanding
http://www.theguardian.com/politics/2014/dec/11/philip-hammond-powers-warrants-understanding
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26. A corollary to this argument is that ministers are politically accountable for the Agencies and will 

be required to resign if things ever go wrong. This is also incorrect. While the Home Secretary is 

responsible for setting the strategic direction of the Government’s counter-terrorism policy and the 

Cabinet Minister responsible for MI5, MI5 - like the police - is operationally independent. MI5’s 

Director General retains operational independence for day-to-day decision-making. Historically, 

when terrorist attacks have tragically succeeded, this has not led to political resignations. Despite 

inquests and inquiries following the 7/7 attacks and the murder of Fusilier Lee Rigby uncovering 

internal errors in the Agencies’ handling of information relating to those responsible for the 

attacks, this has not resulted in the ‘political accountability’ now being claimed.
42

  

 

27. Against the background to the publication of the Bill, whereby senior Cabinet Ministers have 

authorised the use of intrusive investigatory powers that have not been granted by Parliament, the 

claim that Ministers provide ‘democratic accountability’ should be given short shrift. On the very 

day the draft Bill was published the Home Secretary announced that the Agencies had been 

secretly conducting bulk communications data surveillance on the entire UK population for the last 

ten years. Former Deputy Prime Minister, Nick Clegg, has described his astonishment when 

officials informed him and a handful of Cabinet Ministers of this in 2010.
43

 Far from providing 

accountability, ministers have been complicit in keeping undemocratic secrets. 

 

28. In reality, oversight and accountability for Agency activities is instead provided by a patchwork of 

mechanisms – including public inquiries, the ISC, and legal challenges brought against the 

Government. Liberty believes there are many ways in which this oversight and accountability 

could and should be enhanced – not least by prior judicial authorisation of warrants - but it is not 

correct to argue that political accountability is provided by the ministerial sign off on warrants.  

 

One-stage judicial authorisation is the norm in comparable jurisdictions.    

 

29. In America,
44

 federal investigative or law enforcement officers are generally required to obtain 

judicial authorisation for intercepting ‘wire, oral and electronic’ communications, and a court order 

must be issued by a Judge of a US District Court, US Court of Appeals or FISA judge.  In 

                                                           
42

 The ISC report into the murder of Fusilier Lee Rigby revealed a catalogue of administrative errors 
by the Agencies in handling information concerning the two men ultimately convicted of his murder. 
One significant error was an Agency delay in requesting intrusive surveillance for one of the men 
convicted of the murder – without the delay, intrusive surveillance would have been in place in the 
weeks before the murder (paras 318-333). 
43

 Only 'tiny handful' of ministers knew of mass surveillance, Clegg reveals, The Guardian, 5 
November 2015, available at -  
http://www.theguardian.com/world/2015/nov/05/nick-clegg-cabinet-mass-surveillance-british-spying  
44

 Under Title III of the Omnibus Safe Streets and Crime Control Act 1968, 18 U.S.C. §§ 2510-22, as 
amended by the Electronic Communications Privacy Act (ECPA) of 1986, the Communications 
Assistance to Law Enforcement Act (CALEA), by the USA PATRIOT Act in 2001, by the USA 
PATRIOT Reauthorization Acts in 2006, and by the Foreign Intelligence Surveillance Act (FISA) 
Amendments Act of 2008. 

https://remote.liberty-human-rights.org.uk/owa/redir.aspx?C=cj-2TYSdvke3U5wMHgYyrtj5auJTAdMIS8x5LCinR7jPLcy9YqGC46pLmEXWCX9A6wrneHWJuJc.&URL=https%3a%2f%2fb1cba9b3-a-5e6631fd-s-sites.googlegroups.com%2fa%2findependent.gov.uk%2fisc%2ffiles%2f20141125_ISC_Woolwich_Report%2528website%2529.pdf%3fattachauth%3dANoY7cqgTEuI7zlPMTJ-sJnRPb2Nwtmt9sdogbLJEjiOdaNG9jBtmZu0B7sb-ZRzu0gxL4vhXcXYPZrjNdP80Hnv4KybyeChM9nRtAdcSCAW_rN_vsSAFy2EYEZM31R0NdAlz50XUSNHcHXMwTjY_kUx_BETR4YqiMM_HBhF_wSFyMJFnldlgqzMtueYt3GAMLmdI9Ndjj6l0hx_nfJKZXJsACCCTTDN2x7exshyK4eSaQ6TZHOq9S1_UDPSBAayMESgmtLVRFdE%26attredirects%3d0
http://www.theguardian.com/world/2015/nov/05/nick-clegg-cabinet-mass-surveillance-british-spying
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Australia, law enforcement interception warrants must be issued by an eligible Judge or a 

nominated Administrative Appeals Tribunal judge.
45

  In Canada it is unlawful to intercept private 

communications unless the interception is in accordance with an authorisation issued by a 

judge,
46

 and in New Zealand police can only intercept a private communication in tightly 

prescribed circumstances, including requiring a warrant or emergency permit that can only be 

issued by a High Court Judge.
47

  If the UK wants to be able to claim it is in a world-class league 

for good practice in surveillance, it must at the very least adopt one-stage judicial authorisation. 

 

Judicial authorisation would encourage co-operation from US tech firms.  

 

30. The need for reform that guarantees true independence was pressed home to the Reviewer by 

the Silicon Valley tech firms who, given the US tradition for judicial warrants, feel uncomfortable 

with the UK model of political authorisation. These firms operate in a global marketplace and need 

to adhere to procedures fit for a world-leading democracy. The Government has said that it needs 

to improve co-operation with the US firms who handle an increasing volume of UK 

communications – moving to a model of judicial authorisation would be an important step in this 

direction. 

 

Recommendations 

 Liberty believes there should be a one-stage surveillance authorisation process 

undertaken by a JC who is supported by technical experts and therefore is in a position to 

assess the application and accompanying evidence and make a reasoned decision as to the 

necessity and proportionality of the application sought. 

 Judicial authorisation should be a pre-requisite for all surveillance requests including 

retention of and access to communications data, interception, equipment interference and 

warrants for encryption keys under Part III RIPA. 

 The power to modify all surveillance warrants should lie with a JC and not the Secretary 

of State. It is inadequate to require notification of a modification to a JC. 

 We are concerned that warrants can be renewed indefinitely. An application for the renewal of 

a warrant should provide enhanced justification for renewed surveillance, including a thorough 

explanation of what was achieved under the previous warrant, and why the powers previously 

warranted were not fully successful in the operational aims.  

 IPC and JCs should be appointed by the Judicial Appointments Commission, as is the 

case for appointments to comparable Tribunals, and not by the Prime Minister. Prime 

                                                           
45

 Telecommunications (Interception and Access) Act 1979, section 39, as amended by the 
Telecommunications Act 1997. Note that Federal warrants relating to national security can be 
authorised by the Attorney General.  See also the various States and Territories that have enacted 
legislation in order to make the Federal provisions applicable to State and Territory Police, see for 
example the Telecommunications (Interception) (State Provisions) Act 1988 (Victoria). 
46

 Canada Criminal Code, Part VI, section 186. 
47

 Part 11A of the Crimes Act, and under the Misuse of Drugs Amendment Act 1978. 
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ministerial appointment undermines the perception of independence and does not amount to 

‘world leading’ oversight. 

 If a JC refuses a request for interception, an appeal should lie with the IPC. This process 

should replace the provisions in the Bill that allow the Secretary of State to simply make a 

fresh application to the IPC which has the effect of rendering a JCs powers illusory. 

 Warrants should only be available for targeted and not broad “thematic” or mass 

surveillance. The scope of warrants permitted under the Bill undermines the requirement for 

a necessity and proportionality assessment. The ISC has previously recommended the 

provision of safeguards against the exercise of thematic interception warrants, and reiterated 

this point in its latest report, noting that it had not been reflected in the Bill.
48

 “Thematic 

warrants” for hacking and interception and the provisions for bulk warrants in Part 6 are 

designed to licence surveillance on a disproportionate scale, placing those charged with 

issuing/reviewing warrants in the position of either impugning the fundamental aims of the 

legislative scheme, or accepting the highly dubious premise that routine, daily, surveillance of 

billions of communications can amount to a proportionate action.  

  “Urgent” should be defined for the purposes of urgent warrants on the face of the Bill 

rather than in draft Codes of Practice. For example, urgency may be required in emergency 

situations posing immediate danger of death or serious physical injury, threats to national 

security or conspiratorial activities characteristic of organised crime (as per are the limits for 

urgent interception under the US Wiretap Act). However, current guidance in the draft Code of 

Practice considers ‘significant’ investigative or intelligence gathering opportunities to meet a 

subjective level of urgency.
49

   

 Judicial authorisation of urgent warrants should be reduced from three days to 48 

hours. This would bring the process in line with recent court rulings; encourage prompt 

notification of the JC that an urgent warrant has been used (as the Bill currently fails to 

provide a timeframe); and necessitate its prompt attention.  

 There should be a presumption that material obtained under an urgent warrant later 

unapproved by a JC is destroyed.  

 

                                                           
48

 Report of the draft Investigatory Powers Bill – The Intelligence and Security Committee, 9 February 
2016; Recommendation J (vii) 
49

 Interception of Communications: Draft Code of Practice – Home Office, Spring 2016, p.30, para. 
5.50 



17 
 

Legal Thresholds for surveillance 

31. The Bill re-legislates for RIPA’s three broad statutory grounds for issuing surveillance warrants. 

The Secretary of State may issue warrants for interception, hacking, communications data 

retention and acquisition and for the use of all bulk powers when he/she considers it necessary 

and proportionate: “in the interests of national security”, “for the purpose of preventing or 

detecting serious crime”, or “in the interests of the economic well-being of the UK so far as those 

interests are also relevant to the interests of national security”. This final ground can apply only 

where it relates to the acts or intentions of persons outside the British Islands. Retention and 

acquisition of communications data can be authorised on many more grounds and by many more 

public authorities. The Bill contains no requirement for reasonable suspicion that an individual has 

committed or intends to commit a serious criminal offence, nor even suspicion or evidence that a 

serious crime has been or is going to be committed for the powers it contains to be authorised. 

This gives licence for entirely speculative surveillance. 

 

32. All three main statutory grounds for authorising surveillance are unnecessarily broad and vague 

and left dangerously undefined. As the decision will continue to lie with the Secretary of State, the 

test will be met by whatever he or she subjectively decides is in the interests of national security 

or the economic well-being of the UK. This means that individuals are not able to foresee when 

surveillance powers might be used, and grants the Secretary of State discretion so broad as to be 

arbitrary. The Joint Committee on the draft Bill recommended that the Bill should include 

definitions of national security
50

 and economic well-being
51

; the ISC further recommended that 

economic well-being should be subsumed within a national security definition, finding it 

“unnecessarily confusing and complicated”.
52

 The ISC queried both the Agencies and the Home 

Office on this point but reported that ‘neither have provided any sensible explanation’.
53

 Their 

report recommendations were dismissed, and the core purposes for which extraordinary powers 

can be used remain undefined, and dangerously flexible, in the Bill.  

 

33. Ken Clarke MP remarked, at Second Reading of the Bill, “It is true that there is a vast amount of 

activity under the general title of economic wellbeing. I have known some very odd things to 

happen under that heading. National security can easily be conflated with the policy of the 

Government of the day. I do not know quite how we get the definition right, but it is no good just 

dismissing that point.”
54

 

                                                           
50

 Report of the Joint Committee on the Draft Investigatory Powers Bill, 11 February 2016, 

Recommendation 82 
51

 Ibid. Recommendation 83 
52

 Report of the draft Investigatory Powers Bill – The Intelligence and Security Committee, 9 February 
2016; Recommendation J (i) 
53

 Ibid. 
54

 See Hansard, 15 March 2016, 
http://www.publications.parliament.uk/pa/cm201516/cmhansrd/cm160315/debtext/160315-0002.htm  

http://www.publications.parliament.uk/pa/cm201516/cmhansrd/cm160315/debtext/160315-0002.htm
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34. While in Kennedy v UK the Court upheld the national security ground in relation to targeted 

interception under section 8(1) RIPA the Court’s jurisprudence on this issue has evolved 

significantly in the past year. In Roman Zakharov, the Court disapproved the open-ended 

discretion granted to the Russian Executive under its domestic law to undertake interception with 

the aim of “obtaining information about events or activities endangering the national, military, 

economic or ecological security of the Russian Federation”. The Court said -  

“It is significant that [Russia’s domestic interception law] does not give any indication of the 

circumstances under which an individual’s communications may be intercepted on account of 

events or activities endangering Russia’s national, military, economic or ecological security. It 

leaves the authorities an almost unlimited degree of discretion in determining which events or 

acts constitute such a threat and whether that threat is serious enough to justify secret 

surveillance, thereby creating possibilities for abuse”.
55

 

In Szabo and Vissy the Court similarly observed “in a matter affecting fundamental rights it would 

be contrary to the rule of law, one of the basic principles enshrined in the Convention, for a 

discretion granted to the Executive in the sphere of national security to be expressed in terms of 

an unfettered power.”
56

  

 

35. At Report Stage in the House of Commons, the Government accepted an amendment tabled by 

the Opposition which states that “the fact that information which would be obtained under a 

warrant relates to the activities in the British Islands of a trade union is not, of itself, sufficient to 

establish that the warrant is necessary on grounds falling within this section.”
57

 It is demonstrative 

of the extremely broad construction of the three grounds that it has to be explicitly stated that the 

mere fact of trade union activity is not sufficient to justify surveillance.  This concession surely 

raises more questions than it answers as to what other entirely legitimate behaviour will be caught 

within these three broad terms.  

 

36. The national security ground is particularly problematic, as the Courts have responded with 

considerable deference to Government claims of ‘national security’, viewing them not as a matter 

of law, but as executive led policy judgements.
58

 National security as a legal test is therefore 

meaningless. The second ground is similarly broad and open-ended and the Government has not 

sought to clarify the circumstances in which ‘national security’ as opposed to ‘the prevention and 

detection of serious crime” will be in play.  

 

                                                           
55

 At paragraph 248. 
56

 Szabo and Vissy v Hungary, para 65. 
57

 Clause 20(6) 
58

 Lord Hoffman at para 50, Secretary of State for the Home Department v Rehman [2001] UKHL 47:  
Lord Hoffman has stated that whether something is ‘in the interests’ of national security “is not a 
question of law, it is a matter of judgment and policy” to be determined not by judges but to be 
“entrusted to the executive”. 
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37. The use of broad and vague notions such as ‘national security’ and ‘economic well-being’ risks 

interference with political and other lawful activity that ought to go unimpeded in a democratic 

society. In an era when Members of Parliament have been labelled “domestic extremists” and 

when the Prime Minister has stated “The Labour Party is now a threat to national security”, the 

continued undefined use of these terms in enabling legislation is not sustainable. 

 

Recommendation 

 

 Liberty believes that these legal thresholds should be tightly defined on the face of the 

Bill and linked to the objective threshold of reasonable suspicion of criminality. We 

concur with the Joint Committee’s recommendations 82 and 83 on these points. A 

significantly higher level of specificity is required if these three grounds are to act as an 

effective check on the use of intrusive powers. 

 ‘National security’ should be clearly defined on the face of the Bill if it is to provide any 

meaningful test. This is also essential for the legitimacy of ‘national security notices’ (clause 

225) enabling almost limitless investigatory powers in largely undefined circumstances. 

Furthermore, we concur with the ISC that the ground for surveillance in the interests of 

economic well-being as far as they relate to national security should be subsumed 

under properly defined grounds of national security.  
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Communications data retention and acquisition 

 

38. Parts 3 & 4 of the Bill seek to re-legislate for the existing communications data retention and 

acquisition regime under RIPA and DRIPA but with an additional requirement for communications 

providers to generate and retain “internet connection records” and establish a Request Filter as 

previously proposed, and rejected, in the Draft Communications Data Bill, 2012.
59

 

39. Part 4 gives the Secretary of State the power to issue a retention notice to require 

telecommunications operators to retain all communications data for up to twelve months. 

Communications data is defined as data which may be used to identify or assist in identifying the 

sender, recipient, time, duration, type, method, pattern, or fact of a communication, along with 

system used to make a communication, its location and the IP address or other identifier of any 

apparatus used. Part 3 grants a long list of public authorities the power to self-authorise access to 

communications data for a list of ten broadly defined purposes where it is necessary and 

proportionate for them to do so. As well as the three main grounds on which interception and 

hacking can be authorised, these include: in the interests of public safety; for the purpose of 

protecting public health; assessing or collecting any tax, duty or levy payable to any government 

department; exercising functions relating to the regulation of financial services and markets or 

financial stability; identification of the deceased; or assisting investigations into alleged 

miscarriages of justice.
60

 Judicial authorisation is required only for local authority access to 

communications data and requests by public bodies for communications data in order to identify a 

journalist’s source.
61

 In all other cases, a senior officer within a public authority will grant an 

authorisation and in exceptional circumstances this person does not even need to be independent 

from the investigation. This largely mirrors the existing regime under DRIPA, RIPA and associated 

Orders. 

40. Liberty supports the important role of communications data in missing persons situations, 

preventing and investigating serious crime. We do not believe however that the role of 

communications data in the investigation of crime justifies the blanket retention of the historic 

communications data of the entire population for 12 months. We also object to the lax access 

                                                           
59

 Public authorities must operate a “single point of contact system”. Authorisations will last for one 
month and can be renewed. Telecommunications operators must take reasonable steps to provide 
information requested. Where an authorisation under Part 3 relates to conduct outside the UK, any 
requirements or restrictions imposed by the law of the country in which the activity will take place may 
be considered when establishing whether the operator took reasonable steps to comply. The Bill 
would place a series of obligations on the telecommunications provider to protect the data, with a view 
to ensuring its integrity, protect it from deletion, and prevent unlawful or unauthorised access or 
disclosure. A telecommunications operator would not be permitted to disclose the existence of a 
notice. The duty to comply with a retention notice would only apply extraterritorially to the extent that 
there is a duty to have regard to the requirement or restriction. 
60

 Clause 58(7). 
61

 Section 37 of the Protection of Freedoms Act 2012 introduced a requirement for prior judicial 
authorisation for access to communications data by local authorities which is replicated in clause 71 
of the Bill. Clause 73 of the Bill provides for judicial commissioner approval to identify or confirm 
journalistic sources. 
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regime that currently exists under RIPA and is replicated in the Bill. We do not believe an 

operational case has been made either for blanket ICR retention or The Request Filter and we 

believe that both proposals would violate human rights law. 

Revealing nature of communications data 

41. Communications data provides a detailed and revealing picture of somebody’s life in the digital 

age. As defined under DRIPA and RIPA it can disclose the date, time, duration and type of 

communication, the type of communication equipment used, its location, the calling telephone 

number and the receiving telephone number. This can reveal personal and sensitive information 

about an individual’s relationships, habits, preferences, political views, medical concerns and the 

streets they walk. As the CJEU has put it: 

“those data, taken as a whole, may allow very precise conclusions to be drawn 

concerning the private lives of the persons whose data has been retained such as the 

habits of everyday life, permanent or temporary places of residence, daily or other 

movements, the activities carried out, the social relationships of those persons and the 

social environments frequented by them.”
62

 

42. In December 2013, US District of Colombia Judge Richard J Leon found that a lawsuit 

challenging the NSA’s previous regime of bulk metadata collection demonstrated a “substantial 

likelihood of success”
63

 and said of modern data metadata: 

 

“I cannot imagine a more ‘indiscriminate’ and ‘arbitrary invasion’ than this systematic and 

high tech collection and retention of personal data on virtually every single citizen for 

purposes of querying and analyzing it without prior judicial approval…Surely, such a 

program infringes on ‘that degree of privacy’ that the founders enshrined in the Fourth 

Amendment.” 

 

43. The Government seeks to diminish the importance and sensitivity of communications data by 

distinguishing it from the content of communications. At one time a firm distinction between 

communications data and content would have been more credible, for example when 

communication was primarily by letter: everything inside the envelope is content, everything on 

the outside communications data. However, this distinction has been eroded by the scale of 

modern internet and mobile phone usage. As communications have become increasingly digital, 

the data generated is much more revealing and copious than before, allowing the state to put 

together a complete and rich picture of what a person does, thinks, with whom, when and where. 

                                                           
62

 Digital Rights Ireland (C-293/12) and Seitlinger and Others (C-594/12). 
63 Klayman v Obama in the United States District Court for the District of Colombia, 16 December 

2013, available at: http://apps.washingtonpost.com/g/page/world/federal-judgerules-nsa-program-is-

likely-unconstitutional/668/.  

 

http://apps.washingtonpost.com/g/page/world/federal-judgerules-nsa-program-is-likely-unconstitutional/668/
http://apps.washingtonpost.com/g/page/world/federal-judgerules-nsa-program-is-likely-unconstitutional/668/
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Often, communications data can be of more use than content: it is expansive, easy to handle, 

analyse and filter; and, it tends to be collected in a consistent manner. In 2015 the ISC remarked: 

“We were surprised to discover that the primary value to GCHQ of bulk interception was not in 

reading the actual content of communications, but in the information associated with those 

communications.”
64

 

44. Indeed in many circumstances the picture of someone’s life that can be created through 

examination of communications data will be more revealing than the content of many of their 

communications. As Stewart Baker, former senior counsel to the US NSA observed in 2013, 

metadata “absolutely tells you everything about somebody’s life. If you have enough metadata 

you don’t really need content.”
65

 The value of metadata and the use that the UK’s closest ally is 

prepared to make of it was left beyond doubt following comments by the former head of the NSA, 

Michael Hayden in 2014: “We kill people based on metadata.”
66

 Furthermore, there are many 

situations in which just the fact of a single communication and the identity of the parties speaks 

volumes: the phone call from a senior civil servant to a reporter on a national newspaper 

immediately before a major whistleblower scandal fills the front pages; the email to a civil liberties 

watchdog from a police officer during the course of an inquest into a death in police custody. 

 

Regime incompatible with recent court judgments 

 

45. We believe that the current retention and access regimes - let alone the proposal to impose 

further obligations on ISPs to generate and retain ICR data in the Bill - violate human rights law 

and will be found in breach of the European Charter of Fundamental Rights and Freedoms, when 

the CJEU considers communications data retention and acquisition once again in 2016. In April 

2014, the CJEU ruled in Digital Rights Ireland that the EU Data Retention Directive which 

mandated blanket data retention between 6 -24 months was invalid due to its sweeping 

interference with privacy rights.
67

 The CJEU acknowledged the important role of data retention 

and access for the prevention and detection of serious crime but laid out the following ten 

principles to ensure compliance with human rights standards –  

1. restrict retention to data that is related to a threat to public security and in particular restrict 

retention to a particular time period, geographical area and / or suspects or persons whose 

data would contribute to the prevention, detection or prosecution of serious offences 

(paragraph 59); 
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 Privacy and Security: a modern and transparent legal framework - Intelligence and Security 
Committee, March 2015, paragraph 80. 
65

 Stewart Baker, quoted in David Cole, ‘We Kill People Based on Metadata’, New York Review of 
Books blog (10 May 2014), available at http://www.nybooks.com/blogs/nyrblog/2014/may/10/we-
killpeople-based-metadata/   
66 General Michael Hayden, quoted in David Cole, ‘We Kill People Based on Metadata’, New York 

Review of Books blog (10 May 2014), available at 

http://www.nybooks.com/blogs/nyrblog/2014/may/10/we-killpeople-based-metadata/   
67

 Digital Rights Ireland (C-293/12) and Seitlinger and Others (C-594/12). 

http://www.nybooks.com/blogs/nyrblog/2014/may/10/we-killpeople-based-metadata/
http://www.nybooks.com/blogs/nyrblog/2014/may/10/we-killpeople-based-metadata/
http://www.nybooks.com/blogs/nyrblog/2014/may/10/we-killpeople-based-metadata/
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2. provide exceptions for persons whose communications are subject to an obligation of 

professional secrecy (paragraph 58);  

3. distinguish between the usefulness of different kinds of data and tailor retention periods to the 

objective pursued or the persons concerned (paragraph 63); 

4. ensure retention periods are limited to that which is ‘strictly necessary' (paragraph 64); 

5. empower an independent administrative or judicial body to make decisions regarding access 

to the data on the basis of what is strictly necessary (paragraph 62); 

6. restrict access and use of the data to the prevention, detection or prosecution of defined, 

sufficiently serious crimes (paragraphs 60-61); 

7. limit the number of persons authorised to access and subsequently use the data to that which 

is strictly necessary (paragraph 62); 

8. ensure the data is kept securely with sufficient safeguards to secure effective protection 

against the risk of abuse and unlawful access (paragraph 66); 

9. ensure destruction of the data when it is no longer required (paragraph 67); and 

10. ensure the data is kept within the EU (paragraph 68). 

46. Three months after the judgment, the UK Government responded with emergency legislation – 

the Data Retention and Investigatory Powers Act 2014 (DRIPA) - which was rushed onto the 

statute book in 7 days in July 2014. Prior to the decision in Digital Rights Ireland, senior courts 

across Europe had annulled domestic legislation seeking to implement the EU Directive– 

including Bulgaria
68

, Romania
69

, Germany
70

, Cyprus and the Czech Republic. Following the 
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 In 2008 the Bulgarian Supreme Administrative Court, found the legislation implementing the EU 
Data Retention Directive incompatible with the country’s constitutional protection of personal privacy. 
69

 In October 2008, the Romanian Constitution Court became the first to declare legislation 
transposing the EU Directive in breach of its Constitution. The Court found that the mandatory 
retention of communications data scheme engaged a number of fundamental rights, namely 
the right to freedom of movement, the right to intimate, family and private life, privacy of 
correspondence and the right to freedom of expression. In finding its transposing legislation 
disproportionate, the Court relied on, amongst other issues, the reversal of the ordinary presumption 
of innocence and the lack of a reasoned basis for the retention period required, finding also that 
retention on the scale required was ‘likely to prejudice, to inhibit the free usage of the right to 
communication or expression’. Decision no 1258 of the Romanian Constitutional Court, 8 October 
2009. Available at: http://www.legiinternet.ro/english/jurisprudenta-it-romania/decizii-it/romanian-
constitutional-court-decisionregarding-data-retention.html.  
70

 In March 2010, Germany’s Constitutional Court declared the provisions of its law transposing the 
Directive unconstitutional. In finding the communications data retention regime incompatible with 
constitutional protection for personal privacy, the Court commented that ‘the protection of 
communication does not include only the content but also the secrecy of the circumstances of the 
communication, including if, when and how many times did some person…contact another. The Court 
went on to find that ‘the evaluation of this data makes it possible to make conclusions about hidden 
depths of a person’s private life and gives under certain circumstances a picture of detailed 
personality and movement profiles; therefore it can not be in general concluded that the use of this 

http://www.legiinternet.ro/english/jurisprudenta-it-romania/decizii-it/romanian-constitutional-court-decisionregarding-data-retention.html
http://www.legiinternet.ro/english/jurisprudenta-it-romania/decizii-it/romanian-constitutional-court-decisionregarding-data-retention.html
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judgment, courts in a further six Member States, including five courts of final appeal, have relied 

on DRI in holding national data retention legislation invalid – including courts in Austria, Slovenia, 

Belgium, Romania, Netherlands, Slovakia. 

47. Liberty is currently representing David Davis MP and Tom Watson MP in their legal challenge to 

DRIPA. In July 2015 the High Court upheld their challenge and struck down sections 1 & 2 

DRIPA, finding them incompatible with the British public’s right to respect for private life and 

communications and to protection of personal data under Articles 7 and 8 of the EU Charter of 

Fundamental Rights. The High Court has found sections 1 and 2 of DRIPA unlawful on the basis 

that: they fail to provide clear and precise rules to ensure data is only accessed for the 

purpose of preventing and detecting serious offences, or for conducting criminal prosecutions 

relating to such offences; and: access to data is not authorised by a court or independent 

body, whose decision could limit access to and use of the data to what is strictly necessary. The 

ruling observes that: “The need for that approval to be by a judge or official wholly independent of 

the force or body making the application should not, provided the person responsible is properly 

trained or experienced, be particularly cumbersome.”
71

 

48. The Government appealed the judgment to the Court of Appeal. In November 2015 the Court of 

Appeal referred two questions to the CJEU, namely (1) Did the CJEU in Digital Rights Ireland 

intend to lay down mandatory requirements of EU law with which the national legislation of 

Member States must comply? And (2) Did the CJEU in Digital Rights Ireland intend to expand the 

effect of Articles 7 and/or 8 of the Charter beyond the effect of Article 8 ECHR as established in 

the jurisprudence of the ECtHR? On 4 May 2015, another CJEU reference on data retention post 

DRI was made by a higher court in Sweden asking whether a general obligation to retain traffic 

data covering all persons, all means of electronic communication and all traffic data without any 

distinctions, limitations or exceptions for the purpose of combating crime is compatible with EU 

law taking into account the Charter.
72

 The outcome of these references will have significant 

bearing on the lawfulness of the Bill. The non-binding Opinion of the Advocate General is due to 

be published on 19 July 2016, with the final judgment to follow at a later stage.  

49. Communications data is also acquired, in bulk, via bulk interception. As noted by the ISC, “The 

RCD (related communications data) relating to the communications of people in the UK is 

unprotected if it is collected via Bulk Interception”, in “direct contrast” to the authorisation 

procedure for public authorities to acquire communications data retained and provided by CSPs. 

                                                                                                                                                                                     
data presents a less extensive intrusion than the control of the content of communications. 
Bundersverfassungsgericht, 1 BvR 256/08. English press release at 
http://www.bundesverfassungsgericht.de/pressemitteilungen/bvg10- 011en.html (judgment only in 
German). 
71

 Davis and Watson v SS Home Office, 17/7/2015 [2015] EWHC 2092 (Admin) 
72

 Request for a preliminary ruling from the Kammarrätten i Stockholm (Sweden) lodged on 4 May 
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The ISC remarked on this “simply unacceptable”, “inconsistent and largely incomprehensible” 

approach and recommended the same authorisation process is applied irrespective of how the 

data is acquired.
73

 However, the Home Office responded that this could “undermine the 

operational agility of the agencies”,
74

 and the processes proposed in the Bill remain unchanged, 

allowing the Agencies to use bulk CD outside of the authorisation procedure.. 

Recommendations 

 The Bill should provide for a system of targeted retention and acquisition which allows 

law enforcement bodies to request retention and acquisition of communications data 

for specific individuals on suspicion of serious criminality. Liberty believes it would be 

feasible and desirable to construct a targeted communications data retention and acquisition 

regime. Instead of the Secretary of State issuing speculative retention notices, law 

enforcement would be able to apply to a judge for retention and acquisition of 

communications data in an intelligence-led manner when investigating serious crime. The ten 

vague purposes for which data can be accessed should be replaced with a requirement for 

named individuals and reasonable suspicion of serious crime.  

 Judicial authorisation – by the newly created tribunal of JCs – should be required for 

all public authority access to communications data. But in the case of privileged and 

confidential communications, a stricter legal threshold for access should be met. 

 This scheme would have the benefit of complying with the DRI judgment, preventing further 

litigation and providing for a more effective and efficient communications data regime. The 

volume of communications data used in serious crime investigations is an infinitesimal 

fraction of that retained – at huge cost – on millions of innocent people. Just as the ECtHR 

judgment in S and Marper v UK
75

 required a new policy on police retention of innocents’ DNA 

so too does the CJEU judgment in DRI require a new policy on the retention of innocents’ 

communications. In response to S and Marper the Government legislated for a new policy 

and has undertaken the deletion of over 1 million DNA profiles. Yet no attempt has been 

made to explain or justify the different approach it has taken here. 
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Internet connection records 

50. The Bill describes a new category of information – an internet connection record – and provides 

significant new powers (a) for the Home Secretary to require telecommunications operators to 

generate and retain ‘internet connection records’ (ICRs) for up to 12 months and (b) for a 

multitude of public authorities to gain access to ICRs. Under current legislation in DRIPA 2014, 

public telecommunications operators may be required to retain “relevant communications data” for 

up to 12 months
76

, including data that may be used to identify the internet protocol (IP) addresses 

of senders and recipients of communications. However, this specifically excluded the obligation to 

retain the most revealing data, previously described as ‘web logs’ but presented here as ICRs, 

that would explicitly identify the websites or internet communications services users have 

accessed.
77

 

51. ICRs are described in the Bill as communications data which “may be used to identify, or assist in 

identifying, a telecommunications service”.
78

 In explanatory notes accompanying the draft Bill, 

ICRs are described as “a record of the internet services that a specific device connects to – such 

as a website or instant messaging application – captured by the company providing access to the 

internet”.
79

 However, the exact fields of information that would constitute an ICR have not been 

defined.  

52. A plethora of public authorities will have access to ICRs, including HMRC, the Department for 

Work and Pensions (and a range of other government departments), NHS Trusts, the Gambling 

Commission, the Food Standards Agency, and several ambulance services.
80

 The scale of public 

authority access to ICRs mirrors that for communications data, barring local authorities who will 

not be granted access. 

53. Public authorities will not need a warrant to obtain an individual’s detailed internet connection 

records. Applications by law enforcement and public authorities to acquire ICRs relating to 

suspects will mirror existing provisions for access to communications data and instead be 

authorised by a ‘designated person’
81

 within the public authority, and then by a ‘single point of 

contact.’
82

Provisions in the Bill would permit law enforcement and public authorities to gain 

access to ICRs for four purposes: to identify who or what device has sent a communication or 

used an internet service; to identify what internet communications services have been used, when 

and how; to identify when and where a person has accessed or made available illegal material; 

and to reveal all internet connections of an identified person.
83
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Defining ICRs 

54. ICRs do not naturally exist within the technical infrastructure of a telecommunications operator. 

Under this Bill, telecommunications operators would be forced to make considerable 

infrastructural changes to generate and retain ICRs in bulk. Although there are a variety of ways 

in which authorities can obtain comparable data on a targeted basis, there is no targeted method 

by which to generate “ICRs” – this is inherently a bulk power. Correspondingly, the Agencies 

would be able to acquire this intrusive, population-level data in bulk under the terms in this Bill. 

This means that The Government’s commitment to introduce thresholds for the use of ICRs will 

have no impact on the fact that this is a bulk power, exercised against the entire population. The 

Bill and accompanying documents have consistently failed to define the exact fields of information 

that would constitute an ‘internet connection record’ – indeed, there is nothing on the face of the 

Bill to limit the potential data fields within ICRs. Rather, the Home Office describes the definition 

of ICRs as ‘flexible’
84

, and the draft Code of Practice confirms that ‘there is no single set of data 

that constitutes an internet connection record’.
85

 The Home Office’s accompanying ICR factsheet 

says that ICRs “will involve retention of a destination IP address but can also include a service 

name (e.g. Facebook or Google) or a web address (e.g. www.facebook.com or www.google.com) 

along with a time/date”.
86

  The Home Office was pressed to release further evidence to define 

what would be collected as ‘communications data’ including ICRs to the Joint Committee. It 

released an annex of ‘examples’ which revealed not only web addresses and IP addresses are 

included, but the names, addresses, email addresses, phone numbers and billing data of 

customers; usernames and passwords; locations of internet access and each internet 

communication; and device identifiers (MAC address, IMSI, IMEI).
87

.  

55. “The voice of the internet industry”, the Internet Service Providers Association (ISPA) expressed 

concern that ICRs have not been properly defined.
88

 The Joint Committee reported, “We have 

concerns about the definitions and feasibility of the existing proposal, which the Home Office must 

address”.
89

 Widespread concerns from major tech companies in response to the Home Office’s 

incompetent ICRs proposals led the Committee to recommended that “more effort should be 

made to reflect not only the policy aims but also the practical realities of how the internet works on 

a technical level.”
90

 The Science and Technology Committee’s press release stated, “The Bill was 

intended to provide clarity to the industry, but the current draft contains very broad and 
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ambiguous definitions of ICRs, which are confusing communications providers.”
91

 However, no 

further clarity or definition has been provided in the revised Bill or accompanying documents.  

56. In practice, ICRs would provide a detailed record of internet connections for every person in the 

UK and comprise a 12 month log of websites visited, communications software used, system 

updates downloaded, desktop widgets used (e.g. calendars, notes), every mobile app used (e.g. 

Whatsapp, Signal, Google Maps), and logs of any other device connecting to the internet, such as 

games consoles, baby monitors, digital cameras and e-book readers. 

57. Law enforcement bodies can currently obtain similarly extensive internet connection data for 

specific surveillance targets in several ways. First, they can request telecommunications 

operators to retain the data of specific targets on a forward-looking basis.
92

 Secondly, they can 

request retrospective ‘internet connection’ data on specific targets from operators who temporarily 

store it for their own business purposes.
93

 Thirdly, if they are seeking to prevent or detect serious 

crimes (such as child sex abuse, financial crime, drug smuggling, etc.) they can request data or 

assistance from GCHQ, which has a remit to provide intelligence for these purposes.
94

 

Intelligence sharing to tackle online child sexual exploitation will be fortified by the establishment 

of the NCA and GCHQ Joint Operations Cell (JOC), which was launched in November 2015
95

. 

The ISC noted that the delivery of ICR proposals “could be interpreted as being the only way in 

which Internet Connection records may be obtained. However, this is misleading: the Agencies 

have told the Committee that they have a range of other capabilities which enable them to obtain 

equivalent data.”
96

 The ISC recommended that this be amended in the Bill “in the interests of 

transparency”; yet no such transparency has been provided.  

58. Liberty believes the case supporting this expanded data collection by ISPs, including its claimed 

benefit to law enforcement, is deeply flawed, contradicted by the available evidence, and has 

been accurately described as “overstated and misunderstood”.
97

   Further, there is no other 

known Five Eyes country in which operators have been or are being forced to retain similar 

internet connection data
98

. In fact, David Anderson noted that “such obligations were not 

considered politically conceivable by my interlocutors in Germany, Canada or the US”, and 

therefore, “a high degree of caution” should be in order.
99

 As the CJEU ruled in 2014,
100

 the 

                                                           
91

 Press Release: Cost of Investigatory Powers Bill Could Undermine UK Tech Sector – Science and 
Technology Committee, 1 February 2016  
92

 Draft Investigatory Powers Bill 2015: Explanatory Notes, p.25  
93

 Operational Case for the Retention of Internet Connection Records, 2015, p.25 
94

 The threat from serious crime – GCHQ, 2015 http://www.gchq.gov.uk/what_we_do/the-threats-we-
face/the-threat-from-serious-crime/Pages/index.aspx  
95

 GCHQ and NCA join forced to ensure no hiding place online for criminals – NCA, 6 Nov 2015 
96

 Report of the draft Investigatory Powers Bill – The Intelligence and Security Committee, 9 February 
2016; Recommendation I. 
97

 Written evidence regarding Investigatory Powers Bill – Adrian Kennard (Andrews & Arnold Ltd.), 25 
Nov 2015, http://www.me.uk/IPBill-evidence1.pdf  
98

 A Question of Trust: Report of the Investigatory Powers Review – David Anderson Q.C., June 
2015, p.265 
99

 Ibid 

http://www.gchq.gov.uk/what_we_do/the-threats-we-face/the-threat-from-serious-crime/Pages/index.aspx
http://www.gchq.gov.uk/what_we_do/the-threats-we-face/the-threat-from-serious-crime/Pages/index.aspx
http://www.me.uk/IPBill-evidence1.pdf


29 
 

indiscriminate collection and storage of communications data is a disproportionate interference 

with citizens’ right to privacy. It is unacceptable that Government is attempting to bypass this 

ruling, and to extend its policy of blanket data retention.  

59. Access to ICRs will be granted for the furtherance of one of four purposes. However, the need for 

further powers in relation to each of these purposes is flawed. 

Rebuttal to Purpose 1: Identifying the individual device that has sent a communication online 

60. The Metropolitan Police and National Crime Agency (NCA) have suggested that without ICRs, 

they cannot resolve IP addresses (that is, identify web users) and continue investigations in a 

minority of cases (approximately 14%
101

).  

61. In the Operational Case for the Retention of Internet Records, published with the draft Bill, three 

case studies of discontinued investigations relating to child sexual exploitation and three relating 

to fraud are presented to support the argument for retaining ICRs. It is claimed that ICR retention 

would be required in order to progress those investigations and increase chances of accurately 

identifying a web user.
102

 However, the likelihood of bulk ICRs to prove vital in accurately 

identifying otherwise anonymous suspects of serious crime has been questioned by ISPs and 

technologists.
103

 The justification relies on the assumption that online criminals offend using a 

regular browser or public file sharing service on their own device, using personal internet 

connections, without employing the most basic of the widely available anonymity tools to avoid 

detection. The use of privacy-enhancing and anonymising tools such as Virtual Private Networks 

(VPNs), which securely ‘tunnel’ internet connections; Tor, a secure browser that anonymises 

users’ location and identity; and proxy web browsers that bypass filters and anonymise web 

browsing, is widespread and increasing exponentially. ICRs will be unusable and in fact 

misleading where such privacy tools have been used. Furthermore, the retention of ICRs will push 

internet traffic, both legitimate and otherwise, into more protected spaces.  This inevitable digital 

shift will render ICRs an invasive database of, almost exclusively, innocent citizen’s digital lives, 

and forced retention of them a costly, out-dated, ineffective strategy. 

62. In the limited cases where the ICRs might assist in resolving an IP address they will provide 

limited assistance in identification of suspects as they can only help to identify a device, such as a 

laptop or PC – not an individual user.  Identifying a specific user requires a context of information 

that would typically be gathered in a targeted surveillance operation. Devices such as laptops, 
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PCs, tablets and even smart phones are commonly shared within families, workplaces and public 

institutions, further diminishing the value of bulk ICRs in identifying an individual suspect. Indeed, 

ICR data is “inexact and error-prone”.
104

 

63. In evaluating the efficacy of ICRs in serving the purpose of IP resolution and identification of a 

suspect, we are informed by the case study of Denmark’s Data Retention Law 

(Logningsbekendtgørelsen), effective 2007-2014, which required communication service 

providers to retain internet session logs. Denmark’s data retention law compelled 

telecommunications operators to store internet session data for 12 months including client and 

server IP addresses, port numbers, transmission protocols and timestamps.
105

 The data retention 

excluded DNS logs (i.e. the names of the websites the server IP addresses corresponded to).  A 

self-evaluation report published by the Danish Ministry of Justice in December 2012 found 

that several years of collecting internet session data had not yielded any significant 

benefits for law enforcement - session data had played a minimal role in only one case.
106

  

In fact, Ministry staffers reported that session logging “caused serious practical problems” due to 

the volume and complexity of the data hoarded.
107

 In 2013, approximately 3,500 billion 

telecommunication records were retained in Denmark, averaging 620,000 records per citizen.
108

  

In June 2014, the Danish government repealed the obligation on operators to retain session data 

on the basis that it was “questionable whether the rules on session logging can be considered 

suitable for achieving their purpose”.
109

  

64. In response to widely expressed concerns about the UK adopting this failed model, the Home 

Office published a document comparing the Dutch case study with current UK plans.
110

 Despite 

the rhetoric of “important differences”, there are two differences in substance. Firstly, the UK 

Government promises (although will not make a statutory commitment) to meet CSPs’ costs 

upfront to cover the necessary infrastructural change, drain on resources, and generation and 

storage of data – whereas in Denmark, CSPs were paid for the generation and storage of data 
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after they implemented infrastructural change. It does not follow that this different mode of 

reimbursement will affect the usability of data. Secondly, the Home Office makes much of the 

“flexibility to tailor the design of ICR retention models”, referring to the lack of definition of ICRs 

and the intention to ‘negotiate’ with CSPs as to what data is generated and how. However, the 

Danish model also employed flexible regulation. The proclaimed difference is largely one of intent 

– the Home Office intends to exert an unprecedented level of control over CSPs through 

‘negotiations’ which it anticipates will provide for never-before-seen modes of tailored data 

collection at the population level. These proposals have proved deeply unconvincing, unpopular, 

and even alarming to CSPs.
111

 

Rebuttal to Purpose 2 - identify what ISPs an identified suspect has used, when and how
112

, in 

order to inform law enforcement as to which communications service providers to request 

further information from. 

 

65. The second part of the Home Office’s case for mass ICR retention rests on the idea that this is 

required to help inform law enforcement request further information on identified suspects. This 

argument overlooks the range of intrusive powers already on the statute book. It is far more 

preferable, from both a human rights and law enforcement perspective, to employ robust targeted 

powers on identified suspects than intrude on the rights of the entire population. Existing powers 

for obtaining further information about communications of suspects include: using targeted 

interception, making targeted requests for communications data from service providers, and 

seizing and forensically examining a device. However, the Home Office presents these targeted 

approaches as less favourable than the mass retention of ICRs. 

66. The argument in favour of this new, invasive category of bulk data retention rests, in part, upon 

the claim that there is an “extremely high threshold”
113

 and “very limited circumstances in which 

the interception of communications content can be authorised”, and therefore targeted 

interception “cannot be used in most law enforcement cases”.
114

 This is a peculiar argument, as 

interception is used for three broad statutory purposes: the prevention and detection of serious 

crime (which accounts for 68% of interception warrants
115

), the interests of national security and 

for the economic well-being of the UK.
116

 The case studies provided to support the case for ICR 

retention all qualify as serious crimes
117

 for which interception can be used, as they relate to child 

sex abuse, fraud and human trafficking.  
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67. Additionally, it is claimed that law enforcement bodies cannot request data from popular online 

service providers who store communications data for their own purposes, such as Facebook, 

without ICR evidence proving that the individual or device in question definitely accessed their 

service.
118

  Without this data, they argue that such a request “is unlikely to be necessary and 

proportionate”.
119

 Liberty does not recognise this explanation. If the authorities have objective and 

reasonable grounds for suspecting serious criminality and further believe that the suspect’s use of 

a telecommunications platform may provide evidence of the offence, a request for 

communications data will be necessary and proportionate.
120

 If the suspect did not use the 

communications service, the data would simply not be there to obtain.  

68. As a third argument for ICR retention, law enforcement bodies say it is “thanks to seizure of 

devices” that it has thus far been possible to identify communications services used by suspects, 

but that seizure of a device “will not always be the preferred course of action in an investigation, 

as it is an overt action that will normally involve an arrest”.
121

 Investigators would rather “develop 

intelligence on the group covertly” and establish any possible “previous linkages” between group 

members. However, links between group members can be covertly discovered through a targeted 

communications data retention order; through requests for retrospective data from the operators 

who store it for their own purposes; or through interception.  

69. The value of ICRs in consistently and accurately identifying what internet communications 

services a suspect or suspected victim has used and when has been over-estimated and 

misunderstood. In an ICR Factsheet produced by the Home Office, it was claimed that ICR 

retention would identify what communications services a person has used and when, and thus 

“allow the police to determine whether a missing person was using a particular smartphone app or 

social media website prior to his or her disappearance”.
122

 In response, ISPA (Internet Service 

Providers Association) members “pointed out the huge flaw in this argument”.
123

 Often, ICRs 

would not accurately show when communications services have been used, and therefore would 

not be helpful for informing an accurate time frame for further communications data requests. This 

is because communications software (particularly on smartphones) often stays connected in the 

background whether in current use or not, remaining connected for a period of days, weeks or 

months.
124

 Connection records show connection timestamps rather than access timestamps, and 
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one such ‘internet connection’ could exceed the 12 month retention period by the time it is logged. 

ISPs and technologists have expressed serious concern that the Home Office has based an 

extensive, invasive data collection policy on a fundamental misunderstanding, or worse 

misguidance, as to how internet connections work, and that it has provided misleading 

descriptions of what purposes ICRs would serve accordingly.  

Rebuttal to Purpose 3 - to “identify the accessing of illegal online services or websites”
125

.  

70. The value of ICRs in consistently and accurately identifying access to illegal websites has also 

been over-estimated and misunderstood. The bulk collection of ICRs raises concerns about 

inaccurate and possibly incriminating representations of innocent individuals’ internet use. 

71. Each ‘internet connection’ involves the exchange of multiple packets of data. Some of these 

packets of data relate to the scripts, images and styles that constitute various elements of a 

webpage. An image or video embedded on a webpage may be hosted elsewhere and generate a 

separate ‘internet connection’, which may relate to a server the individual had no intention, or 

even knowledge, of accessing. Similarly, it is unlikely that ICRs will be able to distinguish between 

a webpage visited out of an individual’s own volition and a pop-up. Bulk ICR retention could be 

exploited by hackers for nefarious purposes – for example, by embedding ‘suspicious’ scripts into 

webpages, or spamming individuals with suspicious pop-ups. In addition, many browsers and 

apps pre-cache links – that is, store data from linked webpages before they are even visited by 

the user, to improve access speed if it is selected. Clearly, bulk ICRs collected on a population-

wide scale will lead to misleading, inaccurate and potentially suspicious information being 

generated on many innocent internet users.  

 

Rebuttal to Purpose 4 – to view any “internet services (websites, apps, etc.) an individual is 

using”   

 

72. The three purposes described above, provided as the original justification for the collection of 

ICRs in the draft Bill, are now largely unnecessary, as the revised Bill has expanded the police 

and public authorities’ power to access all of an individuals’ ICRs
126

 – not just those relating to 

“internet communication services” or “illegal online services”. This is not only unnecessary, but 

alarmingly disproportionate. In 2014, there were 517, 236 authorisations for public authorities’ 

access to communications data.
127

 Making the population’s internet histories also available to 

police for any investigative purpose will lead to unprecedented covert intrusion into potentially 

hundreds of thousands of peoples’ private lives.  

 

Threat to privacy and security posed by bulk retention of ICRs 
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73. The population’s detailed internet connection records will be collected and stored by ISPs. This 

has generated significant concern among ISPs and the public alike, as this new trove of extremely 

valuable data will be attractive to criminal hackers and difficult to protect. When a similar plan to 

collect ‘web logs’ was proposed in 2012, the Joint Committee on the Draft Communications 

Data Bill concluded that it would create a “honeypot for casual hackers, blackmailers, 

criminals large and small from around the world and foreign states”.
128

 In their final report, 

the Joint Committee noted that “storing web log data, however securely, carries the possible risk 

that it may be hacked into or may fall accidentally into the wrong hands, and that, if this were to 

happen, potentially damaging inferences about people’s interests or activities could be drawn”.
129

 

The Joint Committee on the draft Investigatory Powers Bill noted that “data theft remains an 

ongoing challenge”.
130

 This wealth of data in the wrong hands could be used for identity theft, 

scamming, fraud, blackmail, and even burglaries, as connection records can show when internet 

access occurs in or out of the house, representing a daily routine. This is an unacceptable level of 

risk to inflict on innocent internet users. At a time when the UK is plagued by prolific hacks (e.g. 

TalkTalk, Vodafone, Vtech), taking the title as the most hacked country in Europe and the second 

most hacked in the world,
131

 it is extraordinarily irresponsible to coerce private companies with the 

burden of generating, storing and securing vast swathes of revealing data on the general public. 

Companies are unable to guarantee protection of the customer information they already have – 

burdening them with new data of unprecedented volume and value will have disastrous effects for 

the UK’s internet industry and the safety of British internet users. Parliament’s Culture, Media and 

Sport Committee recently noted that significant concerns had been raised with it about the 

implications of the Bill for cyber-security. It warned the Government that “The vulnerability of 

additional pooled data is an important concern that needs to be addressed urgently.”
132

  In 

addition to the obligation on UK telecommunications operators, the Bill places a duty on overseas 

operators to collect and retain ICRs on UK citizens.
133

 This creates an extra set of concerns for 

UK citizens’ privacy and the protection of extremely revealing data in other jurisdictions. The UK 

Government’s general insistence on extraterritorial application of bulk communications data 

retention powers sets a “disturbing precedent” for other, more authoritarian countries to follow, as 

Anderson pointed out in his independent review.
134

  

74. The difficulty of tracking some online criminals is a real problem. However, it is not a problem that 

mass surveillance programs – least of all this one - can solve. Bulk ICR retention will not be able 
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to meet these three investigative purposes with greater efficacy than the targeted surveillance 

methods available for investigations; in fact, it could easily cause false suspicion. Arguably, the 

£175 million budgeted to fund reluctant telecommunications operators to spy on their customers 

would be better spent on hiring more officers to conduct targeted, warranted surveillance on 

suspects of serious crime.  

Recommendations 

 Liberty believes that subsections 59(4),(5) and (6) should be removed from the Bill; 

subsection 83 (9) should be revised to remove ICRs; and mass internet connection 

record retention in any form should be wholly rejected. 
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The Request Filter 

75. The Bill contains provisions for a communications data ‘Request Filter’
135

 – a feature previously 

proposed in almost identical terms in the draft Communications Data Bill. The only change is that 

the Secretary of State must consult the Investigatory Powers Commissioner “about the principles 

on the basis of which the Secretary of State intends to establish” the filter.
136

 The Request Filter is 

a search mechanism, allowing public authorities to conduct simple searches and complex queries 

of the databases that telecommunications operators are required to build and hold. The Joint 

Committee on the Draft Communications Data Bill described the ‘Request Filter’ proposed in that 

Bill as “a Government owned and operated data mining device”,
137

 which significantly positions 

the Government at the centre of the data retention and disclosure regime. Access to the Filter, 

and the data it produces, would be subject to the same self-authorisation process as all 

communications data. In practice, the ‘Request Filter’ would be a search engine over a “federated 

database”
138

 of each and every citizen’s call and text records, email records, location data, and 

now internet connection records, made available to hundreds of public authorities.  

 

76. The Government is keen to portray the Request Filter as a ‘safeguard’ that “will minimise the 

interference with the right to privacy”.
139

 However, the processing of personal data represents a 

significant privacy intrusion. The Joint Committee on the draft Investigatory Powers Bill noted “the 

privacy risks inherent in any system which facilitates access to large amounts of data in this 

manner”.
140

 Whilst a useful tool for complex data searches, the ‘Request Filter’ cannot be viewed 

as a straightforward safeguard. Rather it is a portal with power to put together a comprehensive 

picture of each of our lives. It raises many of the same concerns as a large and centralised store, 

with added security concerns of protecting multiple distributed databases.  

 

77. Public authorities’ permanent ability to access to the ‘Request Filter’ makes it an enticing and 

powerful tool that could be used for the broad range of statutory purposes - recently declared 

unlawful by the High Court.
141

 The ability to conduct complex queries could increase the 

temptation to go on ‘fishing expeditions’: that is, to sift data in search of ‘relationships’ and infer 

that any concurrences are meaningful. This was one of the many concerns about this proposal 

expressed by the Joint Committee on the Draft Communications Data Bill.
142

 For example, given 

this power, authorities could use communications data to identify attendees at a demonstration 

and correlate this with attendance at other public or private locations in the 12 month period; or to 

identify those regularly attending a place of worship, and correlate this with access to online radio 
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websites, inferring risk.
143

 Thus, this new ability could risk casting undue suspicion on thousands 

of innocent citizens.  

 

78. Allowing hundreds of public authorities direct access to sensitive databases complicates the issue 

of protecting such stores (for example, stores of internet connection records). The duty to “put in 

place and maintain an adequate security system”
144

 outlined in the Bill resides with the Secretary 

of State, but there is no information available as to what that security system would be.  

 

Recommendations  

 Liberty’s primary concern is the indiscriminate collection, generation, and storage of billions of 

items of data on innocent citizens. Liberty believes that Article 8 requires that individuals’ 

privacy should not be interfered with unless there is clear reason to suspect crime, and as 

such, expansive distributed databases of innocents’ communications are unlawful. 

Liberty believes that further processing personal data, without judicial authorisation and for 

purposes unconnected with serious crime would constitute a further unjustified interference 

with Article 8 rights.  
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Targeted interception 

 

79. Powers for “targeted interception” of communications are contained in Part 2 of the Investigatory 

Powers Bill. There are three types of warrant – a “targeted warrant”, a “targeted examination 

warrant” which permits the examination of domestic communications intercepted via Part 6 bulk 

interception powers, and a “mutual assistance” warrant which would be granted to an international 

partner who requests assistance under mutual legal assistance treaty. A targeted interception 

warrant can be issued by Secretaries of State (and in certain circumstances by Scottish 

Ministers
145

) on application by the intelligence services, the National Crime Agency, London Met, 

PSNI, PSS, HMRC and the Chief of Defence Intelligence subject to the weak judicial review 

process. Warrants can be issued on the three main grounds (which replicate existing RIPA 

grounds). The Bill provides for each warrant to last a minimum of six months – whereas under 

RIPA, serious crime warrants last three months. 

Thematic warrants 

80. The most radical departure from the scheme under RIPA relates to the scope of interception 

warrants. RIPA clearly provided that warrants for targeted interception were required to name 

“one person as the interception subject” or “a single set of premises”.
146

 Clause 17 of the Bill 

radically reforms this requirement and prescribes that warrants may cover “a particular person or 

organisation or a single set of premises” or “a group of persons who share a common purpose or 

who carry on, or may carry on, a particular activity ” or “more than one person or organisation, or 

more than one set of premises, where the conduct authorised or required by the warrant is for the 

purposes of a single investigation or operation” or for “testing or training activities”. This allows 

warrants to be issued in respect of people whose names are not known or knowable when the 

warrant is sought. This is confirmed by clause 29 which provides that a thematic warrant must 

describe the relevant purpose or activity and name or describe as many of those persons as is 

reasonably practicable. The creation of thematic warrants in the Bill means that “external” 

communications intercepted in their billions under Part 6 could be trawled thematically for groups 

sharing a common purpose or carrying on a particular activity. It provides for an open-ended 

warrant that could encompass many hundreds or thousands of people. The expansive scope of 

these warrants, combined with the broad grounds for which they can be authorised, do not 

impose sufficient limits on the authorities’ interception powers.  

 

81. This change follows the dramatic disclosure in March 2015 that the Secretary of State is already 

issuing “thematic” interception warrants.  The ISC reported that the significant majority of 8(1) 

warrants relate to one specific individual, but that some do not apply to named individuals or 

specific premises but rather groups of people. The current Home Secretary has apparently 
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derived the authority to do so from the broad definition given to “person” found elsewhere in RIPA, 

despite the unequivocal reference to “one person” in section 8(1). Liberty does not recognise this 

unorthodox statutory construction and any thematic warrants that have been issued under this 

power are likely to be ultra vires. Like much surveillance practice in recent years, this appears to 

be a case of the Agencies and Executive claiming powers well beyond those provided on the face 

of RIPA and other enabling statutes. The existence of “thematic” warrants also represents a huge 

departure from the position at common law which has long banned “general warrants”.  

 

82. The ISC reported that the Interception of Communications Commissioner has “made some strong 

recommendations about the management of thematic warrants” and has in some cases 

recommended that they are cancelled.
147

 The ISC has expressed further “concerns as to the 

extent that this capability is used and the associated safeguards. Thematic warrants must be 

used sparingly and should be authorised for a shorter timescale than a standard 8(1) warrant”.
148

 

Reporting on the draft Investigatory Powers Bill, the ISC noted that “unfortunately”, its previous 

recommendation “has not been reflected in the draft Bill”;
149

 nor has it been reflected in the 

revised Bill, in which the scope for thematic warrants remains unchanged. The Joint Committee 

also recommended “that the language of the Bill be amended so that targeted interception and 

targeted equipment interference warrants cannot be used as a way to issue thematic warrants”.
150

 

 

83. Liberty believes the scope of warrants permitted under clause 17 fails to comply with both 

common law and ECHR standards. In Kennedy v UK the Court upheld the current system of 

domestic targeted interception, but it did so principally on the basis that RIPA requires the warrant 

itself to clearly specify either by name or by description, one person as the interception subject or 

single set of premises.
151

 In Zakharov v Russia
152

 where the ECtHR found Russia’s interception 

scheme in violation of Article 8 of the Convention, the Court cited the fact that Russian “courts 

sometimes grant interception authorisations which do not mention a specific person or telephone 

number to be tapped, but authorise interception of all telephone communications in the area 

where a criminal offence has been committed.” 
153

 Similarly, in Szabo and Vissy v Hungary the 

Court disapproved comparable Hungarian provisions and said “It is of serious concern, however, 

that the notion of ‘persons concerned identified…as a range of persons’ might indeed include any 

person and be interpreted as paving the way for the unlimited surveillance of a large number of 
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citizens.”
154

 On the basis of both of these judgments, the thematic warrants provided for in the Bill 

are sufficiently broad to violate Article 8 and need considerable amendment on the face of the Bill. 

Intercept for overseas requests 

84. Clause 50 permits telecommunications operators or public authorities to conduct interception in 

the UK in accordance with an overseas request. However, the clause omits the restriction that the 

person intercepted must be outside the UK. As the ISC reported: “This would therefore allow for 

UK residents to be intercepted in the UK without a warrant being in place”.
155

 The ISC 

recommended that it is “essential” this safeguard be reinstated. However, the Home Office 

responded that this safeguard may be put into secondary legislation.
156

 However, this is 

inappropriate for such a vital safeguard and we find no reason not to commit such a safeguard to 

the face of the Bill.  

Bar on admissibility of intercept material in criminal justice system 

85. Clause 53 maintains the section 19 RIPA bar on admissibility of interception material in criminal 

trials and Inquiries Act 2005 proceedings. There is not justifiable reason for maintaining the bar on 

intercept admissibility. The first consequence of lifting the ban would be an increase in successful 

prosecutions for serious offences. The latest Privy Council review into the issue, which reported in 

December 2014, concluded that a properly funded use of intercept material as evidence may 

result in a “significant increase in the number of successful prosecutions.”
157

 

86. Removal of the ban would also ensure that criminal defendants’ rights are not breached in cases 

where interception has formed part of the investigation. The ECtHR has ruled that failure to 

disclose intercept evidence in certain circumstances will breach Article 6 ECHR.
158

 Furthermore, 

the current ban has fuelled a corruption of domestic fair trial standards and abusive counter-

terrorism laws, from control orders to TPIMs, to the corrosive growth of Closed Material 

Procedures across our justice system.  

87. The Agencies have previously sought to block the admissibility of intercept on grounds that it 

would reveal sensitive methods or subject their activities to too great a scrutiny. In this new post-

Snowden age of transparency, this argument cannot hold. Further, the existence of public interest 

immunity certificates and mechanisms to protect sensitive information will easily be able to protect 

matters which are genuinely sensitive. If material obtained by bugging, interception by foreign 

authorities and – under the terms of the Bill - hacking can be made admissible, there is no logical 

or coherent case for excluding intercept. As a last resort, the authorities also always have the 

option of abandoning a particular prosecution.  
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88. Successive Government-initiated reviews over the past two decades have concluded that 

intercept should be made admissible. The only remaining objection from the Agencies seems to 

be on cost grounds. No doubt the requirement to transcribe and disclose intercept evidence would 

impose an additional burden on the authorities – as do all requirements to ensure that the criminal 

process is effective, efficient and just. But it would only be material that fulfills the test for 

disclosure at trial that would need to be presented.
159

 Given the current volumes of interception it 

would likely be only an infinitesimal fraction, and could have the salutary effect of focusing the 

authorities’ minds on the primacy that should be given to criminal investigations, prosecutions and 

trials over speculative, intelligence gathering fishing expeditions. 

Recommendations  

 Liberty believes that the scope of targeted interception warrants needs to be 

significantly curtailed to prevent speculative and abuse interception and comply with the 

recent ECtHR judgment in Zakharov v Russia. 

 Liberty also calls for clause 53 to be deleted from the Bill so that material obtained by 

interception can be made admissible in criminal trials and inquiries under the Inquiries 

Act 2005. 
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Targeted hacking 

 

89. Part 5 of the Bill makes provision for targeted hacking, euphemistically termed “equipment 

interference”. There are two types of warrant: “targeted equipment interference warrants” and 

“targeted examination warrants”, the latter of which can be issued in relation to material obtained 

via the bulk hacking powers in Part 6. Secretaries of State (and in certain circumstances Scottish 

Ministers
160

) can issue both types of warrants to the intelligence agencies and the Chief of 

Defence Intelligence where he or she considers it necessary and proportionate on the three main 

grounds. In contrast to the scheme for interception, the power to issue hacking warrants is also 

extended to chief constables, deputy chief constables, assistant chief constables and senior 

HMRC officers on application from junior HMRC and police officers ‘”or the purpose of preventing 

and detecting serious crime”.
161

 Warrants last for six months and can be renewed potentially 

indefinitely.  Warrant applications will be subject to the weak system of judicial review discussed 

elsewhere in this document. Warrants can be modified by ministers without the approval of a JC 

and modification can include changing the name, descriptions and scope of the warrant.
162

 Chief 

constables are required to have their decisions to modify warrants reviewed by a JC, unless they 

consider the modification to be urgent.
163

  

90. A hacking warrant authorises a person to interfere with any equipment for the purpose of 

obtaining “communications”, “equipment data”, or “any other information”.
164

 Therefore, there 

would be no limits as to what information could be obtained. Information can be obtained by 

“monitoring, observing or listening to a person’s communications or other activities and recording 

anything that is monitored, observed or listened to”.
165

 

 

91. Hacking is prima facie unlawful as a matter of domestic criminal law
166

 and before 2015, hacking 

was not avowed as an intelligence agency or law enforcement capability.
 
This only changed in 

February 2015 when the Home Office published a consultation on a Draft Code of Practice for 
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Equipment Interference in response to Privacy International and others’ claim in the IPT 

concerning the hacking disclosures within the Snowden documents. This Code referred only to 

the intelligence agencies and did not make reference to police hacking powers, which were not 

officially acknowledged until the publication of the draft Bill.  

 

92. There is currently no clear or accessible legal framework governing the hacking of electronic 

devices and networks making current use of the practice likely unlawful on grounds that it is not in 

accordance with law to comply with the requirements of the HRA. Government claims the 

Agencies’ hacking powers derive from broad and vague enabling powers contained in sections 5 

and 7 of the Intelligence Services Act 1994.
167

 Yet the enabling power bears no resemblance to 

the power now contained in the Bill and the legislation pre-dates the powerful electronic hacking 

capabilities now utilised.  

 

93. Police apparently derive hacking powers from section 93 of the Police Act 1997
168

 - yet when the 

head of the Metropolitan Police’s Technical Unit, Paul Hudson, gave oral evidence to the Draft Bill 

Committee, he seemed unsure as to legal basis for the Met’s powers.
169

 Section 93 similarly 

bears no resemblance to the powers now contained in the Bill and even as recently as 2010, the 

related Code of Practice on “Covert Surveillance and Property Interference” referred only to 

physical property interference and not electronic hacking. Despite this, in a potentially explosive 

admission before the Draft Bill Committee, Hudson disclosed that the Met uses equipment 

interference in a “majority” of serious crime cases. Over the past few years, various media outlets 

have sought to investigate hacking by the police. The Times and Sky News
170

 have reported that 

the Met has purchased and begun using “IMSI catchers” and when Hacking Team (a private 

company offering hacking services to Governments worldwide) was recently itself hacked, it was 

revealed that the Met, NCA and Staffordshire police had shown interest in their products before 

apparently getting cold feet.
171

 Until the publication of the draft Bill the Met had adopted a NCND 

approach to hacking. 

 

Highly intrusive nature of hacking 
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94. Hacking is potentially much more intrusive and damaging than any other forms of traditional 

surveillance such as bugging, interception and acquisition of communications data. Hacking can 

grant access to a large amount of highly sensitive data that has never been communicated or 

transmitted and can give the hacker access to all historical and future data stored on a device. 

Uniquely, it also grants the hacker total control over a device – phones and computers can be 

turned on or off, have their cameras or microphones activated, and files added or deleted. 

Furthermore, all this can be done without the fact of the hack being known or knowable to the 

target. 

 

95. The potential for intrusion is intensified in the digital age, when computers and mobile devices 

have replaced and consolidated our filing cabinets, photo albums, video archives, personal diaries 

and journals, address books, correspondence files and landline telephones. Increasingly these 

devices are also replacing our formal identification documents as well as our bank and credit 

cards. Devices may contain not only details about the user’s personal circumstances (age, 

gender, or sexual orientation), but also financial information, passwords, privileged legal 

information and so on.  

 

96. When malware is deployed, there is often a risk of contagion, both overseas and at home. This 

was dramatically demonstrated by the Stuxnet virus, believed to be an American-Israeli 

cyberweapon, which intended to hack a single Iranian uranium enrichment facility but infected 

energy giant Chevron among many other companies as well as Microsoft PCs around the 

world.
172

 The risks of hacks spreading ‘in the wild’ cannot be overstated: Professor of Security 

Engineering at Cambridge University, Ross Anderson wrote to the Science and Technology 

Select Committee, “it is only a matter of time before interference with a safety-critical system kills 

someone”.
173

 There is also the risk that hacks can malfunction, with severe consequences for 

critical infrastructures and even international relations. For example, Snowden revealed that NSA 

hacking malfunctions were responsible for the outage of Syria’s internet in 2012,
174

 which may 

have caused simultaneous flight-tracking issues, and led government and opposition forces to 

erroneously blame each other for the incident.
175

  

97. Given the potential damage to computer security and corresponding vulnerability to criminal 

elements that results from hacking, the use of this technology poses clear risks to those it is used 

against in a way that engages more rights than traditional forms of communications surveillance. 

Parliamentarians should consider the cost of widespread hacking by the authorities. Hacks create 
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and maintain permanent vulnerabilities that can be further exploited by criminal elements, raising 

the potential for hacking to be counterproductive in the fight against serious crime. Cybercrime 

already costs the UK £34bn per year, and these proposed powers seem certain to ensure that 

this cost rises.  

 

Thematic hacking warrants 

 

98. Clause 95 provides for thematic hacking warrants which amount to general warrants to hack 

groups or types of individuals in the UK. Hacking is not restricted to equipment belonging to, used 

by or in possession of particular persons. Instead the subject matter of warrants can target 

equipment “belonging to, used by or in the possession of a particular person or organisation” or “a 

group of persons who share a common purpose or who carry on, or may carry on, a particular 

activity” or more than one person or organisation “where the interference is for the purpose of a 

single investigation or operation.” A hacking warrant can further authorise hacking “equipment in a 

particular location” or “equipment in more than one location, where the interference is for the 

purpose of the same investigation or operation” or “equipment that is being, or may be used, for 

the purposes of a particular activity or activities of a particular description” as well as testing, 

developing or maintaining capabilities. The ISC reported that, in its oral evidence, “the Director of 

GCHQ suggested that, hypothetically, a Targeted EI warrant could cover a target as broad as an 

entire hostile foreign intelligence service”. The breadth of targeted hacking warrants was “a 

concern recognised by the Director of GCHQ who noted that ‘the dividing line between a large-

scale targeted EI and bulk is not an exact one’”.
176

 

 

99. In addition the Draft Equipment Interference Code of Practice permits the targeting of people who 

are “not of intelligence interest”.
177

 It is difficult to foresee a more enabling and open-ended 

framework of the scope of domestic hacking capabilities. Hacking is by its nature much more 

prone to collateral intrusion than traditional forms of surveillance. ISMI catchers can for example 

pick up stored content of all mobile phones in a particular area. If use of the capability is to stand 

a chance of meeting the UK’s human rights obligations, it is even more imperative that the legal 

framework for hacking requires specificity of targets. 

 

Use of hacking material as evidence in the justice system 

 

As hacking by its nature requires the alteration of content on a target device or network, it also 

raises new questions concerning the potential for electronic surveillance to undermine the 

integrity of a device or material located on a device that may later be sought to be used in 

evidence. There is presently no specific regulation of the use of hacking product in criminal 
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trials,
178

 and none presented in either the Bill or the Code of Practice.
179

 The present position at 

common law is that the prosecution are under a duty to disclose all material in their possession or 

that they have inspected which may reasonably be considered capable of undermining the case 

against the defendant. Following the scandal concerning the non-disclosure of the identity of 

undercover police officers during the trial of Ratcliffe-on-Soar protesters, that principle now 

extends to material relating to the manner in which evidence is obtained where such material 

might support an argument that its acquisition has resulted in unfairness or abuse. The Rose 

Report into the Ratcliffe-on-Soar Power Station Protest found that the CPS and the police had 

together failed to discharge the prosecution’s disclosure duties.
180

 In recognition of the unique 

potential of hacking capabilities and to avoid future miscarriages of justice and collapsed trials, 

the Bill should contain specific proposals to ensure audit trails and police disclosure where 

prosecutions result from investigations that utilise hacking capabilities.   

 

Recommendations 

 Targeted hacking should be subjected to much stricter safeguards than other forms of 

electronic surveillance given the unprecedented level of intrusion, the harm to device and 

network security and the risk of damage to evidence that is inherent to the capability.  
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 Hacking warrants should be authorised only by JCs and only on the application of the 

intelligence agencies and chief constables, in keeping with the proposed framework for 

interception. Hacking requests should not be available to all police constables as 

currently provided in the Bill.  

 Hacking warrants should only be granted where a JC is satisfied that the objectives of 

the warrant cannot be achieved by other less intrusive means.  

 Hacking warrants should specify named individuals or premises. Thematic warrants 

aimed at particular locations or activities of a particular description should be removed 

from the Bill. 

 There should be mandatory requirement to record in a verifiable manner all action 

taken in relation to equipment interference to protect the integrity of electronic evidence, 

with corresponding implications for the fairness of trials and the safety of convictions.  

 There should be an absolute prohibition, backed up by criminal sanction, on creating, 

altering or deleting content on a hacked device beyond what is necessary to effect the 

hack. Liberty is deeply alarmed by recent disclosures that the police and Agencies have 

started hacking devices and networks in the absence of statutory authority and despite the 

lack of safeguards currently in place to protect against evidence tampering. We believe this 

has serious implications for the integrity of the UK’s criminal and civil justice systems. 

 Hacking warrants should be granted one month rather than six months, in recognition of 

the acute security implications of hacking. 
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Mass surveillance 

100. Part 6 of the Bill places the breathtakingly broad mass surveillance powers revealed by 

Edward Snowden and additional bulk surveillance practices on an explicit statutory footing. New 

powers to intercept, in bulk, ‘external’ communications (including vast swathes of domestic 

communications) and to acquire records of the entire nation’s communications data are 

supplemented by powers permitting “industrial scale exploitation”
 181

 (GCHQ’s own words) of 

electronic devices and networks. Part 7 further extends blanket surveillance powers towards the 

acquisition and linking of all public and private sector personal data databases.  

Bulk interception 

101. The intelligence agencies bulk interception programmes were disclosed for the first time by 

Edward Snowden in June 2013. They have never been debated or voted for by Parliament. The 

power to conduct mass interception has instead been inferred by GCHQ from the vaguely worded 

power in section 8(4) of RIPA. In a radical departure from common and human rights law 

principles, bulk warrants may be targeted at a telecommunications system or entire populations 

rather than specific, individual persons or premises as required under section 8(1) RIPA. This 

approach is maintained in clause 127 of the Bill. Bulk interception results in billions of 

communications being intercepted each day without any requirement of suspicion or even any 

discernable link to a particular operation or threat. Liberty understands that the Agencies are 

currently handling 50 billion communications per day. To place this in context there are only 7 

billion people in the world and only 3 billion with access to the internet. The ISC reported that at 

the end of 2014, there were just 20 section 8(4) warrants in place authorising the vast volume of 

interception under this power. 

102. Part 6 Chapter 1 provides for the intelligence agencies to conduct bulk interception of 

“external communications”. At first glance, the mass interception these powers permit appears 

targeted at overseas communications. However, whilst the main purpose of a bulk interception 

warrant must be to collect “overseas-related” communications or CD, this includes 

communications where either the sender or recipient is in the UK but their correspondent is not. 

Internet based communications have further eradicated the distinction between external and 

internal communications. As first disclosed through Liberty and other NGOs’ litigation against the 

Government,
182

 the ISC confirmed that Government considers that an “external communication” 

occurs every time a UK based person accesses a website located overseas, posts on a social 

media site overseas such as Facebook, uses overseas cloud storage or uses an overseas email 

provider such as Hotmail or Gmail. Searches on Google are counted as an external 

communication. The Joint Committee on the draft Bill reported, “given the global nature of the 
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internet, the limitation of the bulk powers to ‘overseas-related’ communications may make little 

difference in practice to the data that could be gathered under these powers. We recommend that 

the Government should explain the value of including this language in the Bill”.
183

 However, no 

such explanation has been given.
184

  

103. Material collected under a bulk interception warrant can be examined in accordance with 

“specified purposes” written into the warrant. The only guidance the Bill provides as to what these 

purposes may cover is a requirement that it must be more than simply e.g. “the interests of 

national security”, but that “the purposes may still be general purposes”.
185

 Reporting on the draft 

Bill, the ISC noted that no details had been made available as to what the operational purposes 

may be, finding it to be, “completely unsatisfactory: it contradicts the primary purpose of the draft 

Bill, to provide some much-needed transparency in this area”.
186

 The ISC recommended that such 

detail is published, advising that “only then can Parliament properly evaluate the provisions of the 

new legislation in this area”
187

 – however, the Government responded by claiming that “it would 

be contrary to the interests of national security to publish full details of the Operational Purposes”. 

Furthermore, the ISC reported that a list of operational purposes had not been finalised, and 

would not be until after the Bill had passed. Therefore, even if secretly presented with ‘examples’, 

the ISC would be: “unable to provide any reassurance that these ‘operational purposes’ are 

appropriate. We fail to see how Parliament is expected to approve any legislation when a key 

component, on which much of it rests, has not been agreed, let alone scrutinised by an 

independent body”.
188

 The lack of detail around what can amount to “operational purposes” 

means that the concept offers no practical protection. 

104. While the criteria for selection cannot be “referable to an individual known to be in the British 

Islands at that time” where “the purpose of using those criteria is to identify the content of 

communications sent by, or intended for, that individual”
189

 it is likely that for the vast majority of 

communications intercepted, the Agencies will have no knowledge as to where the senders and 

recipients are located. If it later becomes apparent that a target is in the UK (even if they have, in 

fact, been here all along) that process of selection and examination can continue for 5 days.
190

 It 

seems likely that there will be many cases in which it will be unclear where an individual is 

currently located. The high threshold of ‘knowing’ that somebody is in the UK will allow for 

widespread examination in cases where there is an element of doubt about an individual’s current 

whereabouts. If examination would be in breach of the weak prohibition in clause 142 outlined 
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above, the relevant agency can apply for a targeted interception warrant to examine the material 

anyway.
191

 

105. Liberty, along with partner NGOs has lodged a challenge to the practice of mass interception 

under 8(4) RIPA at the ECtHR. The case was communicated in November 2015. The Joint 

Committee noted, “It is possible that bulk interception and equipment interference powers 

contained in the draft Bill could be exercised in a way that does not comply with the requirements 

of Article 8 as defined by the Strasbourg court”.
192

 Whilst the central question of the legality of the 

UK’s bulk external interception regime is yet to be resolved, in Liberty v UK (2008), the ECtHR 

ruled that external interception under the pre-RIPA legislation that allowed interception to cover 

‘such external communications as are described in the warrant’ violated Article 8. The case 

concerned ‘external communications’ interception by the Ministry of Defence of Liberty’s 

telephone, fax and email communications between 1990 and 1997 and the violation allowed the 

interception of almost all external communications transmitted by submarine. The replacement 

RIPA framework for ‘external interception’ now subject to challenge is worded almost identically to 

the power in clause 127 of the Bill.   

Bulk communications data acquisition 

106. On the day that the draft Bill was published, the Home Secretary announced that the 

Agencies have been acquiring the communications data of the UK population in bulk under the 

vaguely worded section 94 of the Telecommunications Act 1984 since 2005.
193

 This had never 

previously been publicly admitted by the Executive and was apparently only known by a handful 

of Cabinet ministers.
194

 Parliamentarians had previously been led to believe that communications 

data retention and acquisition by the Agencies took place under RIPA and DRIPA as the 

legislation specifically permits the Agencies to acquire communications data on national security 

and serious crime grounds and the Executive failed to notify Parliament of its use of this power 

despite its relevance to the ill-fated Draft Communications Data Bill which Parliament was asked 

to consider in 2012.  

107. By contrast with bulk interception, where a half-hearted attempt is made to tie surveillance to 

“overseas” communications, bulk communications data acquisition has as its main purpose the 

acquisition of data held by UK based companies. The power also purports to have extraterritorial 

effect. Of all the eye watering powers in the Bill, this is perhaps the most invasive of the rights and 

freedoms of British citizens. 
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108. The available evidence also suggests that such a power is not necessary to tackle serious 

crime and terrorism. Bulk telephone data has not proved useful for counterterrorism in the U.S.. 

The Privacy and Civil Liberties Oversight Board, an independent executive branch board in the 

U.S., found that the bulk telephone records program conducted under Section 215 of the USA 

Patriot Act not only raised constitutional and legal concerns, but had no material counterterrorism 

value:   

“Based on the information provided to the Board, including classified briefings and 

documentation, we have not identified a single instance involving a threat to the United States 

in which the program made a concrete difference in the outcome of a counterterrorism 

investigation. Moreover, we are aware of no instance in which the program directly 

contributed to the discovery of a previously unknown terrorist plot or the disruption of a 

terrorist attack.
195

  

109. Similarly, the President’s Review Group on Intelligence and Communications Technologies 

concluded in 2013:  

 

“Our review suggests that the information contributed to terrorist investigations by the use of 

section 215 telephony meta-data was not essential to preventing attacks and could readily 

have been obtained in a timely manner using conventional section 215 orders.”
196

 

 

110. Both panels’ findings refuted Keith Alexander and President Obama’s claims that “at least fifty 

threats” had been averted and “lives have been saved” as a result of bulk metadata retention. 

Both panels advised that the bulk surveillance program should be shut down. Section 215 was 

allowed to expire in May 2015.
197

 The USA Freedom Act followed, reducing the capacity of the 

NSA to undertake mass collection of Americans’ phone records, requiring instead that a subset of 

data be requested pursuant to limits set out in the Act.
198

 However, in the UK, our Government is 

proposing not only bulk phone data retention and acquisition, but communications data from 

email, messaging, VoIP (Skype, etc.), app use, web browsing, and all other internet connections. 

This is vastly disproportionate, evidently ineffective, and out of sync with the international 

precedent. 

Bulk hacking 

111. The use of targeted hacking by the Agencies was only very recently acknowledged by 

Government through the publication by the Home Office of an Equipment Interference Code of 
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Practice although it made no mention of bulk hacking capabilities. The scope of a bulk equipment 

interference warrant under the Bill is astonishingly broad, paving the way for intrusions over and 

above those revealed by Snowden, pinpointing hacking as the modus operandi of our expanding 

surveillance state. As with bulk interception, the main (but not sole) aim of the warrant must be to 

facilitate the obtaining of overseas data, but this does not prevent data on UK residents being 

collected as a subsidiary objective, or in pursuit of the main aim.
199

 A bulk hacking warrant can 

authorise interference with any equipment whatsoever, for the purposes of obtaining 

communications, equipment data or “information”.
200

 Bulk warrants can be issued in the interests 

of national security, economic wellbeing, or for the prevention and detection of serious crime.
201

 

112. The Home Office says that “bulk equipment interference” has been practiced under the 

Intelligence Services Act 1994,
202

 which allows for interference with property or “wireless 

telegraphy”.
203

 Under this law, intelligence services can acquire a warrant to search a property or 

intercept a person’s phone calls. There is no mention in the Act of bulk or mass equipment 

interference. However, under these out-dated Acts, British intelligence agencies have conducted 

intrusive, destructive and disturbing mass hacks, such as hacking the largest SIM manufacturer in 

the world to enable interception of millions of users’ calls.
204

 The Intelligence Services Act 1994 

was written prior to the technological revolution of the past twenty years and cannot be 

considered a lawful basis for the mass hacking of technologies that were not even conceivable at 

the time of the Act’s writing. Indeed, the Snowden documents revealed that British intelligence 

agencies expressed concern that their mass hacking practices “may be illegal.”
205

 
206

 

Bulk hacking - a significant expansion of power  

113. The  “Guide to powers” accompanying the draft Bill made clear that bulk hacking is a 

significant step beyond conventional and surveillance powers, remarking that bulk equipment 

interference “is used increasingly to mitigate the inability to acquire intelligence through 

conventional bulk interception and to access data from computers which may never 

otherwise have been obtainable” (emphasis added).
207

 Labelling mass interception powers as 

“conventional” when it is this Bill that for the very first time avows them shows the Executive’s 

concerning disregard for parliamentary democracy. It also demonstrates the apparently insatiable 

demand from the security services to have unbridled access to all information. This is particularly 

                                                           
199

 Investigatory Powers Bill 2016, clause 162, subsection (1)(c) 
200

 Ibid. 
201

 Investigatory Powers Bill 2016, clause 164 
202

 Draft Investigatory Powers Bill 2015: Guide to Powers and Safeguards, pp.20-21 
203

 Intelligence Services Act 1994, Section 5 
204

 The Great SIM Heist – Jeremy Scahill & Josh Begley, The Intercept, 19 Feb 2015 
205

 UK Perspective on MIKEY-IBAKE, Sept 2010, p.3 
(https://www.documentcloud.org/documents/1077367-uk-perspective-on-mikey-ibake.html) 
206

 As recently as April 2013, GCHQ was reluctant to extend deployment of QUANTUM malware due 
to “legal/policy restrictions”: Legal Issues UK Regarding Sweden and Quantum,  
(https://www.documentcloud.org/documents/894386-legal-issues-uk-regarding-sweden-and-
quantum.html)  
207

 Draft Investigatory Powers Bill 2015: Guide to Powers and Safeguards, pp.20-21 

https://www.documentcloud.org/documents/1077367-uk-perspective-on-mikey-ibake.html
https://www.documentcloud.org/documents/894386-legal-issues-uk-regarding-sweden-and-quantum.html
https://www.documentcloud.org/documents/894386-legal-issues-uk-regarding-sweden-and-quantum.html


53 
 

concerning in light of the broad definition of ‘equipment’ in the Bill. The Bill defines “equipment” as 

“equipment producing electromagnetic, acoustic or other emissions or any device capable of 

being used in connection with such equipment”
208

. This is unfathomably open-ended and could 

even include cars and aircraft, leaving the power open to potential abuses not just by future UK 

governments, buy by other states that will follow our lead in legislation.  

114. Following scrutiny of the draft Bill, the ISC reported that “the Committee has not been 

provided with sufficient compelling evidence as to why the Agencies require Bulk Equipment 

Interference warrants” and “therefore recommends that Bulk Equipment Interference warrants are 

removed from the new legislation”
209

. However, this unjustified power remains in the revised Bill 

against the ISC’s recommendation. In fact, in response to the ISC’s recommendation, the Home 

Office admitted that “the Secretary of State is not able to fully assess at the time of issuing the 

warrant the necessity and proportionality of each interference”.
210

 

Bulk hacking - Indiscriminate and speculative 

115. Bulk hacking is by its nature indiscriminate, as acknowledged by the Draft Bill’s Explanatory 

Notes: “bulk equipment interference is not targeted against particular person(s), organisation(s) or 

location(s) or against equipment that is being used for particular activities”.
211

 Instead, systems, 

services and software that have been carefully constructed to provide security are intentionally 

corrupted to impose the eyes and ears of the intelligence agencies on every phone call, text 

message and web click. In the offline world, granting this power would mean allowing secret 

services to break into and bug every house, leaving broken windows
212

 for anyone else to get in 

but all without the individual whose house it is knowing this has happened. In the digital world, 

even more rich and revealing data can be gathered as computers and mobile devices have taken 

the place of our filing cabinets, diaries, calendars, video archives, photo albums, book shelves, 

address books and correspondence files. Furthermore, this digital forced entry does not only 

entail intrusion into highly personal spaces, but control over them. For example, spies can alter, 

add or delete files, send messages, turn devices on or off, or covertly activate cameras and 

microphones. As demonstrated by GCHQ’s OPTIC NERVE program,
213

 this could literally mean 

subverting millions of webcams into covert home surveillance cameras. Such extraordinary power 

over the private lives of citizens fundamentally alters the relationship between citizen and state, 
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and will breed distrust in law enforcement while having potentially significant repercussions for the 

Rule of Law. In human rights terms, such sweeping and speculative powers can never meet a test 

of necessity and proportionality.   

Security repercussions of bulk hacking 

116. Bulk hacking critically damages the security of complex modern technologies upon which 

modern society is built. The Five Eyes intelligence agencies find security flaws in software and 

stockpile them for later ‘equipment interference’, rather than inform developers so that they can 

be fixed or responsibly dealt with.
214

As such, mass hacking goals prevent intelligence agencies 

from protecting the public’s cybersecurity. President Obama’s Review Group of Intelligence and 

Communications Technologies criticised this approach, concluding: “In almost all instances, for 

widely used code, it is in the national interest to eliminate software vulnerabilities rather than to 

use them for US intelligence collection. Eliminating the vulnerabilities – ‘patching’ them – 

strengthens the security of US Government, critical infrastructure, and other computer 

systems.”
215

 Furthermore, the UN Group of Governmental Experts (UN GGE) recently released a 

consensus report, recommending that states “should seek to prevent the proliferation of malicious 

ICT and the use of harmful hidden functions”.
216

 Although the alarm has been raised on the 

danger of stockpiling exploits, this Bill would proliferate the practice and in fact boost the market 

for exploits to be created and sold. In addition, security vulnerabilities created or stockpiled by 

British intelligence agencies can also be exploited by foreign intelligence agencies or any non-

state actors who discover them. An explicit British bulk hacking law will set a disturbing precedent 

for other, more authoritarian states to follow and join a cyber-arms race. 

117. “Bulk equipment interference” is an especially excessive, dangerous and destructive power 

designed to achieve international mass surveillance by any means. If passed, this and other bulk 

powers will gradually eradicate private spaces from modern society whilst damaging national 

security. Bulk hacking is one of the most objectionable powers in the Bill, jeopardising human 

rights in the present and future.  

Bulk Personal Datasets 

118. Part 7 provides the Agencies with powers to acquire ‘bulk personal datasets’ (BPDs).  This 

power does not currently exist.  BPDs are essentially databases held either by the private or 

public sector and are defined in the Bill by reference to their nature “as a set of information that 

includes personal information relating to a number of individuals where the nature of the set is 

such that it is likely that the majority of the individuals are not, and are unlikely to become, of 
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interest to the intelligence service.” 
217

They cover manual and electronic records. Personal data is 

given a broad definition – it has the same meaning as the Data Protection Act 1998 but also 

includes data relating to deceased individuals. Private misuse of a bulk dataset will be an offence, 

subject to up to 12 months imprisonment.  

119. Acquisition, retention and examination of these databases will be governed by a warrant 

system similar to that for bulk interception and bulk hacking. Warrants are issued by the Secretary 

of State on application from the three Agencies and the process mirrors the framework in place 

for warrants for other bulk powers in Part 6. Judicial involvement is limited to the flawed judicial 

review model.  

120. “Class warrants” concern applications for descriptions of personal data – for example, ‘health 

data’ or ‘travel data’. Under the terms of the Bill, this is the default type of BPD warrant. The Joint 

Committee
218

 recommended that Class Bulk Personal Datasets be removed from the Bill – yet 

they remain. The ISC reported that the “acquisition, retention and examination of any Bulk 

Personal Dataset is sufficiently intrusive that it should require a specific warrant”.
219

 It then 

unsuccessfully tabled amendments to try to ensure that their use was limited. 

121. ‘Specific bulk warrants’ can be applied for (a) where the requesting agency wants to request a 

bulk dataset that doesn’t fall within a class described in a class BPD warrant or (b) where it does 

fall within a class warrant but where the intelligence agency at any time considers that it would be 

“appropriate” to seek a specific BPD warrant. Specific BPDs may apply to the most sensitive type 

of databases – such as mental health hospital data, or patient identifiable FGM data. Applications 

must include a description of the dataset to which it relates and an explanation of the operational 

purposes for which the intelligence service wishes to examine it. Specific BPD warrants may also 

authorise obtaining, retaining and examining bulk personal datasets that do not exist at the time 

the warrant is issued but may “reasonably be regarded as replacements” for a dataset that has 

been sought. 

122. At Report Stage, a Government amendment on health records was added to the Bill, Where 

an application for a specific BPD warrant is made and relates to the retention or retention and 

examination of health records, the application must contain a statement to that effect. The 

Secretary of State may then only issue the warrant if she considers there are “exceptional and 

compelling” circumstances that make the warrant necessary. Where an application is made for a 

specific BPD warrant and it is considered likely by the applicant that the BPD includes or is likely 
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to include health records, the application must contain a statement to that effect and indicate how 

likely it is that health records are included.
220

 

123. There is an unjustifiable lack of information as to the nature of BPDs, and the way in which 

the data is used. Despite the requirement of a warrant for human examination of BPDs, the little 

available information indicates that BPDs are routinely electronically analysed. The ‘Impact 

Assessment’ for BPDs explains that they are ‘held on one or more analytical systems’ and that 

the ‘Agencies use BPDs to identify subjects of interest’.  

124. The Home Office attempted to further its case for ‘bulk personal datasets’ in supplementary 

written evidence to the Joint Committee on the Draft Bill, giving examples of the types of datasets 

obtained (firearms licenses, travel data, electoral roll, telephone directory) and the purposes for 

which they may be used (protecting major events, preventing terrorist access to firearms, 

identifying foreign fighters, and targeting “potential agents”). The Impact Assessment for BPDs, 

also explains that they are analysed to “identify subjects of interest”. Whilst it is rational that 

intelligence agencies have access to firearms licenses and certain types of travel data involving 

conflict zones, the power to collect BPDs is almost unlimited and in practice involves far more 

expansive and intrusive, yet entirely secret, databases on millions of people. These vast, 

potentially population-level databases are integrated to produce profiles so intrusively detailed 

that they enable the Agencies to “understand a subject of interest’s behaviour and 

connections”.
221

 This indicates a deeply disturbing practice of data hoarding and further intrusive 

data mining to speculatively identify “potential agents” and generate “subjects of interest”.
222

 

Identifying subjects of interest without evidence of criminality is highly likely to involve 

discrimination and appears to be more characteristic of an authoritarian regime than a 

democracy.  

125. Agencies’ acquisition of BPDs was only avowed by the ISC in March 2015. In its report, the 

ISC disclosed limited information about BPDs: 

“Bulk Personal Datasets may relate to the following types of information: 

a. i)***; 

b. ii)***; 

c. iii)***; 

d. iv)*** 

e. v)***” 
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And that, “As of mid-2014: 

f. SIS held *** Bulk Personal Datasets; 

g. MI5 held ***; and 

h. GCHQ held ***” 

126. As regards the content and nature of BPDs, the ISC set out that:  

“These datasets vary in size from hundreds to millions of records. Where possible, Bulk 

Personal Datasets may be linked together so that analysts can quickly find all the 

information linked to a selector (e.g. a telephone number or ***) from one search query.”
223

 

And the datasets “may include significant quantities of personal information about British 

citizens”.
224

 Apparently “None of the Agencies was able to provide statistics about the volume of 

personal information about British citizens that was included in these datasets”.
225

 The Director 

General of MI5 has also cryptically explained to the ISC: “there are datasets that we deliberately 

choose not to reach for, because we are not satisfied that there is a case to do it, in terms of 

necessity and proportionality.”
226

 

Sensitive information is apparently held in the datasets including an individual’s religion, 

racial or ethnic origin, political views, medical condition, ***, sexual orientation, or any 

legally privileged, journalistic or otherwise confidential information.
227

 The ISC notes in 

passing that the Agencies may share the datasets with overseas partners.
228

 Each Agency 

reported that they had disciplined – or in some cases dismissed – staff for inappropriately 

accessing personal information held in these datasets in recent years.
229

 

127. The acquisition of bulk private and sensitive data on the UK population by the intelligence 

agencies is a new and radical development. There is currently no legal authority for the Agencies 

to acquire these datasets. As the ISC diplomatically put it, “the rules governing the use of Bulk 

Personal Datasets are not defined in legislation”.
230

 However, Government claims that BPDs can 

be, and irrespective of the new Bill will continue to be, acquired by using the Security Services Act 

1989 and the Intelligence Services Act 1994.
231

 This means that Government uses surveillance 

capabilities, such as hacking and interception, to obtain mass datasets from private companies or 

                                                           
223

 Privacy and Security: a modern and transparent legal framework - Intelligence and Security 
Committee, March 2015, para 156. 
224

 Privacy and Security: a modern and transparent legal framework - Intelligence and Security 
Committee, March 2015, para 158. 
225

 Ibid, footnote 142. 
226

 Ibid, para 162. 
227

 Ibid, para 163. 
228

 Ibid, para 163. 
229

 Ibid, para 163. 
230

 Ibid, para 157. 
231

 Supplementary written evidence to the Joint Committee on the draft Investigatory Powers Bill 
(IPB0165) – Theresa May, December 2015; p.14 



58 
 

public bodies, as avowed in a recent document.
232

 It also hints that it buys mass datasets from the 

private sector.
233

  

128. No argument is even attempted that BPDs are necessary or proportionate for Article 8 

HRA purposes. The ISC reported that the Agencies told them that BPDs are an “increasingly 

important investigative tool” to “enrich” information obtained through other techniques. “Enriching” 

and “relevant” does not meet the legal threshold for lawfulness. 

Recommendation 

 Part 7 should be removed from the Bill. There is no compelling operational case for the 

Agencies to collect, process and link personal data on the entire UK population. It is in 

principle a deeply offensive proposition. Current law allows data to be transferred across the 

private and public sector to further national security and the prevention and detection of 

crime. The Agencies therefore already have gateway powers to obtain information on those it 

identifies as being subjects of interest. 

 

Are bulk powers necessary? 

129. While Liberty supports the use and value of targeted intrusive surveillance powers, we believe 

that the speculative mass interception of communications; retention and acquisition of 

communications data; bulk hacking and bulk personal dataset acquisition is unlawful, 

unnecessary and disproportionate. 

130. The Government has not made a serious operational case for bulk surveillance. The bulk 

powers are presented in the Bill as “crucial to monitor known and high-priority threats” and also as 

“a vital tool in discovering new targets and identifying emerging threats”.
234

 Following renewed 

criticism during the Joint Committee’s scrutiny of the Draft Investigatory Powers Bill, the Home 

Office was compelled to produce further written evidence to support the case for bulk powers. It 

also published an ‘Operational Case for Bulk Powers’ with the publication of the revised Bill on 1 

March 2016. However, the documents have provided only a mix of anecdotal and hypothetical 

evidence. With only vague and limited information provided, it is impossible to assess whether 

claimed security outcomes could be achieved by using the wealth of targeted and operation-led 

intrusive surveillance powers at the Agencies’ disposal. In nearly all of the examples, references 

are made to known terrorists, contact with known suspects, visitation to known illegal sites, or a 

specific “intelligence operation”.  
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131. The case for bulk interception includes an anecdote about a “previously unknown individual” 

being in contact with “a Daesh-affiliated extremist in Syria”.
235

 However, this plainly does not 

justify bulk interception. Robust targeted surveillance of known targets, such as the Daesh-

affiliated extremist, should provide for the most efficient and accurate target discovery, such as 

the discovery of this “previously unknown individual”. A second anecdote is provided about the 

discovery that a paedophile, already on the Sex Offenders Register, was accessing illegal sites 

and paying for images of extreme child sex abuse. Again, robust targeted surveillance of known 

paedophile networks and known websites hosting illegal content reliably leads to the discovery of 

new suspects. Neither anecdote justifies the bulk interception of billions of communications of 

innocent people, but rather supports the case for targeted surveillance. 

 

132. Also in its supplementary written evidence to the Joint Committee, the Home Office makes 

the case for the retention of bulk communications data by providing four anecdotes about counter-

terrorism operations. Working outwards from known targets or an intelligence lead, the security 

and intelligence agencies were able to identify new targets and uncover plots. However, a 

targeted approach to communications data retention works by exactly the same process, without 

the need for retaining the communications data of many millions of people. The security and 

intelligence agencies should retain only the communications data of known targets and individuals 

within their social network (usually, to two ‘hops’).  

 

133. A former GCHQ intelligence officer provided written evidence to the Joint Committee, at the 

suggestion of the Head of the Joint Committee’s Secretariat, in favour of bulk powers: 

 

“The suggestion that UK intelligence agencies work outwards from known targets instead of 

using bulk collection is therefore based on one of two incorrect assumptions: either all the 

individuals that intelligence agencies require access to have already been identified; or those 

currently unknown (or subsequently unknown) can all be discovered through analysis of 

known targets. Unfortunately, the world of intelligence is not that static or predictable.”  

  

However, this appears to be a misrepresentation or misunderstanding of how targeted signals 

intelligence is conducted. A targeted approach can encompass not only known targets but their 

social networks; locations known to host illegal activities, online or offline; and geographical 

locations overseas of specific intelligence interest. Furthermore, signals intelligence is 

complemented by valuable human intelligence. There is no known case of a terrorist, or any other 

serious national security threat, being discovered who had no contact with any known suspects or 

individuals within suspects’ zones of suspicion, or who had not accessed extremist, suspect, or 

illegal materials.  
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134. The available evidence indicates that mass surveillance powers have not been effective in 

tackling serious crime, especially not terrorism. Rather, there is evidence that mass surveillance 

practices impede law enforcement efforts. In addition to the empirical evidence commissioned by 

the US Government which showed mass phone record acquisition to be unnecessary, a number 

of former US intelligence professionals have publicly disclosed “bulk data failures” and blown the 

whistle on mass surveillance practices. William Binney, former Technical Director of the NSA has 

spoken out about the risk of “bulk data failure” since retiring shortly after the September 11
th
 2001 

attacks when much of the technology he had designed was subverted for mass surveillance. 

Binney submitted evidence to the Joint Committee on the Draft Bill in which he described the bulk 

proposals as “flawed and likely seriously to fail to serve current intelligence and data analysis 

problems for such purposes as Counter Terrorism”.
236

 Binney warned that, “bulk data over 

collection from Internet and telephony networks undermines security and has consistently 

resulted in loss of life in my country and elsewhere, from the 9/11 attacks to date”. Instead, 

Binney advocates filtering at the point of collection, as he designed his original NSA program, 

rather than indiscriminate bulk collection and retention. In his evidence, Binney explained that 

such an approach would protect innocent citizens’ privacy, protect privileged communications and 

relieve analysts of the burden of bulk data. Thomas Drake, a former senior executive at the NSA 

alongside Binney and later a whistleblower, has also warned of the dangers of mass surveillance 

programs, both to civil liberties and national security. He has testified
237

 that with a “smaller 

haystack” of data, the 9/11 attacks would have been preventable.
238

 FBI whistleblower Coleen 

Rowley has also warned against mass surveillance systems following the 9/11 intelligence 

failures she experienced: 

“I fear that terrorists will succeed in carrying out future attacks – not despite the massive 

collect-it-all, dragnet approach to intelligence implemented since 9/11, but because of it. This 

approach has made terrorist activity more difficult to spot and prevent.”
239

 

 

135. Prior to the Snowden revelations, and in the wake of the murder of Fusilier Lee Rigby, former 

head of MI5 Dame Stella Rimington warned of the “well-known problem” of big data, drawing 

comparisons with the East German Stasi’s “overdose” of information: 

“Intelligence services can strangle themselves if they have too much information, because 

they can't sort out from it what they need to know and what they don't need to know.”
240
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136. It has been argued, mainly by public officials, that criticisms of big data in intelligence are out-

dated. However, whistleblowers and analysts behind the scenes continue to criticise the ‘collect it 

all’ approach – most prolifically, Edward Snowden who blew the whistle on mass surveillance 

practices in 2013 to highlight, “The problem when you collect it all, when you monitor everyone, 

you understand nothing”.
241

 Previously, (then) US Army Intelligence Analyst Chelsea Manning 

wrote in private conversation to a confidante, “approximately 85-90% of global transmissions are 

sifted through by the NSA… but vast majority is noise… so its getting harder and harder for them 

to track anything down… its like finding a needle in a haystack”,
242

 before blowing the whistle. 

Furthermore, internal NSA documents shared between analysts, and revealed by Edward 

Snowden, show continued frustration with data overload with titles such as “The Fallacies Behind 

the Scenes”, “Dealing With a Tsunami of Intercept”, and “How Can Analysts Deal with the Flood 

of Collection?”
243

 

 

137. Scientists have rightly condemned “how little of the debate [on mass surveillance] has dealt 

with the likely success of these tactics (…)”, arguing that “the efficacy of such surveillance 

programs must be clearly understood if a rational policy is to be developed”.  The statistics journal 

Chance published a paper on the risk of automatic screening processes (such as those used for 

bulk interception, bulk data retention and upstream collection), which concluded that whilst a 99% 

accurate system would indeed report on 99% of the terrorists, the margin of error would also be 

responsible for producing hundreds of thousands, if not millions, of reports on innocent citizens.
244

 

This is partly the cause of “bulk data failure” that former intelligence professionals have described. 

Whilst some argue in favour of bulk powers based on the expectation that developments in 

technology will somehow make the data valuable one day, as this academic paper shows, even a 

futuristic, unthinkably accurate processor with only a 1% error margin would produce potentially 

millions of false positives.  

 

138. In every major terror attack in the Europe and USA since (and including) the 9/11 attack, 

including the Madrid bombings in 2004, the London 7/7 bombings in 2005, the murder of Lee 

Rigby in 2013, the Boston bombings in 2013, the January attack on the Charlie Hebdo offices and 

the Paris attacks in November 2015, some or all of the culprits have been known to the 

intelligence agencies. The failure to prioritise or action intelligence appropriately is commonly 
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attributed to both human error and pressured resources – these reasons featured in the reports 

on the London 7/7 bombings
245

 and the murder of Lee Rigby.
246

  

 

139. Bulk powers have consistently been misrepresented in government rhetoric and Home Office 

literature as principally concerned with the fight against terrorism. However, a former Head of 

GCHQ, Sir David Omand, recently said of bulk powers: 

 

“Don’t forget, this is not just about terrorism – that just happens to be something that is on the 

media mind, on the public mind – this is a much bigger issue about intelligence gathering”. 

 

“If anyone is tempted to ask the question, how many terrorist attacks were stopped by bulk 

access, let me just tell you it is a dumb question – it doesn’t have a sensible answer”.
247

 

 

140. No evidence has thus far been provided to illustrate a unique or critical contribution of bulk 

powers, as opposed to targeted powers, in combatting serious crime or indeed terrorism. Whilst in 

some cases bulk powers may offer helpful contributions to intelligence gathering, they have not 

(as far as is publicly known) proved critical in saving lives nor unique in providing intelligence that 

can be acquired through targeted methods. Furthermore, bulk powers clearly risk burdening 

intelligence agencies, whose incredible resources may be more effectively directed in targeted 

surveillance operations. 

 

Is bulk surveillance proportionate? 

 

141. It will never be proportionate in a democratic society during peacetime, to mass collect, 

monitor or process innocent communications in order to find those that threaten our security. 

Indeed this is why Britain – as opposed to totalitarian countries - has traditionally rejected this 

model. To take an example, the British postal service has never been required to intercept or 

store every letter or parcel it handles nor to make a note of the sender addressee and the time it 

was posted just in case the content or record of the package may in future be useful to the police 

or the security services. This important principle remains regardless of the mode of 

communication. Just because new ways of communicating electronically have made surveillance 

of innocents less expensive and burdensome than it may have been in the past, does not mean it 

is in society’s interest to allow it. 

 

142. The Government has previously attempted to argue that bulk collection and automated 

processing is not intrusive if it is carried out by machines rather than humans. This analysis is 
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deeply flawed. There is nothing passive about mechanical State interception of communications 

and acquisition of communications data. The State cannot physically intercept a communication in 

a way that does not interfere with privacy just because it claims that human eyes will not 

necessarily see it. 

143. Bulk surveillance also removes the possibility of safeguarding confidential and privileged 

communications. As a result of proceedings brought by Liberty and others, the IPT disclosed in 

June 2015 that GCHQ had unlawfully intercepted and examined private communications of 

two of Liberty’s partner organisations, the Egyptian Initiative for Personal Rights (EIPR) and 

Legal Resources Centre (LRC) in South Africa.
248

 It later amended its ruling to clarify that the 

Agency had unlawfully intercepted and examined Amnesty International’s communications 

rather than those of EIPR. GCHQ’s activity was however only deemed unlawful because the 

Agency had breached its own internal guidance in a technical manner. The judgment provided no 

explanation as to why human rights NGOs had been bulk intercepted and individually examined 

and perversely did not find this action to amount to a breach of the ECHR. Indeed, the Bill would 

permit the routine bulk interception and examination of human rights NGOs, lawyers, journalists, 

elected representatives and others. 

144. Mass surveillance has significant and untested implications for the future of our society. David 

Anderson’s report noted: 

“the collection of vast volumes of data enables the identification of patterns and 

predictions of future behaviour, a process called predictive analytics, data mining or Big 

Data. An example of this technique is a predictive policing system called PredPol, which 

analyses large volumes of crime reports to identify areas with high probabilities for certain 

types of crime. The system has been used by Kent Police to predict when and where 

drugs crimes and robberies are likely to take place. PredPol is simply about when and 

where a crime will take place; other technology is aimed at predicting who will commit 

them. In 2011, the US Department of Homeland Security tested Future Attribute 

Screening Technology, which seeks to identify potential criminals by monitoring 

individuals’ vital signs, such as cardiovascular signals and respiratory measurements. “ 

249
 

145. Liberty is concerned that the Agencies and law enforcement will in future seek to exploit so-

called Big Data to predict behaviour. This would be a chilling shift in the relationship between the 

individual and State and could prove disastrous for the life chances of young people belonging to 

‘suspect’ marginalised or disenfranchised groups. 

146. The digital and technological revolution of the past fifteen years has led the Agencies to seek 

to collect ever-increasing troves of data and to devise mechanical programs to search databases 
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for so-called suspicious patterns. Coupled with this, the current oversight model contains no 

checks on the Agencies overarching strategy which is instead self-determined and evaluated. 

However the current direction is unsustainable. Data is increasing exponentially. Liberty 

understands the agencies now have the capacity to hoover up 15 times the amount of data being 

collected when Edward Snowden blew the whistle in 2013. We urge independent 

parliamentarians and policy makers to reflect on the broader strategy and assess the value of 

harvesting overwhelming amounts of information.  

147. The U.N. Special Rapporteur on the right to privacy recently released a report in which he 

warned that the proposals in the Investigatory Powers Bill “prima facie fail the benchmarks set by 

the ECJ in Schrems and the ECHR in Zakharov”.
250

 He urged UK parliamentarians to “continue, 

with renewed vigour and determination, to exert their influence in order that disproportionate, 

privacy-intrusive measures such as bulk surveillance and bulk hacking as contemplated in the 

Investigatory Powers Bill be outlawed rather than legitimised.” Noting the international effect 

passing such legislation would have, particularly on the UN member states over which the UK has 

“huge influence”, he described the Bill as “a golden opportunity” to “desist from setting a bad 

example” by proposing human rights-violating policies.  
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Confidential and privileged correspondence 
 

148. Liberty believes that the authorisation process for all types of surveillance in the Bill falls short 

of that which is required by human rights standards, and proposed ‘safeguards’ in practice will 

provide remarkably insufficient protection.  

 

MPs, Peers, MSPs, AMs, MLAs, MEPs 

 

149. The communications data of MPs, Peers and other elected representatives receives no 

explicit protection in the Bill. Data will remain accessible to a multitude of public authorities 

through the general system of self-authorisation.
251

 MPs’ communications and devices would also 

be subject to mass interception,hacking and communications data acquisition by the Agencies 

under Part 6 of the Bill and MPs’ personal data would be acquired in bulk under Part 7. The only 

‘safeguard’ is around targeted hacking and interception, if the purpose is interception of 

communications relating to constituency matters – not national matters or private/other 

matters. The ‘safeguard’ in that instance would be a requirement that the Secretary of 

State secures approval from the Prime Minister before authorising activity.
252

  Up until Report 

Stage in the House of Commons, the “safeguard” was that the Prime Minister would be 

“consulted”.  

 

150. Until October 2015, it was widely understood that the communications of MPs were protected 

from interception by the Wilson Doctrine. On the 17th November 1966 the then Prime Minister, Mr 

Harold Wilson, said in a statement in the House of Commons:  

 

“As Mr Macmillan once said, there can only be complete security with a police state, and 

perhaps not even then, and there is always a difficult balance between the requirements 

of democracy in a free society and the requirements of security. With my right hon. 

Friends, I reviewed the practice when we came to office and decided – on balance – and 

the arguments were very fine – that the balance should be tipped the other way and that I 

should give this instruction that there was to be no tapping of telephones of Members of 

Parliament. That was our decision and that is our policy. But if there was any 

development of a kind which required a change in the general policy, I would, at such 

moment as seemed compatible with the security of the country, on my own initiative make 

a statement in the House about it. I am aware of all the considerations which I had to take 

into account and I felt that it was right to lay down the policy of no tapping of telephones 

of Members of Parliament.”
253
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This protection, extended to members of the House of Lords in 1966, was repeated in 

unequivocal terms by successive Prime Ministers. Tony Blair clarified in 1997 that the policy 

“applies in relation to telephone interception and to the use of electronic surveillance by any of the 

three Security and Intelligence Agencies.”
254

 

 

151. Despite this clear and unambiguous statement that MPs and Peers would not be placed 

under electronic surveillance, a recent decision by the Investigatory Powers Tribunal held that the 

doctrine had been unilaterally rescinded by the Executive.
255

 Liberty disputes this finding. The 

unequivocal statement made by Prime Minister Wilson back in 1966 was a constitutional 

convention protecting vital discourse between the people and their ultimate representatives, 

creating a legitimate expectation on the part of parliamentarians and their constituents that their 

correspondence was protected. However, there is currently no right of appeal against decisions of 

the IPT.  

 

152. Liberty believes it is illogical to suggest that an adequate replacement to the previous 

complete prohibition on surveillance of politicians is expressly allow it, only requiring the Secretary 

of State to consult with the Prime Minister prior to authorising interception or hacking if the 

express purpose is the interception of constituency communications. Instead of securing an 

independent authorisation process, involving two politicians rather than one would make the 

process more political rather than less. It is difficult to see why Members of Parliament and other 

elected representatives should have confidence that “consultation” with the Prime Minister can act 

as a bulwark against unjustified surveillance of constituency communications. Liberty does not 

suggest that parliamentarians should be above the law, but in recognition of their unique 

constitutional role we advocate a strong legislative presumption against surveillance of elected 

representatives, that can only be rebutted in in clear and specific circumstances overseen by 

judicial commissioners. 

 

Journalists 

 

153. Journalists generally have no protection in the Bill, and have no protection at all from 

interception, hacking, or any bulk powers. The one supposed safeguard is in clause73, which 
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would require a public authority to apply to a Judicial Commissioner to confirm an authorisation to 

obtain communications data if the stated purpose of access is to identify or confirm a journalistic 

source, However, this is a significant reduction of the well-established judicial process set out in 

the Police and Criminal Evidence Act 1984 (PACE), which as the NUJ has pointed out, protects 

not just the identity of sources but related journalistic material:  

“Source protection does not just apply to the identity of the source but also to all matters 

relating to and communications between the journalist and the source. This includes the 

person’s name; personal data, voice and image. It also includes the unpublished content of 

information and the circumstances of acquiring the information”.
256

 

 

The Bill fails to define a journalist, and offers a questionable definition of journalistic sources (cl. 

68(7)) that is unlikely to meet the standard set by recent case law from ECtHR
257

.  

 

154. In September 2014, it was revealed that the Metropolitan Police had used the RIPA internal 

authorisation route to access communications data of a journalist from The Sun newspaper as 

part of their “plebgate” inquiry, circumventing the well-established judicial process set out in the 

Police and Criminal Evidence Act 1984 (PACE). In response to public outcry, the Government 

updated the Acquisition and Disclosure of Communications Data Code of Practice, advising law 

enforcement that where an application to access the communications data of a journalist in order 

to determine the source of journalistic information is made, it must be via the PACE route. PACE 

sets out the special procedures that must be followed if law enforcement agencies wish to access 

material that may be journalistic or confidential journalistic material. To access journalistic 

material, which comes under the broad definition of “material acquired or created for the purpose 

of journalism”, an application must be made to a judge. The conditions that must be met before 

the judge can grant a warrant include: that there are reasonable grounds for believing an 

indictable offence has been committed; the material is likely to be of substantial value; and, other 

methods of obtaining the material have been tried or are bound to fail. In addition to these 

requirements, the judge must be convinced that it is in the public interest to grant access to the 

materials.  In order to access confidential journalistic material – namely information relating to 

sources – PACE sets out that a warrant will only be granted if prior to PACE it would have been 

possible to access source material via a power contained in primary legislation. As a result, it is 

only in very rare circumstances that an order will be made under PACE to reveal confidential 

journalistic material. Unlike the process contained in the Bill, both these processes are inter-

partes, giving the journalist the opportunity to make their case to the judge.  It is also possible to 

gain access to confidential journalistic material under the Terrorism Act 2000. 

 

155. The mechanism introduced by clause 73 is inadequate to secure the independence and 

vitality of our free press. It allows for a circumvention of the established and much more rigorous 
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PACE process, creating a system in which communications data can be accessed without the 

PACE protections.  

 

Lawyers 

 

156. Legal privilege is an essential protection in a free society governed by the Rule of Law. The 

doctrine is intended to ensure fair trial integrity and ensure both defendants and civil claimants 

can communicate with their lawyers without inhibition. Legally privileged communications are 

those between a client and their lawyer which come into existence for the dominant purpose of 

being used for legal advice, or in connection with actual or pending litigation. The Bar Council 

reminded the Joint Committee scrutinising the Bill that, “The privilege is that of the client, and 

failure to protect that right against the state amounts to a significant inroad into a long-standing 

principle, which has formed an important foundation of our rule of law”.
258

 Without assured 

confidentiality, clients feel unable to speak openly with their lawyers and may not know about the 

proper defences available to them, thus obstructing a fair trial. Breaching privilege can also 

obstruct justice by jeopardising the integrity of criminal trials, or giving the state an unfair 

advantage.
259

 Legal privilege does not apply where client-lawyer communications are made in 

furtherance of a criminal activity. 

 

157. Legal privilege has traditionally been protected at common law and under Article 6 HRA. Like 

the Wilson Doctrine it was considered absolute. However, public interest litigation brought over 

the course of 2014-15 has revealed a set of internal Government policies that render LPP illusory.  

 

158. Libyan politician, Mr Sami Al Saadi, alleges he was a victim of a joint CIA-SIS rendition 

operation in which he and his wife and four children were kidnapped and rendered to Gaddafi’s 

Libya in 2004. He launched civil proceedings to attempt to hold the UK Government to account for 

this and during the course of the proceedings and in the wake of the Snowden revelations, his 

lawyers came to fear that they were under surveillance. He brought proceedings in the 

Investigatory Powers Tribunal to ascertain whether he had been targeted by the Agencies and 

over the course of the proceedings the Government conceded that “since January 2010 the 

policies and procedures for the interception/obtaining, analysis, use, disclosure and destruction of 

legally privileged material have not been in accordance with human rights legislation specifically 

Article 8(2) of the ECHR.”
260

 The Tribunal agreed and also made a further determination that two 
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documents containing material subject to Mr Al Saadi’s LPP were held by GCHQ.
261

 The Tribunal 

ordered GCHQ to give an undertaking that these documents would be destroyed or deleted. It is 

unacceptable that the Government could have used its surveillance powers to undermine 

attempts to hold it to account for its complicity in torture, but that is what existing legislation has 

permitted and this would remain permitted under the terms of the Bill.  

 

159. As the present regime governing the interception of LPP is unlawful, the Bill represents an 

important and timely opportunity to ensure statutory protection for LPP. However, the only 

‘safeguard’ for protecting lawyers from targeted interception or hacking, or targeted examination 

following bulk interception or hacking – if the stated purpose is to intercept or examine material 

subject to legal privilege (not if the purpose is more generally investigative) – is that there are 

deemed to be “exceptional and compelling” circumstances.
262

 This ‘safeguard’ is not 

accompanied by any objective threshold or definition in the Bill, and therefore is a subjective value 

judgement that provides no real protection or reassurance. 

 

Recommendations 

 

 For as long as mass surveillance powers prevail, there is no way to ensure that confidential 

and privileged communications content and records will not be intercepted, hacked and 

transferred in bulk to the Agencies with the rest of our communications. To that end, the Bill 

proposes to enshrine in law for the first time, the power to subject MPs’, journalists’ and 

lawyers’ communications to bulk surveillance practices. Liberty strongly advocates an end to 

undemocratic mass surveillance. 

 In addition to ending mass surveillance practices, Liberty believes there should be an 

extremely strong legislative presumption against the targeted interception, hacking, 

and acquisition of communications data and all other forms of targeted surveillance of 

elected representatives, journalists and lawyers. The conditions that must be met 

before a judicial commissioner can grant a surveillance warrant targeting a member of 

these groups should mirror the current regime for production orders of journalistic 

material under PACE, namely (a) there are reasonable grounds for believing an indictable 

offence has been committed, (b) the material is likely to be of substantial value, (c) other 

methods of obtaining the material have been tried or are bound to fail. In addition to these 

requirements, the judge must be convinced that it is in the public interest to grant 

access to the materials. 
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Encryption 

 

160. Computer security, like all data security, centres on the aim of protecting information from 

unauthorised access. Encryption is the leading tool in computer security. Encryption is a method 

of protecting communications or data from unauthorised access and is widely used to protect 

online browsing, credit card details, online retail, emailing and messaging, medical data, transport 

infrastructures, proprietary business information, and much more. ‘Third party encryption’ is that 

which is supplied by a communications service (such as Google, Facebook), and which is most 

affected by this Bill. Greater security is found in client-side encryption, whereby the user encrypts 

information using keys they have generated and that only they (not their service provider) 

possess. This personally managed encryption features in popular free software such as 

VeraCrypt (file encryption) and PGP (email encryption). 

 

161. Despite the Home Office’s claim that the draft Investigatory Powers Bill “will not impose any 

additional requirements in relation to encryption over and above the existing obligations in 

RIPA”,
263

 it presents a renewed and expanded assault on encryption that will dramatically 

diminish privacy and security online. Although it is situated rather modestly in the Bill, clause 227 

in Part 9 contains the significant power for a Secretary of State to oblige telecommunications 

operators, both domestic and overseas, to covertly remove encryption from their services, thus 

enabling the Government to intercept any communications or data.
264

   

 

162. The State already has several means to circumvent encryption. Under Section 49 of RIPA 

2000, a person using encryption can be compelled to decrypt any information, thus providing it in 

plaintext, intelligible form; or to hand over the relevant encryption key.
265

 Notices can also be 

issued to attain any information that would facilitate the obtaining or discovery of a key. Police and 

intelligence agencies also currently claim the power to hack devices, thus circumventing 

encryption, under the Police Act 1997 and the Intelligence Services Act 1994 respectively. This 

power is restated and broadened in Part 5 of the Bill, with further provisions to perform mass 

hacking without suspicion in Part 6 (Chapter 3). 

 

163. Despite these powers to require decryption and circumvent encryption via hacking, the Bill 

proposes to renew the power to force “the removal of electronic protection” from communications 

services, and expand capabilities to remove encryption by broadening the framing of the power. 

RIPA 2000 and paragraph 10 of the Schedule to the RIPA (Maintenance of Interception 

Capability) Order 2002
266

 grants the State the power to force “public telecommunications 

services” to remove encryption. Under this Bill, communications services can be imposed with 

obligations not only to remove “electronic protection”, but with additional obligations including 
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those “relating to the security” of the service provided, relating to “apparatus owned or operated” 

by the service, and “obligations to provide facilities or services of a specified description” – 

“among other things”,
267

 which remain undefined. Whereas provisions under RIPA oblige “public 

telecommunications services”
268

 
269

 to remove encryption, the Bill would oblige any 

“telecommunications operator”,
270

 which is defined as “a person who offers or provides a 

telecommunications service to persons in the United Kingdom, or controls or provides a 

telecommunications system which is (wholly or partly) in the United Kingdom or controlled from 

the United Kingdom.”
271

 This expanded definition would include not only public services such as 

Gmail, Facebook, Twitter and Dropbox, but also private offices, businesses, law firms, 

government department networks (such as the NHS), and institutional networks such as 

universities. This was confirmed by the Home Secretary in her oral evidence to the Joint 

Committee. In the House of Commons the Solicitor General stated that ““Following further 

engagement with industry, we have taken steps to address further concerns, and so amendment 

86 will make it clear that national security notices cannot require companies to remove 

encryption”. However, that amendment does not in fact have that effect and NSN can still require 

operators to take “to take such specified steps as the Secretary of State considers necessary in 

the interests of national security.” Moreover, obligations to remove electronic protection can 

explicitly be issued in a ‘technical capability notice’ from the Secretary of State.
272

 Following 

amendment in the Commons, both national security and technical capability notices must now be 

subject to the process of judicial review by a judicial commissioner. The recipient of such a notice 

must comply with it
273

 but must not disclose the existence or contents of it.
274

 Thus, were an Apple 

v FBI scenario to occur in the UK, Apple would not be able to disclose even the fact that it had 

been served with a notice, let alone challenge it in court. 

 

164. Encryption is now a widely used standard to protect the ever-expanding uses of 

communications technologies in an increasingly hostile digital environment: from mobile phones 

and smart phones to personal hard drives, online banking and e-commerce, critical 

infrastructures, transport networks, institutional and business computer networks, cloud storage, 

emailing and messaging, web browsing and online shopping. The renewed and extended assault 

on encryption in the Bill demonstrates a misguided commitment on the part of the State to 

undermine secure spaces in the furtherance of mass surveillance ambitions. The Government’s 

coercion of telecommunications operators to maintain covert interception capabilities would force 

products and services to be designed with the required insecurity built-in.  

 

                                                           
267

 Investigatory Powers Bill 2015, clause 226, subsection (5). 
268

 Regulation of Investigatory Powers Act 2000, section 12 (1). 
269

 The Regulation of Investigatory Powers (Maintenance of Interception Capability) Order 2002, 
section 10. 
270

 Investigatory Powers Bill 2016, clause 226, subsection (1) 
271

 Investigatory Powers Bill 2016, clause 233, subsection (10). 
272

 Investigatory Powers Bill 2016, clause 226, subsection (5) 
273

 Investigatory Powers Bill 2016, clause 228, subsection (9) 
274

 Investigatory Powers Bill 2016, clause 228, subsection (8) 



72 
 

 

165. Encryption is a critical tool for protecting individuals’ rights to privacy and freedom of 

expression – particularly for those in sensitive professions, and discriminated and minority groups. 

In a 2015 report, David Kaye, the United Nations Special Rapporteur on Freedom of Expression, 

described encryption as a leading vehicle for online security and freedom, giving individuals:  

 

“a means to protect their privacy, empowering them to browse, read, develop and share 

opinions and information without interference and enabling journalists, civil society 

organisations, members of ethnic or religious groups, those persecuted because of their 

sexual orientation or gender identity, activists, scholars, artists and others to exercise the 

rights to freedom of opinion and expression.”
275

 

 

166. In addition to protecting freedom of expression, Kaye found encryption “essential” for the 

exercise of further vital rights, including “economic rights, privacy, due process, freedom of 

peaceful assembly and association, and the right to life and bodily integrity”
276

. Kaye analysed 

submissions on the laws and policies of member states as well as submissions from civil society 

groups, leading him to conclude: 

 

“States should not restrict encryption (…) which facilitate(s) and often enable(s) the rights to 

freedom of opinion and expression (…) States should avoid all measures that weaken the 

security that individuals may enjoy online, such as backdoors, weak encryption standards and 

key escrows”
277

 

 

167. Undermining encryption seriously jeopardises the security of technologies, their users, and 

modern digital society as a whole. David Anderson found:  

 

“Few now contend for a master key to all communications held by the state, for a 

requirement to hold data locally in unencrypted form, or for a guaranteed facility to insert 

back doors into any telecommunications system. Such tools threaten the integrity of our 

communications and of the internet itself.”
 278

  

 

However, these practices would indeed be the consequence of clause 226 in the Bill. The 

Information Technology Industry Council (ITI), which represents 62 of the largest technology 

companies worldwide including Apple, Microsoft, Google, Samsung, Twitter, and Facebook 

released a statement following the publication of the draft Bill in defence of encryption:  
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Encryption is a security tool we rely on every day to stop criminals from draining our bank 

accounts, to shield our cars and airplanes from being taken over by malicious hacks, and to 

otherwise preserve our security and safety. We deeply appreciate law enforcement's and the 

national security community’s work to protect us, but weakening encryption or creating 

backdoors to encrypted devices and data for use by the good guys would actually create 

vulnerabilities to be exploited by the bad guys, which would almost certainly cause serious 

physical and financial harm across our society and our economy.
279

  

 

168. In a recent research paper by world leading technologists, it was concluded that US and UK 

governments’ proposals to achieve “exceptional access” to encrypted communications would 

“raise enormous legal and ethical questions, and would undo progress on security at a time when 

Internet vulnerabilities are causing extreme economic harm”.
280

 Security experts agree. In a 

recent op-ed for the Washington Post Mike McConnell, the former Director of the NSA, Michael 

Chertoff, former Secretary of Homeland Security and William Lynn, the former Deputy Secretary 

of Defence argued that, in order to protect economic and national security, encryption should not 

be undermined for Government surveillance. They concluded, “(w)e believe that the greater public 

good is a secure communications infrastructure protected by ubiquitous encryption at the device, 

server and enterprise level without building in means for government monitoring”.
281

 

 

169. There is increasing awareness in the US of the dangers of undermining encryption for mass 

surveillance purposes. A recent draft opinion paper on strategic approaches to encryption from 

the National Security Council argued that “(o)verall, the benefits to privacy, civil liberties and 

cybersecurity gained from encryption outweigh the broader risks that would have been created by 

weakening encryption”. The NSC concluded, “the Administration will not seek legislation that 

compels providers to enable government access to encrypted information, even pursuant to lawful 

process”
282

.   Apple’s Chief Executive Tim Cook has argued against government attempts to 

‘backdoor’ (i.e. seek or create vulnerabilities in software to achieve unauthorised access) 

encryption, explaining, "(t)o protect people who use any products, you have to encrypt (…) Any 

backdoor is a backdoor for everyone (…) Opening a backdoor can have very dire 

consequences”
283

. The UK’s national cybersecurity, identified as a tier-one risk in the recent 

Strategic Defence and Security Review, is an increasingly critical element of our national security 
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that “underpin(s) many of the other risks we face”.
284

 As stated by the Information Technology 

Council, “weakening security with the aim of advancing security simply does not make sense”.
285

  

 

170. In addition, the Software and Information Industry Association (SIIA) submitted written 

evidence to the Science and Technology Select Committee regarding the Draft Bill, seeking 

clarification on provisions relating to encryption, and expressing concerns about the pressure to 

respond to similar requests from multiple governments:  

 

Should Western democracies require “backdoors,” companies will not have a credible 

reason not to provide backdoors to other countries.  This increases the exposure of 

critical infrastructure and individuals to attacks and spying from nation state actors, as 

well as from terrorists and criminals.
 286

  

 

171. The free software community Mozilla, whose web browser ‘Firefox’ encrypts 100 billion 

individual web data transfers every day, also submitted written evidence expressing the same 

concern.
287

 

 

172. “The voice of the internet industry”, the Internet Service Providers Association (ISPA) 

expressed concern that “attempts to undermine encryption could damage user trust in online 

services”.
288

 Indeed, if the provision to force removal of encryption is passed it is very likely that 

users – particularly those in sensitive sectors such as law, journalism and health - will move away 

from UK technologies and towards providers based in countries that do not undermine security, 

thus damaging the UK’s digital economy. Furthermore, some UK providers may have to 

discontinue services if they do not wish to mislead customers as to the security features or if their 

product design does not include a mechanism by which to remove users’ encryption.  

 

173. Anyone intent on evading surveillance need not rely on a telecommunications service to 

provide encryption, but can easily use open source encryption software with personally generated 

and managed keys. This type of client-side encryption, typically used to encrypt files and email 

communications, is independent of third party providers, and as such would remain unaffected by 

this legislation. The proposal to force telecommunications operators to allow government access 

to masses of encrypted communications, by an offline analogy, is akin to forcing every locksmith 

to retain duplicates or a master key to thousands of houses to enable suspicionless property 

searches. By any usual test, this would not be considered a necessary or proportionate measure.  
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Recommendations 

 Liberty believes the power to force the removal of, or in any way undermine, encryption over 

entire communication services indiscriminately denies millions of people the right to privacy, 

and jeopardises freedom of expression. Therefore, Liberty believes that the requirement to 

remove electronic protection should be removed from clause 226. 

 We concur with David Anderson’s view that “(f)ar preferable, on any view, is a law-based 

system in which encryption keys are handed over (…) only after properly authorised 

requests”.289 This should be a tightly regulated power subject to judicial authorisation, and 

exercised only in the interests of investigating serious crimes. Anderson argued that the 

best way to set an example to other nations, thus protecting international cybersecurity, is “by 

demonstrating an ability to patrol those spaces in tightly defined circumstances, and with 

sufficient safeguards against abuse”.290 
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Intelligence Sharing 

 

174. Liberty is disappointed that the Bill is silent on the intelligence sharing relationship between 

the Agencies and foreign intelligence agencies, in particular the Five Eyes. The ISC noted that the 

Bill “does not, therefore, meet the recommendations made in the Committee’s Privacy and 

Security Report that future legislation must set out these arrangements more explicitly, defining 

the powers and constraints governing such exchanges”.
291

 The ISC strongly recommended that 

international data sharing be included in the revised Bill, remarking that “the proportion of 

intercept material obtained from international partners is such that it is not appropriate to 

exclude it from legislation which purports to cover interception”.
292

 However, international 

raw intelligence sharing remains absent from the revised Bill.  

 

175. The Reviewer’s report described an “international trade in intelligence” between the Five Eyes 

partners – the UK, USA, Canada, Australia and New Zealand. Insofar as material gathered by the 

British services is shared with other countries, the report explained that the security services take 

the view that under their founding statutes, information can be shared if it is “necessary for the 

purpose of the proper discharge of the security and intelligence agencies’ functions” and that 

when it is considered that this test is met certain RIPA safeguards apply. However, the report 

concluded that “in practical terms, the safeguards applying to the use of such data are entirely 

subject to the discretion of the Secretary of State.”
293

 The report also stated that RIPA imposes no 

limits on the sharing of communications data obtained from service providers with overseas 

governments, although the Acquisition Code provides some guidance for dealing with requests for 

information.
294

  

 

176. RIPA and the Codes of Practices are silent on British services receiving or accessing 

information from foreign services, with the security services only limited by the “general 

constraints” on their actions in various statutes.
295

 It was only during the course of Liberty’s legal 

action against the security services in the IPT that limitation information about the way in which 

the security services approach such situations was revealed.  In its first finding against the 

Agencies, the IPT held that prior to these disclosures, the framework for information sharing was 

not sufficiently foreseeable and was not therefore “in accordance with law”. The Tribunal held that 

as a result of the fact that the litigation had resulted in disclosures of information, the security 

services were no longer acting unlawfully when accessing information from the U.S.. 
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177. David Anderson’s report recommended that information sharing with foreign countries be 

subject to strict, clearly defined and published safeguards.
296

 The report added that the “the new 

law should make it clear that neither receipt nor transfer as referred to in recommendations 76-77 

above should ever be permitted or practised for the purpose of circumventing safeguards on the 

use of such material in the UK”.
297

 Such safeguards and guarantees are notably absent from the 

Bill. 

 

Recommendation 

 Liberty believes that intelligence sharing with foreign countries should be subject to 

strict, clearly defined and published safeguards, as per any treaty. This requirement 

must be statutory, on the face of the Bill, if the Bill is to adequately cover interception, and 

safeguard against previous abuses of international data sharing to evade safeguards in UK 

law.  

 An essential safeguard to international intelligence sharing must be a prohibition on sharing 

intelligence where there is a risk that it could facilitate actions that would be unlawful 

in the UK. This would help to protect against the risk that UK intelligence may lead to human 

rights abuses such as torture or execution.  
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Oversight 

178. The Bill proposes that the Investigatory Powers Commission (IPC) will replace the 

Interception of Communications Commissioner Office (IOCCO), the Office of Surveillance 

Commissioners (OSC) and the Intelligence Services Commissioner (ISCom). Their roles will be 

divested in the newly created Investigatory Powers Commissioner and fellow Judicial 

Commissioners who will therefore have dual responsibility (a) for reviewing Secretary of State and 

chief constable surveillance warrants and (b) for oversight of the use of intrusive powers. The IPC 

is additionally required to keep under review any aspect of the functions of the Agencies as 

directed by the PM
298

 and these directions need not be published if PM considers it would be 

contrary to the public interest or prejudicial to the three grounds or the continued discharge of the 

functions of any public authority whose powers are reviewed by the IPC. The IPC must make an 

annual report to the PM about the carrying out of the functions of the JCs 

179. However, this confuses the roles of authorisation and oversight. It is constitutionally 

inappropriate for those involved in the decision-making process to also bear responsibility for 

oversight of those decisions. The conflation of these responsibilities gives rise to a conflict of 

interest. This is demonstrated by clause 205, which imposes obligations on Commissioners not to 

act in a way that may inhibit the effectiveness of particular operations when undertaking oversight 

functions. JCs are then told to disregard these obligations in circumstances where the JC is 

involved in reviewing warrants. 

180. The Home Office has refused to establish an independent Intelligence and Surveillance 

Commission as a statutory oversight body, despite recommendations from the Joint Committee 

and the Government’s Reviewer of Terrorism Legislation, David Anderson QC. Instead, it has 

retained the proposal of a team of Judicial Commissioners, appointed by the Prime Minister, 

funded by the Home Secretary, to both authorise and oversee the use of investigatory powers. 

The Home Office has dismissed recommendations that the Judicial Appointments Commission or 

the Lord Chief Justice appoints Judicial Commissioners; that their dual functions are separated for 

proper, independent oversight; and indeed that “it is inappropriate for the Home Secretary alone 

to determine the budget of the public body which is monitoring her exercise of surveillance 

powers”. This authorisation and oversight proposal will clearly be unable to inspire public trust. 

Recommendation 

 Liberty supports the consolidation of the byzantine model of surveillance oversight currently 

provided by several commissioners. However we are deeply concerned the Bill hands over 

these oversight functions to the newly created body of JCs, whose primary role is 

authorisation. JCs’ independence and perceived independence will be wholly 

undermined by the clear conflicts of interest that will likely arise on a regular basis. We 
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believe that oversight of intrusive powers should be vested and consolidated in a new 

commission independent from the IPC, IPT and Executive. 

 A new oversight body should be staffed with legal and technical experts, and empowered 

with access to technical systems
299

 of all relevant bodies, including those within CSPs,
300

 

to assist audits, inspections and inquiries. It should publish data on the use of all 

investigatory powers at regular intervals, and the value of their use.
301

 

 Given the extraordinary risks within the powers proposed, we concur with the Muslim Council 

of Britain’s recommendation that it should have an explicit duty to report on discrimination 

in the implementation of investigatory powers.
302

  

 A new oversight body should establish an effective channel whereby staff within public 

authorities and relevant CSPs can direct complaints,
303

 concerns or other evidence 

regarding conduct proposed or undertaken, in confidence and with protection from 

prosecution or persecution.  

 The strict new offences of disclosure in the Bill should be balanced by a public interest 

defence clause. This would significantly improve public trust.  
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Post surveillance notification 

181. In order to ensure accountability for investigatory powers, Liberty believes that the body 

charged with oversight of investigatory powers should be under a mandatory statutory duty to 

notify those subjected to surveillance in circumstances where disclosure would not damage the 

public interest. At present, public knowledge of lawful or unlawful surveillance only comes to light 

as a result of a chance leak, whistleblowing, ad hoc notification or public interest litigation brought 

by Liberty and other NGOs and concerned citizens. This is deeply unsatisfactory.  

182. Post-notification is evolving as an international standard for Government surveillance 

legislation. If a person’s Article 8 and other HRA protected rights have been infringed, in order to 

have access to an effective remedy as required under human rights law, the person must first be 

made aware of a possible breach. This was stated by the ECtHR in Klass v Germany in 1978 and 

reiterated in Weber and Saravia v Germany in 2006: 

 “The Court reiterates that the question of subsequent notification of surveillance 

measures is inextricably linked to the effectiveness of remedies before the courts and 

hence to the existence of effective safeguards against the abuse of monitoring powers, 

since there is in principle little scope for recourse to the courts by the individual 

concerned unless the latter is advised of the measures taken without his or her 

knowledge and thus able to challenge their legality retrospectively” (see Klass and 

Others, cited above, pp. 26-27, § 57).
304

 

183. In Zakharov v Russia the ECtHR found that that judicial remedies for those subjected to 

interception in Russia were generally ineffective, particularly in light of the total absence of any 

notification requirement with regard to the interception subject, without any meaningful ability of 

retrospective challenges to surveillance measures. In Szabo and Vissy v Hungary the Court held: 

“As soon as notification can be carried out without jeopardising the purpose of the restriction 

after the termination of the surveillance measure, information should be provided to the 

persons concerned…In Hungarian law, however, no notification, of any kind, of the measures 

is foreseen. This fact, coupled with the absence of any formal remedies in case of abuse, 

indicates the legislation falls short of securing adequate safeguards.”
305

 

184. Post-notification is particularly important and urgent given the recent judgment handed down 

by Investigatory Powers Tribunal in the Human Rights Watch and Others case in which the 

Tribunal introduced a new hurdle for IPT applicants.
306

 Those wishing to apply to the Tribunal now 

have to show that “due to their personal situation, [they are] personally at risk of being subject to 

such [investigatory powers] measures”. In this case, the Tribunal found that six NGO claimants 
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 Weber and Saravia v Germany, 2006, application 54934/2000, paragraph 135.  
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 Szabo and Vissy v Hungary, paragraph 86. 
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 [2016] UKIPTrib15_165-CH available at - http://www.ipt-
uk.com/docs/Human_Rights_Watch_FINAL_Judgment.pdf     

http://www.ipt-uk.com/docs/Human_Rights_Watch_FINAL_Judgment.pdf
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could demonstrate that they were at risk of being subject to such measures but that more than 

600 private individuals could not.  

185. Notification of surveillance is also important to reassure customers. Communications 

providers in the United States such as Microsoft and Twitter are currently engaged in legal battles 

on this matter.  

186. The Bill provides a new power for the Investigatory Powers Commissioner to inform someone 

subjected to a surveillance error by a public authority (but not a CSP) if the IPC is made is aware 

of it; considers it sufficiently serious; and that it is in the public interest; and that it does not 

prejudice national security, the prevention or detection of crime, the economic well-being of the 

UK, or the continued discharge of the functions of any intelligence service.
307

 For it to be serious it 

must have caused ‘significant prejudice or harm to the person concerned’. The Bill states that a 

breach of the HRA is not sufficient for an error to be considered a serious error.
308

 Before making 

its decision the IPC must ask the public authority responsible for the error to make submissions to 

the IPC about the matter concerned. This is a narrow, arbitrary and highly discretionary power 

that will relate only to the most serious errors that the JCs discover during their very limited audit 

of the use of surveillance powers. It highlights the conflicted position that JCs may find 

themselves in and it does not discharge the Government’s human rights obligations to provide 

post-notification by default unless it can justify continued secrecy. We believe that notification, in 

circumstances where it would not jeopardise ongoing investigations and operations, is an 

international standard which the UK should adopt.   

Recommendation 

 Liberty believes that in order to ensure accountability for surveillance, JCs should be 

required to notify those subjected to surveillance after an investigation or operation 

has ended unless there is an objectively justifiable reason for maintaining secrecy.   

 Following post-surveillance notification involving equipment interference, the responsible 

authority should be liable for any damages and have a duty to restore the equipment to its 

prior state. 
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 The definition of an error includes failure to comply with requirements under this Act and in Code of 
Practice under Schedule 6. 
308

 Investigatory Powers Bill 2016, clause 207, subsection (3). 
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Reform of the Investigatory Powers Tribunal 

187. Liberty has long advocated reform of the Investigative Powers Tribunal, the secretive body 

which hears cases involving state surveillance. The Tribunal is not required to hold oral hearings; 

hearings do not need to be inter-partes; it cannot disclose the identity of a person who has given 

evidence at a hearing or the substance of the evidence unless the witness agrees. If the Tribunal 

finds against a complainant it cannot give its reasons for doing so, meaning that the individual 

does not know whether no surveillance took place or whether lawful surveillance took place, and if 

it upholds a complaint is it only required to provide the complainant with a summary of its 

reasoning. Its judgements are therefore opaque. 

Recommendation 

 As Justice noted in their 2011 report, half of the successful complainants to the IPT 

concerned cases where those concerned had been notified of surveillance. Of the three 

successful claims brought in 2015, the cases were brought only as a result of the Snowden 

disclosures. To this end, the most significant reform that could improve the effectiveness 

of the IPT would be a requirement for post-notification of all targeted surveillance. 

 Liberty encourages parliamentarians to establish a principle of open proceedings in the 

IPT, with the option for the tribunal to determine that closed or partly closed hearings are in 

the interests of justice. The opposing parties should be made aware of any request for a 

closed hearing, or to submit closed evidence. In cases where closed sessions are necessary, 

the IPT should appoint a Special Advocate to represent the interests of the excluded 

party.  

Appeals 

188. Liberty welcomes the granting of a right of appeal from the IPT in the Bill which inserts new 

clause 67A RIPA. This creates a right of appeal and specifies that leave to appeal will only be 

granted if the appeal would raise an important point of principle or practice or there is another 

compelling reason for granting leave. Leave for an appeal can be granted by the Tribunal or the 

Court that would hear the appeal.   

Recommendation 

 Liberty believes that the right of appeal should be extended to cover any IPT ruling on a 

point of law, as was the case in Liberty’s recent claim in the IPT.  

 Liberty further advocates that the IPT should be given the power to make a declaration of 

incompatibility under the Human Rights Act 1998 and notes that David Anderson 

supported this recommendation. 
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ANNEX: A review of the necessity of bulk powers 

 

Liberty has long been concerned at the lack of any independent evidence that mass surveillance is 

necessary to prevent loss of life and other human rights violations. If anything, whistle-blowers’ 

testimony and first-hand evidence increasingly suggests it actually makes it harder for security and 

law enforcement agencies to do their jobs effectively. Of the Five Eyes nations – an intelligence 

alliance comprising the UK, USA, Australia, Canada and New Zealand – only the USA has 

commissioned independent expert panels to consider the necessity of bulk powers. They found the 

US domestic bulk phone records programme did not contribute to a single counter-terrorism 

investigation in any way that targeted methods could not have done – so Congress shut it down. 

 

Basic requirements of a review 

 

Liberty cautiously welcomed the Government’s belated concession earlier this month that it would 

permit a review of its evidential basis for bulk. We set out the basic framework and requirements we 

believe are required to make that review effective and garner the confidence of politicians and public 

alike: 

 

1. The Review must examine whether any of the bulk powers have been shown to be ‘strictly 

necessary’ for the prevention or detection of a serious crime. This would mean that 

information gathered through bulk techniques was the critical factor in a successful 

investigation and that the same information could not have been accessed using a targeted 

alternative power. 

2. Those conducting the review must be completely impartial, with no preconceived ideas about 

its outcome. 

3. It must be – and be seen to be – completely independent of the Government and those who 

would use the powers. 

4. The reviewers should have diverse expertise in the relevant fields. The review can only be 

credible if they are capable of challenging and examining highly complex, technical evidence. 

5. A thorough review cannot focus only on the claimed successes of bulk power use, but must 

inspect evidence of their failures. 

6. A rigorous inquiry needs to pick apart the breadth of what “bulk interception” currently entails, 

and which, if any, of those aspects are strictly “necessary”.  

7. The review must verify the necessity of all bulk powers contained in the Bill – bulk hacking, 

bulk personal datasets, bulk interception and bulk acquisition of communications data.  

8. Any review will be insufficient unless those conducting it are able to access all the relevant 

classified information or systems in order to independently investigate and inform their 

findings. 

9. The reviewers must be given adequate time to review the case for each of the Bill’s many 

bulk powers in detail – and should explicitly note the Review’s limitations if they are not.  
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10.  The reviewers would do well to draw on the methodology of the Privacy and Civil Liberties 

Oversight Board’s report on the Telephone Records Program Conducted under Section 215 

of the USA Patriot Act in the United States. The Board examined classified evidence and 

were given demonstrations of the programs and capabilities in operation, while also engaging 

with public forums and expert panels on technological, policy and legal issues. 

 

Impartiality 

Heading the review is David Anderson QC, the Government’s well-respected Reviewer of Terrorism 

Legislation. During his five-year tenure, this already challenging role has mushroomed as the 

Government has increasingly requested the Reviewer’s comments on matters beyond his statutory 

remit. It is to Mr Anderson’s great credit that he has steered a steady course through difficult waters. 

In 2014, the Reviewer was tasked with scrutinising the operation and regulation of investigatory 

powers. In his report, A Question of Trust, he made extensive, detailed recommendations. While Mr 

Anderson was not tasked to evaluate the necessity of bulk powers in that review, after analysing case 

studies provided by GCHQ he concluded that: “They leave me in not the slightest doubt that bulk 

interception, as it is currently practised, has a valuable role to play in protecting national security”. 

Many criticised those case studies at the time, saying they simply did not contain sufficient information 

to lead to that unequivocal conclusion. Parliament’s insistence on a further review supports that. 

When asked about this directly on Twitter, Mr Anderson responded: “I am not too proud to change my 

mind”. This is welcome – a truly open mind is a vital starting point for this hugely important review. 

But, perhaps more importantly, the fact that Mr Anderson has expressed such a clear-cut view on the 

one of the review’s core questions creates the inevitable perception – however right or wrong – of a 

mind already made up, at the very least on the question of intercept powers. 

 

Institutional independence 

 

Anyone reviewing these powers must of course have security clearance. But the fact that the 

Government has delayed convening the review until this late date, and granted such a small window 

for its completion, means the pool of witnesses available to Mr Anderson is reduced to people with 

clearance – and therefore skewed toward those with current or recent ties to state institutions. Initial 

fears of a flawed review have grown since the announcement of two of Mr Anderson’s appointed 

advisers: Robert Nowill, GCHQ’s former Director of Technology and Engineering, and Gordon 

Meldrum, the National Crime Agency’s former Director of Intelligence. A panel tasked with this sort of 

inquiry must be seen as institutionally independent of the security and law enforcement agencies. 

With two of three advisers so closely associated with the agencies, this one is conspicuously not. 

 

Timing 

 

The Review team are expected to report during the summer in time for Lords consideration of Parts 6 

and 7 of the Bill. The comparable review in the US looked at just one bulk power – and took six 
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months to report. Three years after the Snowden revelations first exposed the true scale of 

undemocratic and unlawful state mass surveillance to the British public, it is difficult to believe the 

Government is acting in good faith. Anything less than a thorough, comprehensive and procedurally 

irreproachable review will do a disservice to this important public debate. But, by undermining due 

process from the start, the Government has set the panel what looks like an impossible task. 

 

 

 


