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1 Introduction

1.1 On 3-5 June 2019, IPCO conducted its third inspection of the [TE] at MI5. This
followed two previous inspections conducted on 18-22 March 2019.

2 Inspection Methodology

2.1 Present from IPCO: [five Inspectors and a member of the Technology Advisory Panel].
[The member of the Technology Advisory Panel] returned to MI5 on 13 June to examine
in detail the [an internal compliance exercise].

2.2 During this inspection IPCO focused on progress made against previous
recommendations and received a series of detailed briefings from the various [teams]
within MIS that make use of the [TE]. These briefings were supplemented by a
significant volume of documents outlining policy and progress.

3 Key findings
3.1 Recommendations
3.1.1 The key recommendations arising from the inspection are listed in Table 1 below.

See also annex A, which makes clear which of these recommendations flows from
the recommendations made in our last inspection.

Number | Reference | Recommendation Recommendation type

[REDACTED]

Core recommendation:
R1 5.5.5 improvement must be
made

MI5 must urgently complete work to
understand the extent to which
warranted data is held [in_the TE] and
initiate a process to delete any non-| Eare recommendation:
R2 5.7.7 compliant data. This should include an improvement must be
early meeting with IPCO including a made
Technology Advisory Panel member to
provide a progress update ahead of the
next [TE] Inspection.

[REDACTED)]
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MI5 should continue to press ahead with
work to mitigate the issues around
warranted data [in _a particular areal
highlighted in Recommendations 1 and .
) Recommendation:
R3 51.6 5 of our previous report [REDACTED]. observed potential for
improvements
[There should be a review to see if
greater clarity could be provided Recommendation:
R4 5.2.8 regarding [REDACTED] observed potential for
improvements
[Consideration should be given in a
particular area to adopting an approach Recommendation:
R5 534 to speed up the review process] observed potential for
improvements
[Period checking should take place] PP
R6 5.11.1 observed potential for
improvements
[REDACTED]
Recommendation:
R7 0 observed potential for
improvements
MI5 should provide IPCO with regular z 8
updates regarding [departmental Recommendation:
R8 5.3.8 ; s request for further
reviews] highlighting any concerns A
around non-compliant behaviours.
[MI5 should brief IPCO on the findings
¢ of a particular review into the security of Recommendation:
R9 5.8.2 particular set of data held in a particular request for further
environment information

Table 1. Key recommendations resulting from inspection

4 Actions taken on previous recommendations

4.1 Progress against previous recommendations, along with an update to those of our

[REDACTED]
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previous recommendations which are still outstanding, is summarised in the annex.
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5 Inspection findings
5.1 [Data storage]

5.1.1

5.1.2

[We previously recommended urgent action to address the presence of warranted

data stored in a particular areal.

MI5 has made considerable progress against this recommendation and [the
compliance risk] is now largely mitigated. In particular, MI5 has implemented a
[process to analyse warranted data in _a particular area and to delete it where
required]. MI5 has provided further details on this process in the regular [summaries
on the TE work] shared with IPCO.

[MI5 is adopting processes].

[There are new business processes in place for the use of TE, and the reviews being
run by individual departments.]

MI5 told us that they can now [REDACTED]. [Al the next TE inspection we intend to
fest the processes and inspect relevant business areas).

[REDACTED]. A pilot (supported by [the department for information, security,
compliance and strategic policy]) is starting in [a_month in 2019] to test the
reliability of this approach. [REDACTED]. MI5 hope it can be expanded for wider
compliance assurance and replicated across other [departments].

[MI5 should continue to press ahead with work to mitigate the issues around

warranted data in this area as highlighted in Recommendations 1 and § of our
previous report. At the next TE inspection we intend to test the reliability of this

approach]

[REDACTED]
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5.2 Business processes for warranted data

5.2.1

5.2.2

5.2.3

5.24

5.2.5
5.2.6

52.7

5.2.8

5.2.9

We previously recommended that MI5 urgently complete the roll-out of business
processes governing the handling of warranted data in the [TE] within [departments]
(R2, R6 and R7 our previous report).

We are satisfied that MI5S has implemented the necessary business processes
set out [af “Annex H”] [REDACTED], and that these have been set out in
writing as stipulated.

Each process involving warranted data in [the TE] has been mapped and recorded
with [information management teams] in individual [departments].
Users can then work within that process without further reference to the
[information management teams] or compliance team. Any
actions involving warranted data in [the TE] which are not covered by an existing
process must be [recorded]. This includes, for example, the retention of data in a
file share beyond the agreed retention period as it applies [in the relevant business

area|.

During the inspection we received a high level briefing on progress to date and
detailed briefings from each of the [departments] regarding their processes for
handling warranted data [and monitoring compliance within the same]. This included
two [demonstrations]. In the demonstrations] we were satisfied that the processes
demonstrated were compliant with section 53 safeguards.

[MI5 are still implementing new processes involving warranted datal.

[TE training sessions and guidance have been provided.]

MI5 Legal Advisors have approved the [TE] guidance provided to [departments], and
have agreed the principles which formed the basis of all the [department] processes
were compliant with IPA section 53. They then reviewed and advised on the
[department] processes and will be consulted on new processes. This should ensure
that all these processes both current and future, are compliant with the section 53
safeguards.

Having reviewed the warranted data handling processes in use in |[a
department], we observed that the wording used in some of the process flow
maps was ambiguous and did not clearly differentiate [between particular types of
handling warranted datal.

[The department] should review the wording in their process flow diagrams
to see if greater clarity could be provided [in differentiating]

MI5 have begun to run assurance checks against these processes (/5.3 (referred to
in the report as 4.3 due to a presumed typographical error] below), but cautioned that
this will take time to complete; for example, it will take [the department a period of
time] to conduct this assurance. [MI5 is also seeking longer term cultural change to
have users reach a deep understanding of the relevant IPA safequards].

5.3 [A type of review]

5.3.1

[Each department adopts a tailored approach to reviews.]

[REDACTED]
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5.3.2 [REDACTED]
5.3.3 [REDACTED]
5.34 [REDACTED]

[REDACTED]

5.3.5 [REDACTED]

5.3.6 [REDACTED)]. [Departments] are working together to ensure consistency on [reviews]
and on the use of RAG status to ensure consistency [REDACTED]. They are also
developing consistent language [REDACTED].

5.3.7 Mi5 told us there would be improvements [REDACTED] to ensure processes
were still fit for purpose and that they plan to relaunch their generic [TE] Guidance
in updated version in due course.

5.3.8 [REDACTED]. We have asked MI5 to provide us with results of [reviews] so that we
can see whether there are any emergent compliance issues.

MI5 should provide IPCO with regular updates regarding [reviews highlighting
any concerns]

5.4 [REDACTED]
5.4.1 REDACTED]
5.4.2 [REDACTED]
5.4.3 [REDACTED]

5.4.4 [REDACTED]

[REDACTED]
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[REDACTED]

[REDACTED]

5.5 [File shares]

5.5.1

5.5.2

5.5.3

5.54

555

In our previous report, we requested an inspection of file share structures in use by
those [departments] which make most use of the [TE] (R8 of our previous report).

During the inspection we received detailed briefings from each [department] that
make use of the [TE]. We were shown the file share structures in place for each
[department]. Staff have been trained in the use of these structures and compliance
is checked [REDACTED].

Overall, the file share structures were appropriate and [used correctly]. However
there was one area of concern [REDACTED].

[REDACTED].

[REDACTED]. We concluded that [this area of concern] represents a potential
compliance risk.

[REDACTED]

[REDACTED]
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5.6 Legacy data deletion

5.6.1

5.6.2

We previous recommended that MI5 provide regular updates on their project to
delete “legacy” data from the [TE] (R9 of our previous report).

MI5 advised us that the deletion of legacy data in [the TE] was on track and have
provided further details in their regular [summaries of TE] remediation work which

bear this out. [REDACTED] [Scanning and deletion of data was taking piace].

5.7 [Data] storage

0.1

5.7.2

5.7.3

5.7.4

5.7.5

5.7.6

W

Following our previous inspection, we recommended that MI5 set out their plan to
ensure warranted data held on [areas in the TE] complies with IPA safeguards (R10
of our previous report).

[MI5 are identifying data and TE areas].

In response to our recommendation MI5 conducted a survey of [a_number of TE
areas]. These [areas] were selected at random but MI5 could find
[REDACTED]. The survey did indicate that some [areas] may [REDACTED]

[TE areas often require higher user access]. The area of concern here is [a type of
storage in TE areas]. In any other case, warranted data held by [TE areas] is subject

to [wider TE work].

MI5 told us that any use [related to the area of concern above] should now
be captured by the local business processes developed as part of their [TE]
remediation work, ensuring compliant management of [warranted] data. MI5S will be
conducting a programme of [work] to verify the operation of these processes,
[REDACTED].

MI5 are taking [an_approach] to legacy warranted material, and [REDACTED].
MI5 propose to incorporate any new learning into their current guidance and
business processes to ensure that any new capabilities or future use of
warranted data is compliant with their handling arrangements.

The use of [areas in the TE] is now governed by MI5 internal processes so there
should be no new non-compliant behaviours. However, [reference to historical
warranted data contained in TE areas]. This is an area we will wish to follow up on at
our next inspection.

MI5 must [complete] work to understand the extent to which warranted data is
held in [areas] and initiate a process to delete any non-compliant legacy data.
This should inciude an early meeting with IPCO including a Technology
Advisory Panel member to provide a progress update ahead of the next [TE]
Inspection.

5.8 [A set of datal

5.8.1

5.8.2

We previously recommended that MI5 should [protect a set of] material held in the
[TE], setting out any further mitigations required (R11 of our previous report).

This is not strictly an IPA compliance issue [REDACTED]

[REDACTED]
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MI5 should brief IPCO [in relation to the findings of a particular review into the
security of a particular set of data held in a particular environment]

59 LPP

5.9.1 We previously requested advice from MI5 on whether, and to what extent, LPP items

within [warranted] data in [the TE] are covered by MI5’s inseparable LPP policy (R12
of our previous report).

5.9.2 This work is being taken forward by MI5 Legal Advisors which is [more complex in
some areas compared to others]. The previous recommendation still stands and
MI5 have undertaken to provide IPCO with a written response ahead of the next
[TE] inspection in September.

5.10 Error Reporting

5.10.1 We set out the required approach to reporting of relevant errors associated with the
[TE] ([R13 + R14] of our previous report).

5.10.2 MI5 has discovered fewer relevant errors than anticipated. We discussed MI5’s
obligations to report [TE] compliance issues formally to IPCO as an error under
Section 231 of the IPA. Following the inspection, MI5 wrote to IPCO on 3 May 2019
outlining how they proposed to report [TE] and related errors in future.
[REDACTED]. MI5 assured us that should they find any such cases they would
refer these to IPCO for consideration as a potential [error] under IPA Section [231(2)
(referred to in the report as 213(2) due to a presumed typographical error)].

[REDACTED]
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5.11 [Data storage]
5.11.1 REDACTED]

[A_sample of [REDACTED] used in the TE should be checked periodically to
ensure process compliance]

5.12 RRD

5.12.1 We noted that there was a considerable variation in the retention periods applied

by [departments] to data stored in file shares: for example [one] team retain [a
type of datal for [a_number of] years [REDACTED]. In [another team] data
retention ranges from [a number of] days in [REDACTED] to up to [a_ number of]
years for [REDACTED]. MI5 confirmed that these differing retention periods were
not reflected in the material sent to the Secretary of State. [REDACTED].

513 [REDACTED]

5.13.1 [A mitigation is] being widely, although not universally, applied (see Section 5.5

above). Good management of the Joiners Movers and Leavers (JML) process
is essential to effective [REDACTED]. In addition [REDACTED] wiil be subject to
auto deletion if not used for [a period of time].

5.13.2 [REDACTED)]. Overall, with the possible exception of [a_specific type of areal],

we are content that effective [measures] are now in place.

6 Conclusion

6.1

6.2

6.3

6.4

It is clear that MI5 has devoted considerable resources to dealing with [the TE]
compliance issues and has now made considerable progress in implementing the
mitigations set out in “Annex H” [REDACTED] which underpinned the IPC’s decision of
5 April. MI5 has also begun to make good progress in addressing [a particular
concern highlighted as a red recommendation in our April report].

MI5 has identified [a number of areas] but has made little progress [in
relation to determining legacy warranted data within the TE]. Considerable work is still
required to [implement] suitable mitigations. We will wish to have a meeting with MI5
in advance of the next inspection to better understand the ongoing compliance risks
and the approach to mitigation being adopted by MI5.

Each [department] in MI5 now has appropriate processes in place to manage the
handling of warranted data in [the TE], supported by regular assurance reviews. lt is
important that these are maintained on a long-term basis, and that [the_department
for information, security, compliance and strategic policy] identifies best practice
from the [departments] and ensures that, where appropriate, these are adopted across
the organisation.

In the light of the considerable progress made to date, we will conduct our next
[TE] inspection in September; this should allow MI5 the time to complete the
majority of mitigations currently underway. IPCO will continue to monitor progress
against its recommendations through the fortnightly [summaries] provided by MI5 and
through highlight reports received following the [department] reviews.

[REDACTED]



[@31ova3y)

[opew SSaIpoTd
a1j] 0] 0] pUBUI o/

uoljoadsuj 5 jxau ayj Jo pud
“ay7 Jv] ‘uodas snoiaaid ino
JO G puE | SUOI}EPUSWILLIODS
ul pajyBiybiy
[a310va3y] senssi ay;
a1ebniw 0} yJom yim peaye
ssald 0) snuluoo pjnoys Gl

Bulobup

swuwelboid [T ] sy} Jopun papnjoul
aq |Im 8)els ainjny sy} aaoiduwl 03 skepn
"Mojaq

podal aul ul [Ielap Ul pauiino pue Aem

lspun ale senss| Aoebs| sy} ssaippe 0}
suoiebyiw jo sequinu y "pajebiiw Ajabie|
mou si [g310va3y] dsu ay) pue eale sy}

u1 ssaiboud ajqelapIsuod apew sey G\

[a3.10va3y] [77buiufesd 1of Spuncib

JueAslal AUe Jebuo| ou aie aisy} se UoOos Se pajalsp

ST BJEp pojuBLiem Jey] a/nsus 0] o)qedijoeld Ajqeuoseal
SE UOO0S Se uojnjos e juawajduwi pjnoys Gl ‘¥

[@3Lova3y] “1y

(s)uopepuswwosal
pajepdn

uonoadsul siy3
Buimojjoy snjeyg

uoljepuawuIodal
jsuiebe ssaiboud jo Juawissasse OIdl

{610z 1udy 9Z Jo Hodau) (sjuopepuawiuodal SNojAsLd

“(uonewloyul Jaypny Joj }sanbal/sjuswiaacidiul 1o} [enuajod paAlasqo) UohepuaWWooel = uealb (apeul aq JSn SjusaAoidLll) UoIepUSUILLCDa)
2100 = Jaquie ‘(passaippe jou Ji snjejs eoueldwoo s}oeye) uojepuaLILIoal |BOUO = pal :A[aWeU ‘a|ge) SIU} Ul pasn ale SUClJepuswwo9al pspod JNojod ODdl piepuels
uonoadsuj siyj wouy Buisiie suoiepUSWIWOIDI pue suoljepuawiwosal snoiaald jsuiebe ssaiboud jo Alewwins 1y xauuy

610¢/L0/ce

[a31ovaay]




[@31ova3y]

VIN

(smainal
90UEINSSE JO
juawssasse 00dl
Bulobuo o) 108lgns)
aj9|dwon

i _ SJjusLISsasse _

GIN @y} uc sajepdn Jejnbai
10 )disoal ybnouy siuswabuelre asayj Jo
$S920NS 8} JOJUOW 0} SNURUOCI [IM ODdI
*/OJ9q pasuUeWWINS ale asay) pue [F] ayj]
Jo asn Bupjew [Sjuswipedsp] ey) jo yoes
woulj sbuiysiig psjielap paaigdal 0Od|
"(93y uonepuswwogal 88s) §1.0Z [Ldy
£z uo Bunum ur 0O d| Yyim paieys aiam
sasse00ld SSauUISNg SUINo 8y | ‘Bale SIY}

ul ssaiBoid ejqelapisuoo epew sey G\

"BalE SSaUISNg JueAs|el yoea

ui [euonesado Ajjnj) awooaq |m 10 swesaq sessasold
asay) uaym OOd| uuojul Ajjelpawiwi pue [F7 4]

Ul BlEp pajueliem Jo Bujpuey sy} Joj sesseooid ssaulsng
Jo uoneuswa|dwi ay ayejdwooa Apuabin pjnoys Gl (Z

610c/L0/cC

(@3.1ova3y]




[a31ova3y]

ETE|
ul ejep psjuesem [J310va3y] uo Aojjod mau s g Jo
syuswaiinbali Asy [g319va3x] 8y yum seijdwos ssesoid

‘uopoadsul )

owrduo0 | st eep u pessnosp siom sossaooud | U952 U A3 1108 Pous L. toodpuy o o
m . “ » . .
S8yl ‘judy gg uo sy siy} papiroid G uaaq aAey Yoiym sesssesold sseuisng [B20] 8Y) JO

Ile Azewwins e apiaoid pinoys GIA ‘610z Idy £Z Ag

Buiobup
[a3Lovaay]
[a31ovaay]
[a3.Lovaay]
[@3.10va3y]

6102/L0/cC

[a31ova3y]




[a3iovaay]

[a3.Lovazy]
smelnal [tres]] buipiebal

sajepdn Jenbal ym
09dl apiroad pinoys SN

BuiobuQ

‘[selewiuns] g\ @ul Jo
1dieoas ybnouyy ssaiboud yoeq |IIM ODdI
awljueaw ay) uj "uopoadsul }xau sy}
10 Yed se 0s op [|IM pPUE M3IAS] BJUBINSSE
ue ul ayedioiued o} 19 a1e apn 6102
aunr g-y palonNpuoo sem uonoadsul siy L

[a3Lovaay]
Aaijod mau ay) pajuswsidun aney

[stea]] uensial yoaiym 0} Jusixa ayl aulwexa o) Aep
ur uonoadsul 0O d| PB|IE1ep € S]ejijioe) PINoys G

610¢/L0/ce

[a310va3y]




[@31ovaay]

‘uonoadsu|[F1] xeu ay;
o pesye sjepdn ssaiboid
e apinoid 0] Jaquiswi jsued

Afiosiapy ABojouyss ] e
Buipnjoul 00d| Uim Bunssw

Aleas ue apnjoul pinoys

sy [a310vazy] suom
ajejdwos Apusbin 1snw g

Buiobup

[aaLovazyl
"[uorigjoe] oy buipioooe [SBa/E] suiwexa
0} @sodo.id mou Asy} pue sAISnjoUOUI

sem [SeaJe] jo Aenins |enul s, GIIA

‘spienbajes 447 pue uononJjsep

‘uonesiwiuiw yd| 8y 1esw [SBale] asay) ainsus o}

ueld Aayj moy Jno 1as pnoys Asy) ejep pajuesiem pjoy

Aew [F1 ayj ur seaie] jey) sessesse G|\ J| ‘812|dwoo si

siskjeue siy) 8ouo [F7 ay7 U7 seaJe] jo sjdwes ay) uiypm
elep Jo sisAjeue 11sy} uo 0| 81epdn pjnoys G

BuloBup

Taa1ovazyl
padinbai si jiom Jayunj Ajp)esedss pajou
se ‘JanemoH "ejep AoeBs| jo uonsiep
8y} spiemo) ssaiboud Apes)s moys
yolym seyepdn [7ejnbai] paAiaoal aAey ap)

om  A1enoosip, Jualing Jisy) uo

paseq mMalA e 0) 9Wo09 0} 9|ge usaq aAey Aay) se uoos

se [Seaie Jayjo ul] pley aq 0} A|8y1] SI Bjep pajueLem

yonw moy JO JUSWISSaSSE Jlay) uo 0Dd| apiroid pinoys

Sl "suonelpawsal [eojuyos)} Jeylo apisbuole ‘(51 a4

ui sease abeuo}s wouy ejep Aoebs| s)ejep o} Joeloid siey)
uo sejepdn ApyBiupio) yim 04| epiroid pinoys G

[a31ovazy]

Buiobup

[@3.10vazy] "peciojus pue
paiojjuow Ajgeyins Buleq sem abesn jeyy

pue sjeudoidde aiem sainjons sieys
9Jlf MaU 8] [|BISAO JBY} PaIspISU0d apA

‘[Stzea]] uopewuoyul

Jueas|ai 8y} Aq pjey spiodal [eJjuad ay) siouiw

SJUSJUOD puE 8INJONJIS JIdy) Jayleym uo Buisnooy

‘(51 2u] 10 esn Jsow axew yoym [STuetipedsp]

asoy) Ag @sn ul sainjonu)s aleys aji 8y} Jo uondedsul
Ue ajej|ioe) pinoys GI ‘uonoadsul 1xau Jno ug

610¢/L0/22

[@3lovaay]




[a31ova3y]

‘sjesodoud sy Buiuino

‘uoneBisaaul
1018 ue aynsuod [F7 ayj] jo suonoadsul Bujobuo

V/N sjeidwon $,00dl Yons se pue ‘(g)gez uonoss vd| Jepun Joii ue Jo
6102 ABI € U0 ODd| O} 104 GIN uoljeouijou 31n}su09 [F7 agj] Jnoge sainsojasip snolaaid
Jey) 1es|o axew 0} 0DdI 0} Sjum pinoys Gl
[Go1ie jeaiydeibodA]
pawinseld e 0] enp ¢J)cL¢ Se jodal ayj ul 0] polidjal
TzJ1€z] uonoss yd| 18pun Joua snolas |enusjod
B SE UOIJEIapISUOD 10} ODd| O} SIy} Hodeu pjnoys Aay)
VIN 9)e|dwon S wao.:mmm».m_qcm.mo ] ‘S|ENPIAIPUI 1O [BNPIAIPUI UB O} pasned uaaq sey wiey
48] 0Ol utiog i hay | d n_m_..w_.wwom_w_ 10 @o1pnfaid snouss ‘[F7 ayj] ul swajgoid eoueldwod jo
UOREPUSLILLIOOSI SI} pejdeooe SBUSIIN | ynsa) e se ‘yeuyy Auep! GI pinoys [BURHOGaY 10475
Jaquis)deg
a1 M _ Ew_.“uwmmm_ mmﬂ_&mm 4 '0S Op 0} paJinbal JI sSway yons aje|ep
mﬁm : E,EM ws . - spaniliies pinom Aeyy moy Ino Jes pjnoys G ‘Jou i ‘Aajjod dd
W cw 02dl P! Buiobugp i S o_ommﬁ — a|qeJedasul s,G|IN Ag paianoo aie [F] ayg]] ul pjey ejep
w0 o e AR jeng s pejueLEM [0 LOVATN] UM SWe) dd ‘Jusixe Jeym
st ol A -~ 0} PUB “JaU}dym Uo 92IAPE LY)IIM LaASI pInoys GlIN
Buiobup
6102 aye) [Im Aay) suonebiyiw Jayuny Aue

uri81e; 00dl #8H4q o} GIN]

[61.02 Ul 1578] 5147 SSToSIp [ji OO

N0 jes [q310va3ay] pinoys G "[eusiel jo jes ]

6102/L0/2¢2

[a31ova3y]







