
Witness: 51S Witness 

Party: 1St  and 2nd  Defendants 

Number: 1 

Exhibit: [ ] 

Date.: 04.02.2019 

IN THE HIGH COURT OF JUSTICE 
	

Claim No. C01105212017 

QUEEN'S BENCH. DIVISION  

ADMINISTRATIVE COURT  

BETWEEN: 

THE QUEEN.  

on the application of 

LIBERTY 

Claimant 

-and- 

(1) SECRETARY OF STATE FOR THE HOME DEPARTMENT 

(2) SECRETARY OF STATE FOR FOREIGN AND COMMONWEALTH AFFAIRS 

Defendants 

WITNESS STATEMENT OF SIS WITNESS 

I, SIS WITNESS A, fDeputy Director in the Secret Intelligence Service], of  

 WILL SAY as follows: 

1. In my current role, I oversee: the compliance of Secret Intelligence Service (SIS) 

operations with the law and. other relevantguidance and directives. This role 

includes overseeing the Service's reSponseAc disclosure requests related to inquiries. 

such as this one In this capacity, 1 provide assurance. to O, the Service's Accounting 

-719- 

IN THE HIGH COURT OF JUSTICE 

QUEEN'S BENCH DIVISION 

ADMINISTRATIVE COURT 

BE1WEEN: 

THE QUEEN 

on the application of 

LIBERTY 

-and-

Witness: SIS Witness 

Party: 1 st and 2nd Defendants 

Number: 1 

Exhibit: [ ] 

Dc;1te: 04.;02.201.9 

Claim No. CO/105212017 

Claimant 

(1) SECRETARY OF STATE FOR THE HOME DEPARTMENT 

(2) SECRETARY OF STATE FOR FOREIGN AND COMMONWEALTH AFFAIRS 

Defendants 

WITNESS STATEMENT OF sis· WITNESS . 

· 1, SIS WITNESS A, £Deputy Director in the Secret Intelligence Service], of  

 WILL SAY as follows: 

1. In my current role, I oversee the compliance of Secret Intelligence Service (SIS) 

operations with the law andotherr'elevantguidance and directives. This role 

includes overseeing the Service's res.ponseto disclosure requests related to inquiries. 

such as this o_ne. In tf-\is capacity, I provide assurance. to 0 1 the Service's Accounting 

-719-



Officer, that we are effectively meeting our legal obligations. I am authorised to. make 

this Witness statement. on behalf of 'SIS. The contents of this statement are true to 

the beSt of my knowledge. and belief. Where matters are not. Within my direct 

experience, they are based upon.dOcurrientation made available to me and 

discussions With others within SIS. This is the first witness statement, that I have 

made in these proceedings. It should bejea.cl in conjunction with the statements. 

provided by the Home Office, MI5 and GCHQ.. 

Use of Powers 

2. The role of SIS, as set' out in the ISA 1994, is to provide. Her Majesty's Government' 

with a global covert 'capability that facilitiiates the..colle.ction of secret intelligence and 

mount operations overseas to promote arid defend the national security and. 

economic wellbeing of the United KingdOm, and to prevent and d.ete.ct serious crime. 

All SIS activity under the Investigatory Powers Act 2016 is related to those statutory 

. functions. All SIS officers. undergo mandatory 'compliance training and compliance is 

Mo.nitored by internal audit systems. 

Arrangements under the Investigatory Pewees Act 2016 ("the Act") 

.3:. The Claimant in the.s.e. proceedings is challenging powers. in Parts. 3., 4;  5;  6 and 7 of 

the Act, including powers for.the. Secretary of State or the Scottish' Ministers to issue 

warrants under Parts 6 and 7 'of the 'Act to the Intelligence Services. Parts 5, 6 

and 7 of the Apt relate to .targeted eqUipment 'interference, bulk interception, bulk 

acquisition of communications data, bulk equipment interference and the retention 

and examination of bulk 'personal datasets ("BPD").. 

4: SIS has set out in writing details of the' safeguarding' arrangements it has in place. 

before the issuing authority can issue a viiarrant under the relevant powers in the Act. 

These documents- are usually referred to, as "Handling Arrangements": 'Where these 

Handling Arrangements have been reflect on to date, they have been .approved by the 

relevant Secretaries of State. The in.vestigatOry Powers Commissioner has been 

provided. a copy of these arrangements W parallel. 

SIS Handling Arrangements - 

5. Details of the safeguarding .arrangemerts which SIS currently has in place for to 

ensure its compliance with the provisiOnS of the ACt are set. Out in a document: entitled 

.............. ,. ____________ _ 

Officer; that w.e are effectively meeting O½lr legal qblig.gtions. I am authori$ec;I to. mak.e 

this Witness statement on behalf of ·SIS. ·the contents of this statement are true to i . . 

the best of my .knowledge and belief. Wt{ere matters are not within my direct 

experience, they are .based upon. documJtntation :made available to me and 
! . 

dis.cussi:ons with ofhers within SIS. This i,s the first witness statement that T have 

mad~ in these proceedfngs. ft shoL1Jd be fead in conjunction wlth the statements 

provided by the Home Office, Ml5 and GQ)HQ. 
' ; 

Use of Powers 

i 

i 
2. Th.~ role of SIS, as set out in the ISA 1994, is to provide. Her Majesty's Government 

with a giobal covert capability that fadlit~1te.s the colle.ction of sec:ret intellig.ence and 

mou.nt operations overseas to · promote ahd defend the nati.onal security and 
. - ! 

ecol'lor'nic wellbeing of the United Kingdd1m,. and to prevent and detect serious crime. 

All SIS a~tivify under the Investigatory Powers A-et 2016 is relaf.ed to those statutory 

. f1.mction.s. All SIS officers undergo mand~tory compliance training and compliance 'is 

monitored by internal audit systems. 

Arrang~ments. under the Investigatory Poweiis Act 20.16 ("the Act") 

.3:. The Claimant in -the.se proceedings is chbllenging powers. in Parts. 3, 4; 5; 6 and 7 of 

the Act, including powers for the Secreta'.ry of State or the Scottish Ministers to issue 
i 

warrants under Patts s,· 6 and 7 of 'fhe JA.et to the Intelligence Services.. Parts 51 6 
anq 7 of the Act relate to .targeted eq~:ipment ·interference, . bulk interception, bulk 

' 
acquisition of communications data, bul~ equipment interference and the retention 

and examination of butk·personal datasets: ("13PD''.). 

4. SIS has set out in writihg details· of fhe! safeguarding arrangements it has in plt1ce 
j . 

. before ~he issuing authority can issue a vrarrant under the relevant powers tn the Act. 

These documents are usually referred to: as ;'Handling Arrangements"'. Where these . . 

.Handiing Arrangements have been relied; on to date, they have been approved by the 

relevant' Secretarie$ of St.ate. The .lnv~stig:at!Ji"Y Powers Commissioner has been 
' 

provided a copy of these arrangements i~t parallel. 
r 

SIS Handling Arrangements 
~ 

5. Details of the safeguarding arrangeme~ts which SIS currently has in place for to 

eAsu·re its compliance with the provision~ of the Act are set. out in a document entitled 
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INVESTIGATORY POWERS ACT 2016 SIS HANDLING AND SAFEGUARDING. 

ARRANGEMENTS", a copy of which is attached. This document contains a limited 

number of redactions which are necessary for the protection of national security,..e.g. 

details of SIS processes which would give advantage to the U.K'S adVersaties, 

6. SIS's Handling Artarigernerits referred to above are Supported and underpinned by 

other, more detailed, internal handling arrangements and polidies. These policies 

include guidance. to SIS staff which is tailored to specific work areas and the handling 

of any material which is subject to additional safeguards, Such as journalistic 

material, material to which LPP might apply or other information which may be 

subject to additional confidentiality requirements.. Individual SIS warrants provide the 

'Secretary Of State with details of the handling arrangements relevant to the decision 

they are taking. A. copy of the application will be provided to. IPCO. The individual SIS 

internal handling arrangements and policies contain highly classified information, the 

disclosure of which would be prejudicial to national security. 

7.. The Second Defendant is aware that. SIS has. internal policies underpinning the 
Handling 'Arrangements, but has not systematically been provided with the detail or 

totality of those policies. However,. these. policies are subject to independent 

oversight by IPCO, who have been fully briefed on SIS systems and policies relevant 

to their role. IPCO can conduct'  d hoc additiOnal inspections on any policy area, and 

can draw on independent technical expertise where they deem it necessary. 

8. I am satisfied that SIS's Handling Arrangements fully comply with the requirements of 

the Act. As stated above, the Second Defendant has approved the SIS Handling 

Arrangements. 

Statement of Truth 

I believe -that the facts stated in this witness statement are true. 

Dated: 4th  February 201.9 
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SECRET 
INTELLIGENCE 
SERVICE 

Foreign Secretary 

ATTACHMENT A 

INVESTIGATORY POWERS.ACT 2016-SiS HANDLING AND SAFEGUARDING 
ARRANGEMENTS 

Introduction 

1. The Investigatory Powers Act 2016 requires the Secretary of State to ensure that 
SIS has in force certain safeguarding arrangements before issuing an {PA · 
war_rar:it. This document explains the safeguarding a,rrangements that StS has in 

.. place. The Secretary of State is asked fo agree that these arrangements are 

. sa,tisfactory. The Investigatory Powers Commissioner has been sent a copy of 
these arrangements in parallel. 

2. If the Secretary of State is satisfied, SIS will n.ot ordinarily explain the relevant 
safeguarding arrangements in an appiication for an IPA warrant, rather in each 
application SIS will remind both the SecretarY of State and the Judicial 
Commissi_oner review1ng the approval of the Secretary of State that the 
safeguarding arrangements have been agreed, and th~t they will .apply to the 
warrant in question. Each Judicial Commissioner reviewing SIS applications will 
be provided with a copy of this document together with the Secretary of State'.s 
confirmation. 

3. SIS will keep these arrangements under review and will make any change to 
these arrangements known to the Secretary of State as soon as rea15onably 
practicable. 

Safeguards- required in relation to equipment interference 

4. S-ections 129 and 130 provide for safegu·ard::;; relating to the retention and 
disclosure of material obtained Under a targeted equipment interference warrant 
which are very similar, bi;.it not enijrely identical, to those in sections 5'3. and 54 Jri 
relation tp material obtained by targeted interception. 

5.. Section 129 says in relation to every targeteq equipment interference warrant 
issued, the Secretary of State, as issuing authority must ensure that 
arrangements are in force for securing that the requf rements of subsecti'ons 
129(2) and 1.29(5) are satisfied. 

6. Subsecfo;m 129(2) requires that fa relation to any material obtained under a . 
warrant - the number of persons to Whom that material is dis.closed or otherwise 
kept available, the extent to which any mater1al is disclosed or otherwise. made 

*** 
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available, the extent to which material i$ copied and the number of cbples that 
are made - is limited to the minimum n~~cessary for the authorised purposes. 

i 

7. These arrangements must include arrahg.emelits for securing that every copy 
made-of any of the material is stored, fqr so long as it is retained; in a secure 
manner. i 

; 

6, For the purposes of Section 129 something is. nece.ssary for the authorised 
pµrposes ff; :and only if, .., ! 

.a. lt is necessary on any of the gr.d.m1ds upon whiph the Secretary of State 
may consider a tar;geted eql!ip~ient interference warr~nt is. nec.essary; i . .rt 
the interests of national security\ for the purpose of pre.venting or 
detecting serious··crime, .or in th(~ interE;!~ts oftheeconomicwell-being. of 
the UK. so far as those. interests!are also relevant to-the interests of 
.national security, ! 

· b. It is- necessary for facilitating th~ carrying o.ut of any functions under the 
IPA. of the Secretary of State, the Scottish Ministers or C, as the person to 
whom StS warr~nts wlll be aodrl~ssed, 

c,. It I$ ne~essary for fc~cilitating th~ .carrying out of any functions of the 
Judicial Comrnissioners or th·e l(westrgatory Powers-Tribunal under or il1 
relation to the IPA, 1 

d. It ls necessary forthe purpose elf ll;lga_l proceedings_, or, . 
i 

e. It Is necessary forthe JDerforma~1ce of any functions of any person under 
any enactmetit. 1 · · 

9. In thTs co·ntext a copy means any copy.,!ep<l:ral:t or summary .qfthe material which 
identifies: the material :,is. having been 6,btained under the targeted equipment: 
interfe.rence warrant. and any record of the, identities bfthe persons who owned, 
U$ed or were in possession of the equipment which wa.$ lnterf13red with, in order 
to obtain that materiaL 

i 

1 o. Subsection 129(5) tequf res the destruction of 1;;very copy made of the ·,material 
obtained under a targete.d e.quipment irfterference warrant, if not destroyeq 
earlier, .~s s.cmn as its. retention is not ni;cessary, or not likely to becqme: 
necessary,_ o.n any of 'ther gro.qn,ds upon, Which the Secretary .of State may 
consider an equipment interfer:ence warrant is nec~sary; the interest$. of 
n<;ltional security, forth"\3 pllrpose ofpriventing ordetecting serious crime, or in 
the interests of the. economic well-bern~'I of the UK so far c1s thos_e interests are 
also relevant to the interests, of nationa[ security; ar;,d its retentio~ is hot 
necessary. for any of the purposes -in pqtragraph 16 b to e (above). 

i 
• l 

· 11. Section 130 iii effed give.s the Secretaiy of State discretion to decide whether, 
and if so .to what extent; {a) 'the safegu~rds requit~d by s·ubsection~ 129(2) and 
129(5), should apply to any material oblaf ned .under a warrant, or any :copy of 
any such mat~rial, tt,at is discloseq t9 ~n ov~rseas awthority. If the $ecretary of 

i 

**~ ! 
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State decides that these safeguards should apply to any extent, to any such: 
material or copy of such material, then Section 130 requires the Seeretary of 
. State to ensure that in relation to .every targeted equipment interference warrant, 
arrangements. are in force for ensuring that any material obtained under the 
warrant or any copy of any such. material is· only hc;1nded over to overseas 

. authorities if these requirements are met. 

12. In contrast to targeted interception there is no prohibition on the disclosure in 
proceedings of material obtained under a targeted equipment interference 
w~rrant (no "evidential bar''}, and therefore no equivalent arrangements are 

. required. 

Arrangements in force to satlsfythe: requirement for.safeguards in relation to the 
interception of communications and equipment interference 

. 13. The following arrangements are implemented by SIS to satisfy the requirement 
for safeguards in relation to the interception of comrnunicc;1tions and equipment 
interference material as set out above. They apply in respect of intercepted and 
equipment interference matertal to the extent that such material identifies itself as 
the prodwct of an interception or equipment interlerelice warrant. These 
arrangements are supported by SIS's *** Policy; supplemented by: detailed 
internal guidance on the handling and disclosure of intercept and equipment 
interference material, including specific arrangements for the handling of Legal 
Professionally Privileged (LPP} and confidential material. ·· · 

14. For this purpose, 'tintercept materiai" includes, but is not limited to:. 

a. original recordings of call/communication content; 
b. electronic/digital communications; 
c. secondary data obtained through interception; 
d. related systems data obtainetl through interception; 
e. any record referring to an interception which is the record of the identities 

of the person$ to or by whom the intercept material was sent, or to whom 
the communications data refates; 

t All copies, transcripts; extrc;3cts or sllmmaries of the above. 

15. For this purpose, "equipment interference material'' includes, but is not ffmited to; 

a. any data obtained from electromagnetic equipment, including 
communications, equipment datc;3 and any other information; 

b original recordings from surveillance conducted by means of equipment 
interference; 

G: all copies, transcripts, extrc;1cts or summaries of any of th.e above, 

16. These arrangements in so far as they relate to the disclosLJre of intercept material 
ano equipment interference material also apply to ·a:U disclosures· of the following, 
1trespective of whether any communication content or equipment data is 
disclosed: 

*** 
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t 
a. the existence cir contents. of c:Jn interception or equipment interfereliGe 

warrant;. I 
b. detai.ls of the issue,, renewal or ~nodifica~ion of an in~erception or 

equipment interfereliee warrant;! 
c. a:ny steps taken in pursuance .a, a warrant or a requirement to provide 

assistance in g.iving eff~ct to a 1ammt. 
i 
! 

Storage, a:c.cess and copies: 

1 T. AU intercept material _and equipment intjerference material in the possession of 
SIS Will be stored $.ecurely ih SIS _premrses which are sllbject to tlw highest 
standard of physical security . .,_ 1 

18. Members, of SIS shouJd' access i_nterce~,t material :l3nd. equipment interference 
ma~ria.l only where.and to the extentt~at lt is necessary· and proportionate in the 
-proper purs.uit ·of the SIS' s statutory furictions. I nten;ept and equipment 
.intetference material will be copied only -so fa.r a·s is necessary and prop.ort1onate 
for fhe proper discharge of the statutory functions of SIS. · 

l 
I 

19·. AU members of SIS With access to: inte~cept material and e.quipment interference 
material ari;rslibject_to a high quality s~curity vetting regime, Tndudihg enhanced 
v$tting-for syst~m aclmin1strators .. In ad/jition, all. men:,bers of SI$ with access to 
such 1nfotmatioh wfll have undertaken nelevant training, lnd]Udin_g rnahd_atory 
ti:ainiri~. where appropriat~r. f 

20. All $IS systems holding intercept tnate('i'al or eqtiiptnent interferen·ce material 
rnusfbe designed anc;l configured as fa~ possible to facilitate the effective 
application of IPA and other legal reqW:frements, in line with SIS1s "':"* policy. 

i 
. I . 

21. All intercept material and eqµipment interference material held on SIS systems 
wiii be held subject to app:ropriat~ ,,_ c9ntrols arn;:I access to _such mc:Jterial on 
SlS systems is subject to meeting the c;ondifions of 'need to know' and users. 
having: appropriate. security olearance~i Access to: intercept material and 
e.cruipment interference material hel_d W/thjn SIS systems is governecl by access 
groups with access granted on the bas\s of neoesslty for .a given tol.e. 

22. Ail user activity bn. SIS systems .is s:ubji~ct to. )nternal audit and accounting, 

Retention and Desfruotion: 

23. lnter:cept .rn.aterii;il and equipment interference material will !:>e retained if that 
retention .is, confirn,ies to be, or is likelYito become; nec.essaryfpr pµrpo;:;es set 
out in paragraphs. x and x above. · 

2.4. All intercept mc;1teric;1I :~nc! equipment interference. held by SIS is retained in 
accot-clance with SIS's ***- pQ.licy arid re,tention schedules. Su~h material i$ 
subject to regular revfew fo ensure the /ease for re.tainfng it remains necessary for 

;f::;I<~ 
l 

i 
I" 
! 
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any of the purposes specified 1h paragraphs x and-x above. Intercept material 
and equipment interfer$nce material must be deleted and scheduled for 
destruction as s.oon as it is assessed that there are no Jonger grounds for 
retainTng it as necessary, or likely to become necessary, for any of the purposes 
specified in paragraphs x and x above, 

25. Where it is possible, relevant SIS systems are configured to r;11.1tomaticaily qelete 
intercept material and equipment material after the appropriate default retention 
perioo. Where interception or equipment interference errors are i_dentified, 
relevant data is purged immediately from affected repositories. 

p:rocedures for disclosure outside of SIS: 

26. The following procedures apply for the purposes of authorising excepted 
disclosures under sections 58 and 133 of the IPA: 

27. All disclosure by SIS of intercept material and equipment interference material is 
subjectto Se.ction 2(2)(a) of the lntellfgence Services Act 1994 which requires 
that SIS disclose information to the minimum extent necessary for the proper 
discharge of its statutory functions and that no information is disclosed by .it 
except so far as necessary for the proper discharge of its functiom~. in the 
interests of nattohal security, for the prevention or detection· of sertous crime. or 
for the purpose of any criminal proceedings, 

Disclosure of *""" material 

28. -* material may be disclosed by SIS. in so far as it is .assessed to be necessary 
and proportionc!te to do so under section 2(2)(a) of the Intelligence Services Act 
1994 and in accordanc.ewith SIS's *** policy. 

Disclosure of *** material 

29. This is ,materiai the format or content of which identifies it expressly or i111plicitly 
as having beem obtained under 1;3n interception Dr equipmenfinterfetence 
warrant.. 

3d. If authorisation is obtained Where required (see paragraphs""'* below)*= 
intercept and equipment .interference material may be disclosed if, and only if, 
such disclosure is necessary; 

a. for the proper discharge of SIS's statutory functions; 
b. for the purpose of the preventlon or detection of serious crime; 
c. for the purpose of criminal proceedings; 
d. for fqcilitating th~ carrying out of any functions under the .IPA of the 

Secretary of State or Scottish Mi'nistets; 
e. for facilitating the carrying out of any functfons of the. Judicial 

Commlssioners· or the Investigatory Powers Tribunal under or in 
relation to the IP A; 

and is proportion~te to the objectfve of the disclosure. 

*** 
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31. lnterc::ept material may also be cf isclose~ if, and only if, it is or is likely to become 
nece$sary: . r 

a. to ensure that a pers~m contjlucting 2\- criminal prosecution_ has the 
information they need to detiermine what is. tequ'ired of them by their 
duty to secure the fairnes.s d,f the prosecution; or 

b; fo( the performance· of any .d_uty imposed on any person by the Public 
Records· Act 1958 or the· Public Records Act {Northern lrelano) 1923. 

·and is proportionate to the :objec;tiye oh_he discloswre. 

' i 

32. -Equipment rnt-erference material may a(so be disclosed if, •i;:ind only if; thi;it 
disclosure is or :is likely to become ned}s·s~ry: 

i 

. -a. for the- purpose of legal procbedings; 
b. ·for the.· performance of any f~Jnctions of c;1ny person under any 

enactment; · · 

and is pr.oportionate tc.! the objective of the disclosure. 
I • 

1 
Authorisation levels for disclosure of_.,,_ material 

; 

i 
33. Appropriate team leaders may; on the J1dvice of a .,,_ ( or equival.ent) or above 

member of.the 818 warr:antry te:am, distlose in{en;;ept materi.al or equipment 
interference materiai wlthout specific at;ithorisation: · -

3.4. Any officer of ",\-fr ( o~ equivalent} or'' abo~re may authorlse di$closure .of ffi 
intercept r;nateri.al or !=I material by the~1 or another: 

*** . l 

*** 

! 

35, Ari officer ofa,t least *'i<i< (or equivalent) ~ay authorise disclosure, of.,,_ intercept 
material orequipment interference ma.t~rial by them or another .officer, 

i 
i 

36. All other disclosures of the fact of interq:ept or equipment interfere.nee or of 
intercept material or equipment i'nterfer~nce. material require the. authority of a 
Director (or above) (see paragraphs x .i1nd x below). 

Further dissemination 

37, The quantity of"""" intercept ITla_terial oqequipment interference rn,;3terial disC.losed 
and the: i1um.ber of persons to whom th~ material Is-disclos·ed wtll be limited to the 
minimum necessary for the purpose fol" which disclosure is made .. 

! 
38. SIS wi.11 ensure that "kiri< intercept materl~I and equipm.i,mt interference m,;1te(ia1 .is 

· disclosetl on the following oa·sis; · 

*~ 
t 
! 

! 
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a. that it should not be further ctisi:;erninated Without the ptior authority of 
SIS; and 

b. that it-should be. returned to SIS or secµrely de$troyed once it is no 
longer needed for a purpose for which such material can be lawfully 
retained, or otherwise at the request of SIS. 

Disclosure to overseas authorities 

Disciosure of -* intercept and equipment interterence material to overseas authorities 
*** can be authorised as set out at paragraph *** 

Safeguards relating to bulk personal datasets 

39. Sections 204 ,;ind 205 require the 'Secretary of State to consioer that; in relation 
to every class bulk personal dataset (BPD) w,;irrant or :;;pecific BPD warrant, the 
arrangements made by the intelligence servke for storing bulk personal datasets 
and for protecting them from unauthorised disclosure '3-re satisfactory. 

40. Section 221 requires the Secretary of State to ensure that, in relation to every 
cl.ass BPD warrant or specific BPD warrant, arrangements are in force for 
securing that any selection of data for examination is carried out only for the 
specified purposes, and that selection of data for exa.min~tion is necessary and 
propbri:ionate iri all the circumstances. Subsection 221 (2) says that selection of 
data for examination will he c·arried out only for the specified purposes, if the data 
is sele:cted for ex:ar:nination only so far as is necessary for the operational 
purposes specified in the warrant 

Arrangements iii force to satisfy the requirement for safeguards in relation to bulk 
personal datas.ets 

41. The following arrangements are implemented by SIS. to satisfy the requ1rement 
for safeguards in relation to the stor1:1ge, selection for examination anct disclosure 
of data retained undet class and specific BPD warrants. These arrangements 
apply to all BPDs acquired by SIS including those in relation to which a Secretary 
of State's direction is made under section 225(3) IPA. These arrangements .are 
supported by SIS's detailed internal BPD handling arrangements and associc;1ted 
internal policy and guidance documentation; 

Storage and access 

42. All BPDs in the possession of SIS will be-stored securely in. SiS premises Which 
are subject to the highest standard of physical security. 

43. All members of SIS With access to BPDs are subject to a high quality security 
vetting r~gime, including enhanced vetting-for system administrators and Qther 
data specialist users with privileged acoess. Ac{;ess to BPDs is· permitted .only 
where and to the extent necessary in the proper.pursuit of the S1S's. statutory 
functions. All BPDs held on SIS systems will be held sµbject to appropriate *** 

*** 
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· controls a.nd access to BPDs on SIS syitems is subject to meeting the conditions 
of 'need to know' anEI us.ers h:aving appt"opti~te security t;le~rances·. 

i 
. f 

44. SI$ staff C!:!D only h~\fe access to aPDS: if, in their role, it i~ necessary, 
proportionate· .and the.re is an appropria(e business need to do so .. Access to BPD 
on SIS systems will c;,nly be approved ifithe user has undertaken mandatory BPD . 

· training and has signed a copy of ""''I< an,d the relevant -* Codes of Practice 
which outlines the .ap·propriate use of $~1ch. BPD s,ystem within SIS. 

45. AU Sis systems holding BPDs must be ~esigned ;:ind configurecl as few poss1ole 
to facilitate the effective application of 11? A requirements, rn· particularto prevent 
any unaut.t:iorised access to BPDs, to a1:1y protected data With conditions imposed 
by the Secretary of State and LP.P mat~iria_l within BPDs. 

! 

46. All user activity on SI.S systems i$ subject to internal audit and ·accounting. ·sis 
' w,11' maintain robust data s_ecurity and pfoteotive security standards forB.PDs. 

Further :guidance i_s f.pund in SIS's. inferi1al. BPD handling arrangements which 
requjres th~t the integrity and c0nfi.dentfality of the information in the: _BPP· is 
effectively protected, that there are ade~uate s~feg1.,1ards jn_ pJac·e tp m1nirnise the 
risk ofany misuse. of such data and, irtthe event that such misuse. occurs, to 
ensure that it is detected and that apprdJpr.iate disciplinary action ls taken. 

Selection for e~arnination 

All BPD warrants 

·j 

47. Data contained in BPDs must only be sjeJeot~d for exc;1mination .if: 

a, selection is carried out for one ·dr more of the, operational purposes 
-specified i_h the cl.ass or specific\Wcffrant Uhd~r Which the 8.PD is retained; 
and ! . 

b. ·seleption for examinatio_n is nec~ssary and proporti-onate in all the 
circumstaA.ces, l 

48 ... SIS has. detaiJeq ln~-13mar BPD handling! arrangements and mandatory' tra'ihing ih 
place,t-0. help e11~1;1res-that u.sers exami~ie BPD in accordanc$With required · · 
safeguards. In particular, u"ser.s are req{Jired to demonstrate that their 
examination of BPD is ne:cessary and proportionate, is justified in sufficient detail, 
:and is carried -out for an app"ropriate op~rafional purpose. Before: a1l ·exc;1rnination 
of BPD, us.e(s l;:lre also required to ens~1re that they have .appropriately 
considered all. lesser infrm~ive methods I (e.-g. searching of corporate records or 
targeted data- stores). · · · 

Specific BPD warrants 

49. In the case. of BPDs retained under sp~cific warrants, protected data must only 
be selected for exarntna\iori on the bas/:s of .criteria referable to a person known · 
to be in the British ls.la.rids at the time of selection in accordance with ·any 
conditions_ specified in that warrant. · 
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50. Further guidance on selectronfor·examination of protected data is found in SIS's 
rnterna:I handling arrangements .. ln particula~, SIS systems ho[qing BPD protected 
data system must not allow the user to see Protected Data unles.s conditions 
i111pos.ed by the Secr:etary of State on the specific BPD warrant for the BPD have • 
been met.· 

Disclosure outside SIS 

*** 

51. Disclosure of BPDs or inforrriatipn in BPDs must be .made in accordance with 
SIS's internal handling arrangements. The sharing of BPD is carefully managed 
to ensure that _disclosure only takes place wh_en it is justified on the basis ofthe 
relevant statutory disclosure gc;1teway. The decision to share a BPD outside SIS 
rests with *"'*. Disclo.sure 1s authorised under the information gateway provisions 
of the !$A 1$94. 

*** 
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