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IN THE HIGH COURT OF JUSTICE Claim No. CO/105212017
QUEEN'S BENGH DIVISION '
ADMINISTRATIVE COURT
BETWEEN:
THE QUEEN
on the application of
LIBERTY
Claimant

-and-

(1) SECRETARY OF STATE FOR THE HOME DEPARTMENT
(2) SECRETARY OF STATE FOR FOREIGN AND COMMONWEALTH AFFAIRS

Defendanfs.

WITNESS STATEMENT OF SIS WITNESS

"1, SIS WITNESS A, [Deputy Director in the Secret Intelligence Service], of [ GcN

I /VILL SAY as follows:

1. In'my current role, | oversee the compliance of Secret Intelligence Service (SIS)
operations with the law and otherrelevant guidance and directives. This role
includes overseeing the Service's response to disclosure requests related to inquiries

such as this one. In this capacity, | provide assurance. to C, the Service's Accounting
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Officer, that we are effectively meeting ‘0L§Il‘ legal obligétions. I am auth‘o_rised' to make
this witness statement on behalf of 8IS. ’?T'he contents of this statement are true to
the best of my knowledge and belief. WHere matters are not within my direct
experience, they are based upon.docﬁm‘émtaﬁﬁon made available to me and
discussions with others within SIS. This is the first witness statement that T have

- madg in these proceedings. it shouid be Jf'ead, in conjunction with the statements.
provided by the Home Office, MI5 and GCHQ.

Use of Powers

2. The role of SIS, as set out i the ISA 19?—94,‘ is to provide Her Majesty’s Government
with a global covert capability that fao’l‘litéates the collection of secret intelligence and
mount operations overseas to- prcmofge and defend the national security and.
ecorornic-wellbeing of the United Kingdam, and to prevent and detect serious crime.
All 81S activity under the Investigatory P;t)wers Act 2016 is related to those statutory

_ functions. All SIS officers undergo mandétory comphance training and compliarice is
monitored by internal audit systems

Arrangements under the Investigatory Power%s Act 2016 (“the Act”)

3. The Claimant in these proceedings is ch%allen,ging powers. in Parts 3, 4, 5, 6 and 7 of
the Act, including powers for the Secretary of State or the Scottish Ministers to issue
warrants under Parts 5, 6 and 7 of the Act to the Intelligence Services. Parts 5, 6
and 7 of the Act relate to targeted equnpment interference, -bulk interception, bulk
acquisition of communications data, bul§< equipment interference and the retention
and examination of bulk personal dafase{;s: (‘BPD"). )

4. 8IS has set out in writing details of 't_h‘e-i safeguarding arranigements it has in place.
before the issuing authority can issue a v§/arrant under the relevant powers in the Act.
These documents are usually referred tc’:;: as “Handling Arrangements”. Where these
Handling Arrangements have been r_eli,e,cfﬁ on to date, they have been approved by the
felevant Secretaries of State. The Investigatory Powers Commissioner has been
provided a copy of these arrangements -ir;i parallel.
8IS Handling Arrangemernts }
5. Details of the safeguarding .arnang.emer';ts which SIS currently has in place for to

ensure its compliance with the pro'visiOns’i. of the Act are set ouf in a document entitled
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INVESTIGATORY POWERS ACT 2016 — SIS HANDLING AND SAFEGUARDING
ARRANGEMENTS”, a copy of which is attached. This document contains a limited
riumber of redactions which are necessary for the protecﬁc'n of national security, €.g.

details of SIS processes which would give advantage to the UK's adversafies.

6. SIS’s Handling Arrangemetits referred to above -are supported and underpinned by
other, more detailed, internal handiing arrangements anid policies. These policies
include guidance. to SIS staff which is tailored to specific work areas and the handling
of any material which is subject to additional safeguards, such as journalistic
material, material to which LPP might apply or other information which may be
subject to additional confidentiality requirements. Individual SIS warrants provide the
Secretary of State with details of thé. handling: arrangements relevant to the decision
they are taking. A copy of the application will be provided to IPCO. The individual SIS
internal handiing arrangements and policies contain highly classified information, the

disclosure of which would be prejudicial to national security.

7. The Second Defendant is aware that SIS has internal policies underpinning the
Handling Arrangements, but has not systematically been provided with the detail or
totality of those policies. However, these policies are subject to independent
oversight by IPCO, who have been fully briefed on SIS systems and policies relevant
to their role. PCO can conduct ad hoc additional inspecticns on any policy area, and

can draw on independent technical expertise where they deem it necessary.

8. |am satisfied that SIS’s Handling Arrangements fully comply with the requirements of
the Act. As stated above, the Second Defendant has approved the SIS Handling
Arrangements. '

Statement of Truth

| believe that the facts stated inthis withess statemient are true.

~ e QOO

Dated: 4" February 2019
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I

ATTACHMENT A

g5 SECRET
=) INTELLIGENCE
SERVICE

Forelgn Secretary

lNVESTlGATORY POWERS ACT 2016 — SIS HANDLING AND SAFEGUARDING
ARRANGEMENTS

Introduction

1. The Investigatory Powers Act 2016 requires the Secretary of State to ensure that
SIS has in force certain safeguarding arrangements before issuing an IPA
warranf. This document explains the safeguarding arrangements that SIS has in

_place. The Secretary of State is asked fo agree that these arrangements are
. satisfactory. The Investigatory Powers Commissioner has been sent a copy of
these arrangements in parallel.

2. [f the Secretary of State is satisfied, SIS will rot ordinarily explain the relevant
safeguarding arrangements in an application for an IPA warrant, rather in each
application SIS will remind both the Secretary of State and the Judicial
Comrnissioner reviewing the approval of the Secretary of State that the
safeguarding arrangements have been agreed, and that they will apply to the:
warrant in question. Each Judicial Commissiener reviewing SIS applications will

~ be provided with a copy of this document together with the Secretary of State's
confirmation.

3. SIS will keep these artangements urider review and will make any change to

these arrangements known {o the Secretary of State as soon as reasonably
practicable.

Safequar_ds» reguired in relation to eguiprnent interterence-

4. Sections 129 and 130 provide for safeguards relating fo the retention and
disclosure of material obtained under a targeted equipment interference warrant
which are very simiilar, but not entirely identical, to those in sections 53 and 54 in
rélation to material obtained by targeted interception.

5, Section 129 says in relatlon {o every targeted equipment interference warrant
issued, the Secretary of State, as lssumg authority must ensure that
arrangements are in force for securing that the requirements of subsections
129(2) and 129(5) are safisfied,

6. Subsection 129(2) requires that in relation to any material obtained under a
warrant - the number of persons to whom that material is disclosed or otherwise
kept available, the extent to which any material is disclosed or otherwise made

HEK
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9.

10.

1.

i

available, the extent to which material i L> copred and the number of copies that
are made —is Irmlted to. the minimum necessaw for the authorised purposes.

l
These arrangements must include arrangements for securrng that every copy .
miade of any of the material is stored, ﬂf»r so long as it is refained, in a secure
manner. i

For the purposes of Section 129 somethrng is.necessary for the authonsed
purposss if, ‘and enly if, -

a. ltis necessary on any of the grdunds upon which the Secretary of State
may consider a targeted eqmpment interference warrant is necessary; in
the interests of national secunty, for the purpose of preventmg or
detecting serious crime, or in the interests of the: economic well-being of
the UK so far as those interests!are also relevant to the interests of
national security, i

- b. ltis necessary for facilitating the carrying out of any functions under the
[PA of the Secretary of State, the Scottish Ministers or €, as the person to
whom SIS wairants will be addr==ssed

c. It is necessary for facilitating the carying out of any funcfiens of the
Judicial Cammiissioners or the lnvestrgatory Powers Tribunal under or in
relation to the IPA, 4

d. Itis necessary forthe purpose c'af 'Iega;l proceedings, or,

e. ltis necessary forthe performance of any functions of any person under
any enactment. '

In this context a copy medns any copy,je)dract' or summary of the material which

identifies the material as having been obtained under the targeted equipment;

interference warrant and any record of 1he identities of the. persons who owned,
used or were in pessession of the equrpment which was inferfered with in order
to obtain that material. |

Subsection 129(5) requires. the destruchon of every copy made of the material
obtained under a targeted equtpment rnterference warrant, if not destroyed
earlier, as soon as its retention is not n«=cessary, or not likely to become
necessary, on any of the grounds upch which the Secretary of State may
consider an equipment interference- wa]rrant IS necessary, the interests. of
national security, for the purpose of preventmg or detecting serious crime, or in
the inferests of the gconomic well- bEInG) of the UK so far as those lnterests are
also relevant to the interests of natlonag security, and its retention is hot
necessary for any of the purposes in p‘a’rragraph 16 b to e (above).

Section 130 in effact gives the Secretary of State discretion {o decide whether,
and if so fo what axtent; (a) the safeguqrds required by subsections 129(2) and
129(5), should apply to-any material obtarned under a warrant, or any copy of
any such material, that is disclosed to cll'] overseas authority. If the Secretary of

i
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12.

130

14.

15.

16.

State decides that these safeguards should apply to any extent, to any such
material or copy of such matetial, then Section 130 requires the Seecretary of

State to ensure that in relation to every targeted equipment interference warrant,

arrangéements: are in force for ensuring that any material obtained under the
warrant or any copy of any such material is only handed over to overseas

. authorities if these requirements are met.

In contrast to targeted interception there is ho prohibition on the disclosure in
proceedings of material obtained under a targeted equipmerit interference
warrant {no “evidential bar”), and therefore no equivalent arrangements are

_required.

Arrangements in force to satisfy the requirement for saféquards in relation to the
interception of communications and equipment interference

The following arrangemerits are implemented by SIS to satisfy the requirement
for safeguards in relation to the interception of communications and equipment
interference material as set out above. They apply in respect of intercepted and
equipment interference material to the extent that such material identfifies itself as
the product of an interception or equipment interfererice warrant. Thesé
arrangements are supported by SIS's *** Policy, supplemented by detailed
internal guidance on the handling and disclosure of intercept and equipmerit
interference material, including specific airangemenits for the handling of Legal
Professionally Privileged (LPP) and confidential material. ' '

For this purpose, “intercept material” includes, but is not limited to;,

original recordings of call/communication content;

electronic/digital communications;

secondary data obtained through interception;

related systems data obtained through interception;

any record referring to an interception which is the record of the identities
of the persons te er by whom the m’tercept material was sent, or o whom
the commuhications data relates;

f. All copies, transcripts, extracts or summaries of the above.

o P

oo

For this purpose, “equipment interference material” includes, butis not limited to:

a. any data obtained from electromagnetic equipment, including
communications, equipment data and any other information;

b. original recordings from surveillance conducted by means of equipment
interference;

c. all copies, transcripts, extracts or summaries of any of the above,

These arrangemiénts in so far as they relate to the disclosure of intercept material
and equxpment interference material also apply to all disclosures of the following,
ifrespective of whether any communication content or equipment data is
disclosed:

ek
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a. the existence or contents of an interception or equipment interfererice
warrant; . ‘

b. details of the issue, renewal or rnodification of an interception or
equipment interference warrant'

c. any steps taken in pursuance of a warrant or a requnrement fo provide
assistarnce in giving effect to a warrant

i
i

Storage, access and copies:

17.

18.

19,

20.

21.

22.

Refention and Destruction:

23.

24.

Al intercept material and equipment |nterfex:ence material in the possession of
SIS will be stored securely in SIS prem ises which are subject to the highest
standard of physical security. ™

Members of SIS should access intercept material and equipment interference
material only where and to the extent that it is hecessary and propertionate in the
proper pursuit of the SIS’s statutory functions. lntercept and equipment
intetference material will be copied orily so far as is necessary and proportionate
for the proper discharge of the statutorv‘funcﬁons of SIS.

All members of SIS with access to mtercept material and equipment interference
material are subject to a high guality securlty vetting regime, including enhariced
vetfing for system administrators, In addition, all members of SIS with access to
such information will have undertaken relevant tréining, including rhandatory
trainirig where appropriate. :
All SIS systems holding intereept matenal or equipmerit interference material
must be designed and configured as fal possible to facilitate the effective
application of IPA and other légal requwements in line with S1S's ™ policy.

All infercept matenal and equment lnterference material held on SIS systems
will be held subject to @ppropriate ™ controls and access to such material on
SIS systems is subject to reeting the ¢ondifions of ‘need to know’ and users
having appropriate security clearances: Access to. intercept material and
equipment interference material held within SIS systems is governed by access
groups with access granted on the basgs of necessity for a given fole.

All.user activity on SIS systems is ,subj’éa,.c:t to.internal audit and accounting.

Intercept material and equipment x'nter'fierence material will be retained if that
retention is, confinues to be, oris hkely to become, necessary for purposes set
out in paragraphs x-and x above.

All intercept material and equipment inferference:held by SIS is retained in

accordance with SIS’s *** policy and retention schedules. Such material is
subject to regulat review to ensure the ,case for retaining it remains necessary for

f
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25,

any of the purposes specified in paragraphs x and- x above. Intercept material
and equipment interference material must be deleted and scheduled for
destruction as soon as it is assessed that there are no longer grounds for
retaining it as necessary, or likely to become riecessary, for any of the purposes
specnﬁed in paragraphs x and X above,

Where it is pessnble relevant SIS systems are configured to automatically delete
intercept material and equipment matefial after the appropriate- default retention
period. Where interception or equipment interference errors are identified,
relevant data is purged immediately from affected repositories.

Procedures for disclosure outside of SIS:

26.

27.

28.%

29.

30.

The following procedures apply for the purposes of autherising excepted
disclesures under sections 58 and 133 of the IPA:

All disclosiire by SIS of intercept material and equipment interference material is
subject to Section 2(2)(a) of the Intelligence Services Act 1994 which requires
that SIS disclose information to the minimum extent necessary for the proper
discharge of its statutory functions and that no information is disclosed by it
except so far as necessary for the proper discharge of its functions, in the
interests of national security, for the prevention or detection of serious crime or
for the purpose of any criminal proceedings.

Disclosure of *** material

* material may be disclosed by SIS in so far as it is assessed to be necessary
and proportionate to- do so under section 2(2)(a) of the Intelligence Services Act
1994 and in accordance with SIS’s ™ policy.

Disclosure of *** material

This is material the format or content of which identifies it expressly or implicitly
as having been obtairied under an interception or equipment interference
warrant..

If authorisation is obtainéd where required (see paragraphs *** below) ***
intercept and equipment interference material may be disclosed if, and enly if,
such disclosure is necessary:

for the proper discharge of SIS's statutory functions;

for the purpose of the prevention or detection of serious: crime;

for the purpose of criminal proceedings;

for facilitating the carrying out of any functions under the |PA of the
Secretary of Sfate or Scottish Ministers;

for facilitating the carrying out of any functions of the Judicial
Commissioners or the Investigatory Powers Tribunal under or in
retation to the IPA;

aoow

o

and is proportionate fo the objective. of the disclosure.

Kk
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31. Intercept material may-also be disclosed if, and only if, it is or is likely to become
necessary:

a. to ensure that a person concluctmg a criminal prosecution has the
information they need to determine what is required of thern by their
duty to secure the fairness of thé prosecution; of

b, fer the performance of any duty imposed on any person by the Public
Records Act 1958 or the Publlc Records Act (Northern Ireland) 1923

angd is proportionate to the. objectlve‘ ef the disclosure.

32. Equrpment interference material may also be disclosed if, and only if; that
~ distlosure is or is likely to become nec¢=ssary

-a. forthe purpose of legal prooeedmgs
b. for the performance of any functxons of any person under any
enactment; i
and is proportionate fo the objective of the disclosure.

Authorisation levels fer disclosure of ™ material

33. Appropriate team leaders may, on the ddvice of a *** (or equivalent) or above
member of the SIS warrantry team, dis¢lose intercept material or equnpment
interference material without specific authonsatlon

34. Any officer of *** (or equivalerit) or"aboére may authorise disclosure of **
intercept material or El material by them or another:
35, An officer of at least *** (or equivalent) | may authorise disclosure: of *** intercept
- miaterial orequipment inferference matkrial by them or another officer:

Fkdk

36. All other disclosures of the fact of intercept or equipment interfererice or of
_ intercept material or equipment interferizhce material require the authority of a
Dxre_cto_r (or above) (see paragraphs. X and x below).

ek

Eurther dissemination

37. The quantity of ™ intercept material orée‘quip'm.,ent interference material disclosed

and thé number of persoris to whomi thiz material is. disclosed will be limited to the
minimum necessary for the purpose for'f which. disclosure is made.

38 SIS will ensure that ™™ intercept matenal and equipment interference matertial is
disclosed on the following basis;
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a. that if should riet be further disseniinated without the piier authority of
SIS; and

b. that it should be returned to SIS or securely destroyed once it is no
longei needed fora purpose for which stich material can be lawfully
retained, or otherwise at the request of SIS.

Disclosure to overseas authorities

Disclosure of *** intercept and equipmerit interference material to overseas authorities
*** can be authorised as set out at paragraph ***

Safeguards relating to bulk personal datasets

39. Sections 204 and 205 require the Secretary of State to consider that, in relation
to every class bulk personal dataset (BPD) warrant or specific BPD warrant, the
arrangéments made by the intelligence service for storing bulk personal datasets.
and for protecting them from unauthorised disclosure are satisfactory.

40. Sedtion 221 requires the Secretary of State to ensure that, in relation to every
class BPD warrant or specific BPD warrant, airangements are in foree for
securing that any selection of data for examination is carried out only for the
specified purposes, and that selection of data for examination is necessary and
proportionate i all the circumstances, -Subsection 221(2) says that selection of
data for examination will be carried out only for the specified purposes, if the data’
is selected for examination only so far as is netessary for the operational
purposes specified in the warrant.

 Amangements in force fo satisfy the requirement for safeguards in relafion to bulk
personal datasets

41. The following arrangements are implemented by SIS to satisfy the requirement
for safeguards in relation to the storage, selection for examination and disclosure
of data retained under class and specific BPD warrants. These arrangements
apply to all BPDs acquired by SIS including those in relafion to which a Secretary
of State’s direction is made under section 225(3) IPA. These arrangements are
supported by SiS'’s detailed internal BPD handling arrangements and associated
internal policy and guidance documentation.

Storage and access

42. All BPDs in the possession of SIS will be stored sécur:ely in SIS premises which
are subject to the highest standard of physical security.

43_ All members of SIS with access.to BPDs are subject to a high quality security
vetting regime, including enhanced vetting for system administrators and other
data specialist users with privileged access. Access to BPDs is permitted only
where and fo the extent necessary in the proper purstit of the SIS’s statutory
functions. All BPDs held on SIS systems will be held subject to appropriate ***

Fkk
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‘controls and access to BPDs on SIS sy{stems. is subject to meeting the conditions
of ‘neéd to kriow’ and users Having app‘i'op’riate security clearances.

44. SIS staff ¢an only higye access to BPDQ if, irt their role, it is necessary,
proportionate and thers is an appropna{e business heed to do so. Access to BPD:

on SIS systems will only be-approved ifithe user has undertaken mandatery BPD - - - - ‘

" trainihg and has signed a copy of *** and the relevant *** Codes of Practice
which outlines the appropriate use of ach BPD system within SIS.

45. All SIS systems holding BPDs must be Hesigned and configured as far possible
to facilitate the effective application of IF’A requirements, in particularto prevent
any unauthorised access to BPDs, to ariy protected data with conditions imposed
by the Secretary of State and LPP matenal within BPDs.

46. All user ctivity on SIS systems is subjsct to internal audit:and aceounting. SIS

© will maintdgin robust data seeurity and ptotectlve security standards for BPDs.
Further guidance is found in SiS’s mternal BPD handling arrangements which
requires that the integrity and conﬂdentlahty of the information in the BPD is
effectively protected, fhat there are adequate safeguards in place to minimise the
risk of any misuse of such data and, iri ghe event that such misuse oceurs, fo
ensure that it is detected and that appropriate disciplinary action is taken.

Selection for examination

H
I

All BPD wartrants

47. Data contained in BPDs must orily be sglected for examination if!

a. selecfion is carried out for one or more of the: operational purposes
specified in the ¢lass or spectﬂc«warrant under which the BPD is retained;
and i

b. 'selection for examination is necessary and proportlonate inall ’che
circumstances.

48, SIS has detaded internal BPD handlmg arrangements and marndatory trarnmg in
place to help ensures that users examirie BPD in accordance with required
safeguards. In parficular, users are reqwred to demonstrate that their
examination of BPD is necessary and p}roporti‘cmate, is justified in sufficient detail,
and is carried out for an appropriafe opérational purpose. Before all examination
of BPD, users are also required to ensure that they have appropriately
cofisidered all lesser infrusive methods| (e g. searching of corporate records or
targeted data stores).

Specific BPD warrants !

49. In the case of BPDs retained under specific warrants, protected data must only
be selected for examination on the basis of criteria referable to a person known
to be in the British Islands at the time of selection in accordance with any
conditions specified in that warrant.
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50. Further guidance on selection for examination of profected data is. found in 81S’s
internal handling arrangements..In particular, SIS systems holding BPD protected
data system must not alidw the user to see Protected Data unless conditions
imposed by the Secretary of Stafe on the specific BPD warrant for the BPD have -
been met.

Disclosure outside SIS
51. Disclosure of BPDs or information in BPDs must be made in accordance with
SlIS’s internal handling arrangements. The sharing of BPD is carefully managed
to ensure that disclosure only takes place wheni it is justified on the basis of the -
relevant statutory disclosure gateway. The decision to share a BPD outside SIS

rests with ***. Disclosure is authorised under the information gateway provisions
of the ISA 1994.

Heddk
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