Liberty’s Abridged Briefing on the Data Protection Bill 2017: the Immigration
Control Exemption
The exemption
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The Data Protection Bill (the Bill) applies the EU General Data Protection Regulation (GDPR). The GDPR enters into
force in May 2018 and will remain in force until the UK leaves the EU, after which it will, according to the Government,
be incorporated into domestic law. The GDPR allows Member States a margin of appreciation within which to adapt it
to national circumstances. In particular, Article 23(1) sets out a number of legitimate aims in the pursuit of which a
state may make exemptions to data subjects’ rights, such as national security and defence.
Schedule 2, Part 1, paragraph 4 of the Bill (hereafter “the immigration control exemption”) creates an exemption from
certain provisions of the GDPR on immigration control grounds, even though this ground is not listed at Article 23(1) of
the GDPR. Specific rights of data subjects will be restricted where their data is processed for a) the maintenance of
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effective immigration control, or b) the investigation or detection of activities that would interfere with effective
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immigration control, to the extent that the fulfilment of their rights would prejudice these activities. The exemption
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would affect the rights listed at sub-paragraph 2, and set out in full in the GDPR at Articles 13(1)-(3) (right to
information), 14(1)-(4) (right to information where data is obtained from a third party), 15(1)-(3) (right of subject
access), 17(1)-(2) (right to erasure), and 18(1) (right to restriction of processing).The exemption also covers the
general principles set out in Article 5 - lawfulness, fairness, transparency, purpose limitation, data minimisation,
accuracy, storage limitation, integrity, confidentiality and accountability - as they apply to these rights.
Sub-paragraphs 3 and 4 of paragraph 4 exempt data controllers that process and share data with a second controller
for the purposes of immigration control or investigation of activities that would undermine it from their obligations under
GDPR Articles 13(1)-(3), 14(1)-(4), 15(1)-(3) and Article 5, to the extent that the second controller is also exempt from
the generally applicable safeguards contained in those GDPR provisions.
Key concerns
Liberty’s key concerns with the exemption are summarised below. Our full concerns are set out in our Report Stage
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briefing.
1. The exemption is unlawful. The Government claims that the GDPR makes express provision for such an
exemption. However, the grounds on which an exemption may be made listed at Article 23(1) of the GDPR do not
include “immigration control”. Exemptions are permitted under Article 23 only when they are necessary,
proportionate, and respect the essence of the fundamental rights and freedoms. For the reasons set out below,
the exemption fails to fulfil any of these requirements. Even if it did, Article 23(2) sets out certain procedural
requirements relating to exemptions. The Government has made no attempt to fulfil these requirements. Thus the
exemption is incompatible with the GDPR and risks the future adequacy of the UK’s data protection arrangements
for the free flow of data between the UK and the EU. The exemption is also incompatible with Articles 8 and 14 of
the European Convention on Human Rights, and Articles 7, 8 and 21 of the EU Charter of Fundamental Rights.
2. The exemption is worryingly broad. The Government has not defined “the maintenance of effective immigration
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control”. As such, despite the Government’s claims to the contrary, the exemption is incredibly broad in its scope,
giving data controllers worryingly broad latitude in restricting important rights. Moreover, processing by essential
public services, charities, corporations and private data brokers may fall under the exemption, in addition to
processing by the Home Office, either when the Government outsources immigration control functions to those
agencies, or when those agencies transfer data to the Home Office for that purpose. Nor is the exemption limited
to any particular category of person. Although non-UK nationals are far more likely to have their data processed
for immigration control purposes, the
Government may determine that processing British citizens’ data for immigration control purposes is necessary.
For example, to ensure that ineligible migrants do not access NHS services, the Government could deem it
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necessary to check the immigration status of everyone attempting to access health services, and it could set up a
data-sharing scheme between NHS Digital and other Government departments to facilitate this. If it did not want
the existence of such a scheme to become common knowledge, it could apply the exemption. As such people of
all immigration statuses are at risk of losing data protection rights in the name of immigration control, especially
where the Government wishes to preserve the secrecy of data-sharing agreements between the Home Office and
third parties.
3. The exemption is unnecessary. Several activities associated with undocumented people are offences under the
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criminal law including working, driving, or simply overstaying a visa. The Government already invokes the law
enforcement exemption at section 29 of the Data Protection Act 1998 to justify the secrecy of the bulk datasharing agreements that it uses to obtain up-to-date contact details for individuals suspected of committing an
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immigration offence from trusted sources such as children’s school records and confidential patient medical
12
records. While it is Liberty’s view that these data-sharing schemes are unethical, incompatible with fundamental
human rights and must end, and that any law enforcement exemption should exclude its use in relation to
breaches of immigration law, the Government would nevertheless retain the power to limit individuals’ data
protection rights in circumstances where they are suspected of committing a breach of the criminal law by virtue of
the crime exemptions at paragraphs 2 and 3 of Schedule 2. As such this freestanding immigration control
exemption that may be used to documented migrants and British citizens, untethered from any notion of criminality
or wrongdoing, is wholly unnecessary.
4. The exemption cannot be challenged. In many circumstances individuals won’t know that their rights have been
restricted under the exemption. As such it will be impossible for them to appeal the restriction to the Information
Commissioners’ Office. For example, where individuals’ data has been shared for immigration control purposes
without their knowledge, individuals will not be able to challenge the removal of their right to know that their data
has been shared, or, more gravely, the legal basis for the transfer itself.
5. The exemption increases the chances of error. The Government has stated its intention to make significantly
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greater use of data in its immigration control activities, including in its processing of the claims of EEA nationals
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applying for “settled status.” A cautionary tale exists not only in the secret bulk-data sharing agreements
referenced above, but other Home Office practice. In 2012, the Home Office contracted Capita, a private
company, to help it locate undocumented people. In a significantly distressing incident, hundreds of people
complained after wrongly being sent texts by Capita telling them to leave the country. More recently, The
Guardian reported the story of Dr Mohsen Danaie, a research scientist with a valid visa who received a letter from
the Home Office that misspelled his name and wrongly advised him that as he had no leave to remain in the
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country he should make plans to leave. And it has been reported that up to 10% of sampled refusals of bank
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accounts to individuals on immigration grounds were made in error, again due to poor data quality. It is deeply
worrying in light of these errors that at a time when the Home Office is proposing to make increased use of data in
its immigration control functions, including through automation, vital data protection rights would be stripped away
by this exemption.
For the reasons set out above, Liberty strongly recommends that the Data Protection Bill is amended to
remove Schedule 2, Part 1, paragraph 4.
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